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Chuong 4 : Cac giao thuc

tang lien mang

Giang vién : Nguyén Hiru Loc

Application f ! Many
Servicas FTP |Teinet | SMTP | NNTP | HTTP Othars DNS SHNMP
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Protocol (UDP)

—

Transmission Control Protocol (TCP)

P | OSPF
Internet Pratocol (IF) -_R .EE

PPP [and others)
ISON | T-Carrier | SONET | POTS




Giao thirc phan gidi dia chi ARP 9w

(Address Resolution Protocol)

IP: 192.168.1.7
/ MAC: BE-BE-BEB-BB-BB-EB

IP: 192.168.1.9
MAC: CC-CC-CC-CC-CC-CC

IP: 192.168.1.2
MAC: AA-Af-AA-AA-AA-AR

F
— MAC: DD-DD-DD-DD-DD-DD
F_




> ARP |a phuwong thirc phan giai dia chi dong
gitra dia chi IP va dia chi MAC

> Qua trinh thyc hién bang cach: mét thiét bj
trong mang gri mot gdi tin broadcast dén toan
mang yéu cau thiét bj cd dia chi IP twong &ng
gri tra lai dia chi phan cing ( dia chi MAC ) cua
minh




Cac loai ban tin ARP

> Co hai dang ban tin trong ARP : mot dugc guri

t ngudn dén dich, va mot duoc giri ti dich tdi

nguon.

+ ARP Request : Khoi tao qua trinh, goéi tin dwoc gui
tlr thiét bi ngudn tdi thiét bi dich yéu cau dija chi
MAC may dich

+ ARP Reply : La qua trinh dap tra goi tin ARP

Request, duwoc glri tr may dich dén may nguon
kem theo dia chi MAC may dich




i 8

Hardware Type field

Frotocol Type field

HLEN PLEN

Operation Code field

source MAC Address field

(4%hits)

source [F Address field
(32hits)

Destination MAC Address field

(4%hits)

Destination [F Address field
(32bits)

HLEM: Hardware (MAC) address Length field

PLEM: Protocol (IF) address Length field

Hardware Type field : chi dinh loai
giao thirc mang (Ethernet : 1)

Protocol Type field : chi dinh loai
giao thirc tang lién mang (giao thirc
IP : 0x0800)

HLEN: chiéu dai dia chi vat ly (byte)
PLEN: chiéu dai dia chi IP (byte)

Operation Code field : chi dinh hoat
dong ma nguwoi gui thwe hién (ARP
Request : 1, ARP Reply: 2)

> Cac trwong con lai la dia chi MAC va

IP ca may ngudn va may dich



Cau truc khung ARP

Hardware Type “0001 (Hexadecimal number)

Protocol Type “ 08007 (Hesadecimal number)

Hardware Type “0001 " (Hexadecimal number)

HLEM FLEM

“45"(Decimal number) | 732" (Decimal number)

Protocol Type “ 08007 (Hexadecimal number)

Operation Code 17 (Decimal number)

HLEM FLEM

“45"(Decimal number) | 732" (Decimal number)

source MAC Address
(48hits)
“A's MAC address”

Operation Code "2 (Dacimal number)

Source IP Address (32hits)
“As P address”

source MAC Address
(48hits)
“K's MAC address”

Destination MAC Address
(48hits)

Enter [ hecause it is unknown.

Source IP Address (32hits)
“K's IP address”

Destination IP Address (32hits)
"K's IP address”

Destination MAC Address
(48hits)
“A's MAC address”

A—- K

» ARP Request
»

Destination IP Address (32hits)
“As 1P address”

K—A
ARP Reply




ARP Caching

+ ARP la mot giao thirc phan giai dia chi dong. Qua
trinh giri géi tin Request va Reply sé tiéu ton bang
thong mang. Chinh vi vy cang han ché t6i da viéc
glri gdi tin Request va Reply sé cang gdp phan lam
tang kha nang hoat dong cua mang.Tir do6 sinh ra
nhu cau ciia ARP Caching

« ARP Cache cé dang giong nhu mot bang twong &ng
gitra dia chi MAC va dia chi IP. C6 hai cach dwa cac
> thanh phan twong &ng vao bang ARP : Static and
Dynamic ARP Cache Entries




ARP Caching

+ Static ARP Cache Entries: Bay la cach ma cac thanh
phan twong &ng trong bang ARP dugc dwa vao lan
lwot bdi nguwoi quan tri. Cong viéc duoc tién hanh
mot cach thu cong

* Dynamic ARP Cache Entries: Pay la qua trinh ma
cac thanh phan dia chi MAC/IP dugc dwa vao ARP
cache moét cach hoan toan ty ddng bang phan
mém sau khi d3 hoan tat qua trinh phan giai dia
chi. Chung dwoc lwu trong cache trong mot khoang
thoi gian va sau do sé dugc xoa di




ARP Caching

+ Cac thong tin trong static cache sé khong tw dong
x0a trong cac chu ky cap nhat ARP cache, chi bj xda
di khi may duwoc khoi dong lai

+ Cac thong tin trong dynamic cache sé duoc tv
dong xda sau mot khoang thoi gian thwong la 10
hoac 20 phut. Lan s& dung sau, théng tin sé duoc
cap nhat tro lai




Co ché hoat dong

+ 1. Source Device Checks Cache : Trong budc nay,
thiét bj s& kiém tra cache ( bd dém ) cdia minh.
Néu da cé dia chi IP dich twong &ng véi MAC nao
do roi thi 1ap tire chuyén goi tin dén may dich

+ 2. Source Device Generates ARP Request
Message : Bat dau khoi tao gdi tin ARP Request
vOi cac truong dia chi theo cau trdc khung ARP

*+ 3. Source Device Broadcasts ARP Request
g Message : Thiét bi nguén quang ba gdi tin ARP
Request trén toan mang




Co ché hoat dong

* 4. Local Devices Process ARP Request Message
Cac thiét bj trong mang déu nhan duoc gai tin ARP
Request. Géi tin dwoc x& ly bang cach cdc thiét b
déu nhin vao trwong dia chi Destination IP
Address. Néu trung vdi dia chi cia minh thi tiép
tuc x&¢ ly, néu khong thi hay géi tin




Co ché hoat dong

+ 5. Destination Device Generates ARP Reply
Message : Thiét bj vdi IP trung vdi IP trong trwong
Destination IP Address s& bat dau qua trinh khdi
tao gobi tin ARP Reply bang cach lay cac trudng
Source MAC Address va Source IP Address trong
gdi tin ARP nhan duwoc dwa vao lam dia chi dich
trong goi tin giri di. Dong thoi thiét bj sé 1ay dia chi
MAC cla minh dé dwa vao trudong Source MAC
Address trong goi tin ARP gtri di




Co ché hoat dong

+ 6. Destination Device Updates ARP Cache : Thiét
bi dich ( thiét bi khoi tao gdi tin ARP Reply ) déng
thoi cap nhat bang anh xa dia chi IP va MAC cua
thiét bi nguén vao bang ARP cache cia minh dé
giam ba&t thoi gian x& ly cho cac 1an sau

+ 7. Destination Device Sends ARP Reply Message
Thiét bi dich bat dau gl gdi tin Reply d3 duoc
kh&i tao dén thiét bi nguén. Gadi tin reply 13 gdi tin

. gui unicast




Co ché hoat dong

+ 8. Source Device Processes ARP Reply Message
Thiét bi ngudbn nhan duoc goi tin reply va x& ly
bang cach lwu truvong Source MAC Address trong
gdi reply nhu dia chi phan c&rng cua thiét bi dich

+ 9, Source Device Updates ARP Cache : Thiét bi
ngudn update vao ARP cache cla minh gid tri
twong ng gitta dia chi network va dia chi MAC cua
thiét bj dich. Lan sau s& khéng con can tdi request




Proxy ARP

FProxy ARP Allows Roater to Respond for Remote Host

= =

Host A Hast B
172.16.10.100/16 172.16.10.200/24
00-00-0c-94-36-aa O00-00-0c-94-36-bb
Subnet A el 172 16.10.99/24

00-00-0c-94-36-ab
172162099724

&1 00-00-0c-84-36-cd
Subnet B
172.16.20. 10024 172.16.20200v24
00-00-0c-54-36-cC 00-00-0c-94 -35-dd

Host C Host D




Proxy ARP

> ARP duoc thiét ké cho cac thiét bj nam trong
ndi mang, cé tinh chat local

> Hai thiét bi A va B bi chia cit b&i 1 router thi
chung sé dugc coi nhu la khdong local voi nhau
ntra. Khi A mudn guiti thong tin dén B, A sé
khong gtri truc tiép dwoc dén B theo dia chi
MAC vi A khéng thé quang ba ban tin ARP
o Regquest qua Router duoc

™




Hoat dong cua Proxy ARP

> Router nam gitra 2 mang local s& duwoc cau
hinh dé dap ng cac gdi tin broadcast guri tir A
thay cho B

> Router sé khong guti cho A dia chi MAC cua B,
vi dU thé& nao A va B cling nam trén hai mang
khac nhau va khéng thé giri truc tiép dén nhau
duorc




Hoat dong cua Proxy ARP

> Thay vao do router sé giri cho A cac dia chi
MAC cua chinh router. A sau do sé gui cac goi
tin cho router, va router sé forward sang cho B

> Qua trinh cling hoan toan dién ra twong ty khi
B mudn glti thdng tin cho A, hay cho bat c&
thiét bi nao ma dich dén cla goi tin la mot
thiét bi @ mét mang khac.




Giao thirc RARP

(Reverse Address Resolution Protocol)

> Giao thirc RARP hay con goi la giao thirc phan
giai dia chi nguoc la mot giao thirc mang may
tinh duoc stir dung b&di mdt may chd yéu cau
giao thirc Internet(IPv4) dung dé xac dinh dia
chi IP(dia chi logic) tir dia chi vat ly cua thiét bj

> Pugc st dung boi cac tram lam viéc khong dia
cing do dé khong lwu cdu hinh mang




Giao thirc RARP

(Reverse Address Resolution Protocol)

> Trwdc khi cd thé ndi két dén dugc server, cac
tram lam viéc can phai biét dwoc dia chi IP cua
no. Giao thirc RARP duoc dung trong truong
QP nay

> RARP st&* dung cung dinh dang yéu cau ctia ARP
nhuwng trwvong Operation co gia tri la 3 cho yéu
cau va 4 cho tra loi.




Giao thirc RARP

(Reverse Address Resolution Protocol)

> Trén server duy tri mét bang mo ta moi twong
quan gitra dia chi vat ly va dia chi IP cua cac
may tram

> Khi nhan duwoc yéu cau RARP, server tim trong
bang dia chi va tra vé dia chi IP twong &ng cho
may tram d3 goi yéu cau.

. > Hién nay giao thirc RARP d3 duoc thay thé

® bhang cac giao thirc BOOTP, DHCP
»

T




Giao thurc Internet

(Internet Protocol - IP)

IP address is used to
route data around the Internet

TCP part allows applications

Application | -
to communicate over the network

Application 2
Application |

Router &

! Application 2

A router routes with
‘ the network address
- # 1 (such as the IP address)




Giao thurc Internet

(Internet Protocol - IP)

> |P |a giao thirc khong lién két co nghia la khdng
can co giai doan thiét 1ap lién két trudc khi
truyén dit liéu.

> Chlrc nang chu yéu cua IP 1a cung cap cac dich
vu Datagram va cac kha nang két noi cdc mang
con thanh lién mang dé truyén di liéu voi
phuong thirc chuyén mach goi IP Datagram

® Thuyc hién tién trinh dinh dia chi va chon
.d‘.u’c‘)fng




Giao thurc Internet

(Internet Protocol - IP)

> DI liéu trong mot lién mang IP dwoc gui theo
cac khoi duwoc goi la cac goi (packet hoac
datagram)

> Giao thirc IP cung cap mot dich vu giri dit liéu
khong dam bao, nghia la nd hdu nhu khong
dam bao gi vé gdoi dir liéu. Géi dit liéu cd thé
dén noi ma khdéng con nguyén ven, né cé thé
' o J€n khong theo thir ty, né cd thé bi trung Idp
' hodc bi mat hoan toan

AL



Giao thurc Internet

(Internet Protocol - IP)

> Khi giao thirc IP dwoc khoi dong, né tré thanh
mot thuye thé ton tai trong may tinh va bat dau
thuc hién nhitng chirc nang cua minh, lic do
thuwe thé IP |a cdu thanh cda tdng mang, nhan
yéu cau tl cac tang trén nd va glri yéu cau
xudng cac tang dudi no.




A TOUTer routes with
& the network address
| (such as the |P address)

O e e e o

___________




Cac budc hoat dong cua IP

> POi vai thue thé IP & may ngudn, khi nhan
dwoc mot yéu cau gui tir tang trén, no thuc
hién cac budc sau day:
+ Tao mot IP datagram dua trén tham sé nhan duoc.

+ Tinh checksum va ghép vao header cua gai tin.

« Ra quyét dinh chon duong: hoac 1a tram dich nam
trén cung mang hoac maot gateway sé duoc chon
cho chang tiép theo.

+ Chuyén gadi tin xudng tang duwdi dé truyén qua
e Mang.



Cac budc hoat dong cua IP

> PO vadi router, khi nhan dwoc moét goi tin di
qua, no thwec hién cac dong tac sau:
+ Tinh chesksum, néu sai thi loai bo gai tin.

« Giam gia trj tham so Time - to Live. néu thoi gian
da hét thi loai bo goi tin.

+ Ra quyét dinh chon duwong.
+ Phan doan gdi tin, néu can.

, + Kién tao lai IP header, bao gobm gia tri md&i clia cac
vung Time - to -Live, Fragmentation va Checksum.

Chuyén datagram xudng tang dudi dé chuyén qua
_mang.



Cac budc hoat dong cua IP

> Cudi cung khi mét datagram nhan b&i mot
thuc thé IP & tram dich, nd sé duwoc thuc hién
b&i cac cong viéc sau:
+ Tinh checksum. Néu sai thi loai bo goi tin.
+ Tap hop cac doan cua gaoi tin (néu cé phan doan)
+ Chuyén dit liéu va cac tham s6 diéu khién 1én tang
trén.




Khuoén dang géi tin IP

> Cac goi dit lieu IP dugc goi la cac Datagram
> |Pv4 datagram dwoc chia lam 2 phan: header
va payload.

« Phan header lwu trir thong tin cta dia chi va cac
trwong diéu khién

+ Phan payload mang dit liéu that su can truyén.




Khuon dang goi tin IP

4 Bits & Bits 16 Bits 24 Bits
I I | |
Version IHL Type of Service Teotal Length
Identification Flags Fragment Offset
Time to Live Protocol Header Checksum

Source IP Address

Destination IP Address

IP Options Padding

Data




IPv4 Header

I i} 1 |_ I_-l I I. d | I
i IHL § o
' Yarsion L '_T"-Ilr . Typa ol Sarvica (TCIS) Total Lengih £
T JE—— i i i — | e ——
P Flags
| Idemtifscanin L I'_I‘;I":".ﬂ Fragruant Ofsat
I 1 1 | 1 1 1 1 . 1 1 . 1 1 1 1 1 . 1 1 | 1 1 ' ?l:l
& Time To Live {TTL) Frotocol Headar Checksum =i
[ — A —— IHL
2 Soaren Address Illrll'l.-'i'-erl
aade
I ¥ 1 1 | 1 1 ¥ 1 1 ¥ 1 T ¥ 1 1 | | 1 1 ¥ 1 1 ¥ 1 T ¥ 1 1 T 1 1 i | rlr|:!|ll"r'
. Destination Address v I
b IP Option {(variable langth, opticnal, not comman) E
I Lad 1 s 1 - I 1 - 1 . L . | " 1 Lad I 1 ‘ L . 1 1 ’ '- T . 1 Lad . ;-:_ 1 L 1 - T a L n T ’ 1 - L4 ] " 1 _3 Lid
Bil g 1 2 3 4 & 8 7 H 0 0 i 2 3 4 %838 ¥ B B L, 1 2 ¥4 6 &8 7 8 9 o 1
|-q- Mibible —Bb—— Byt —— 8 Word -
WS P Frasgmanl Oifsel IF Flags
Wersion of IP Proloool, 4 and IP Protecol 10D, Inchuding (b Fragrmand odf=ad from skar o
8 are valid. This dissgram e lirmiled 10): P datlagram. Measured n B
represenis version 4 1 G 1T UDe 57 SKIP byt (2 words, 84 bais) = O=BED reserved (el bil)
siruciure anly. i Iﬁ:TP :.._: E‘gr': ﬁ El'ﬁf'rp increments_ If IP datagram is D Oxd4D Do Mot Fragment
- 1 -
T i IGAP i AH $15 LaTF |I;Egl'l'rﬁ'-"|'|E'l:|. Iragl'ﬁEﬂ. =1 =) B O30 :'-ﬂ":ll"E' F AOImMenls
Hesder Lenglh (Total Langth] must ba & Salla
—— muitipke of B bylas
FC T
Mumber of 32-bit words in Total Length e L T
TCF header, mirdmum value 3 - PR LA LT Please refer o RFC 731 lar
af 5. Multiply by 4 to get byte otal length of IP datagram, Chechean of ariis IP thie complete Inberoet
CoLEnd. o [P fragment i fracprmerded - ) Prokc T - 5
: hcacaibonr ratocol (IF) Speciication.

Maasurad n Byles



Khuoén dang géi tin IP

Truerng

Size (bits)

Ma ta

Version

phién ban IP ding dé tao ra IP
datagram. Vi [Pvd duong
nhiéntrrirng nay co gia tri 4. Muc
dich caa trurirng nay 1a dam bao
tirorng thich gilka cac thigt bi s dung
phién ban IP khac nhau.Thong
thuérng,cac thigt bi sir dung phién
ban IP cii s& tir choi IP datagram
dJurore tao ra tlr phién ban mii
hon,do cic phién ban ol khing thé
phién dich mot cach chinh xac IP
datagram cda phién ban mdi tao ra

IHL

Binh ra dd dai phan header, tinh
theo 32-bit words. N6 cling bao gom
dd dai treerng option va

padding. Théng thuwdrng gia tri cla
trrrng nay khi khong co option 13 5
(5 32-bit words = 574 = 20 bytes).




Khuoén dang géi tin IP

Trurorng

Size (bits)

Ma ta

TOS

Type Of Service (TOS): Trwdrng nay
duworc tao ra dé mang thdng tin vé
chat lwrorng dich vinho wu tién
chuyén

Cac trwrrng trong TOS

+Precedence(2 bitsyBinh ra muc dd
LU tién caa IP datagram v murc do
tir thap dén cao

+0(1 bit): néu bit D = 1: yé&u ciu
truyén gap

+T(1 bit) : néu bit T =1: yéu cau
truyén véi dwirng truydn chat lvong
cao

+R(1 bit) - néu bit R = 1: yéu ciu
truyén dam bao

+Reserved(? bits) : khdng ding




Khuoén dang géi tin IP

Trurorng

Size (bits)

Ma ta

Total

Length (TL)

16

Tong dd dai cda IP datagram, tinh
theo bytes B4 daitdi da cia 1 1P
datagram 13 65,535 bytes,hdu hét 13
nhd hon nhiéu

Identif-ication

16

Binh danh IP datagram dé xac dinh
IP datagram |& duy nhat trén mang

Flags

Gam 3 truérng nho
+Reserved(1 bitkkhdng ddng

+DF(1 bit) : Dont Fragment:néu ER
thi IP datagram khdng bi phan manh

+MF(1 bit) : More Fragment:néu la 1
thi van con Fragment

Fragment Offset

13

Khi co sw phan manh, trirérng nay
se co gia tri offset, hay la vi tri cla
manh{Fragment),théng thwéng 1a
bdi 56 cla 8. Fragment d3u tién cd
gia tri 0.




Khuoén dang géi tin IP

Trurorng Size (bits) Ma ta
Time To Live (TTL): Binh ra thii
gian IP datagram duwoc sﬁng trén
TTL 1 mang,dwa vao s0 tram trung gian
(router hop).Khi qua moi rauter,gia tri
TTL =& giam di 1.NEéu gid tri TTL trév
vE 0 router s& discard nd
Binh ra giao thikc ddng trong 1P
datagram,mét so giao thirc théng
dung
01h 1:ICMP
Protocol 4
02h 2:I1GMP
06h 6 TCP
T1h 17:UDP
Header Checksum:Dang dé kiém
Header T
16 tra xem IP datagram co bi loi tren
Checksum . 4 -
duwrng truyen Khong

More Protocols


http://www.networksorcery.com/enp/protocol/ip.htm

Khuoén dang géi tin IP

Trurorng Size (bits) Ma ta
Bia chi IP noi giri. Bia chi nay dwoc
Source Address 32 gitk nguyén trong sudt qua trinh
truyen.
L Bia chi IP nzi nhan. Bia chi nay
Destination - . s .
32 dLrzrc giLF nguyen frong suot qua
Address . 3
trinh truyen.
Lwa chon,dé dai phan option cd the
Options Variable Cp P P
thay doi
MEu cé nhiéu option,ma sd bit ko
| _ phai |2 bdi s cia 32,cac bit 0 sé
Faddin Variable T S ST
? durorc them lot de so bit 13 boi 50
3204 bytes)
Data Variable Di¥ ligu




Phan manh va ghép goi tin IP

> @id tri Maximum Transmission Unit (MTU) cua
mot mang la kich thudc tdi da cia mot goi tin
IP duoc chuyén di trong mang d6 (bao gdbm
ctia phan header va phan di liéu)
+ Vidu, MTU cua Ethernet la 1500 byte; cac giao
thirc trén data link layer khac c6 thé cd cac gia tri

MTU khac, vi du Token ring c6 MTU la 4464 byte,
X.251a 576 byte




Phan manh va ghép goi tin IP

> Khi mot gdi tin IP dugc giri tr mot mang co
MTU I&dn hon sang mdt mang cd MTU nho hon,
godi tin nay phai duwgc phan manh thanh nhiéu
phan nho hon (véi DF=0)

> Tat ca cac phan phan manh sé dwoc ghép lai tai
dich dén cua gdi tin




Phan manh va ghép goi tin IP

> Cdac thong tin trong phan header ho trg cho
viéc phan manh gaoi tin nhu sau:
ldentification(16 bit), Flags(3 bit), Fragment
Offset(13 bit)

« Vidu: Mot goi tin duoc truyén tdi moét mang vai
MTU la 576 byte. Gdi tin nay cd IP header chiém
20 byte va phan di liéu chiém 1504 byte. Gadi tin
nay can dugc phan manh nhu sau :

+ Chiéu dai tdi da cia mot phan manh la 576-20=556 byte

- Ta thiét |3p gid tri t6i da nay la 552 dé théa man yéu cau vé bdi s6
cua 8




Phan manh va ghép gai tin IP

> Vidu vé phan manh gai tin

Phan manh 1

Phan manh 3




Giao thirc ICMP

(Internetwork Control Message Protocol)

> Giao thirec ICMP (Internetwork Control

Message Protocol) cho phép viéc thi nghiém

va khac phuc cac sv cé cla giao thirc TCP/IP.

D

> ICMP dinh nghia cac cac thong diép dugc dung

dé xac dinh khi nao moét hé théng mang cé
phan phdi cac goi tin

thé

> |CMP duoc st dung trong mot vai truong hop,
. mot gateway hodc mot may dich sé can gia

@ trong qua trinh xt ly géi tin

)

® {icp v&i mdy ngudn dé bdo cdo lai cac 16i xay ra



Giao thirc ICMP

(Internetwork Control Message Protocol)

> MOt s6 thong diép ICMP

Loai thang diép ICMP Muc dich

Destination Unreachable Thing béo cho may ngudn 1a cd mat van dé trong phan phai gdi tin

Time Exceed Théi gian d& chuyén mat gdi tin 1a qua Idn. Gai tin bi loai ba,

Source Quench May ngudn dang Ui dif lifu & mirc nhanh han mé méy dich cd thé xir Iy, Théng

diép nay yéu cau may qui gii cham lai,

Redirect Burgc ding bai mat router thong bao cho mat host ding mat dia chi router khac
tdt han cho nhirng [En guri khéc sap tdi.
Echo Burge diing bdi 1énh ping d€ kiém tra k&t néi.
, Addressmask request/reply Birge ding dé hoc va dé truy van dia chi TP/ mask durgc ding.

Router Advertisement and Selection Burge diing 88 cho phép cac host hoc dia chi IP cla céc router gan vao subnet.,

L




Thong diép ICMP Unreachable

> Khi moét thiét bi nhan ra rang mot goi tin
khéng thé duoc dua dén dia chi dich ghi trong
goi tin, thiét bj sé g&i nguoc vé mot thdong diép
ICMP Unreachable

10.1.1.0/24 10.1.2.0/24

A B
10.1.3.0/24
7 ot

— Tﬁ v r Web

P
Fred 10.1.2.14




Thong diép ICMP Unreachable

> Cac gia tri cua thong diép ICMP Unreachable:

Unreachable code

Metwork Unreachable

Host Unreachable

Can't fragment

Protocol Unreachable

» Port Unreachable

»w

¥ nghia Vidu

Router khang cd dudng di trong trong bdng  Router A khdng cd tuyén di vé 10.1.2.0.
dinh tuyén tring vdi dia chi dich ada goi tin Router A gl Unreachable vé Fred

Goi tin 43 dén durge router cudi cing, nhung Méay web bi tat. Router B quri cho Fred
host khang tra lgi ARP request mot thong diép host unreachable

Mot gai tin co kich thurdc lan hon MTU nhung goiRouter A co MTU @ 1500 bytes, Gai tin
tin co bit DF (Don't fragment) durgc thiép [3p. oo kich thurde 1600 bytes va od DF =1,

G6i tin da dén dudc host dich nhung trén host  Host Web khéng cd cai giao thirc TCP.
dich khdng cd cai giao thirc do Host web tra |&i Unreachable cho Fred.

Goi tin durgc gui dén host dich, kKhong co iEn May web dang |am viéc nhung web
trinh nao lang nghe trén port dich server khong hoat dong. May web gui
port unreachable vé cho Fred.



Thong diép Time Exceeded ICMP

> Thong diép ICMP Time Exceed lvu y mot host
khi mdt goi tin ma may do da gui bi loai bo boi
vi bi hét thoi gian (timeout)

> Khi truyén dit liéu trén mang thi cac gai tin
truyén can phai duoc dinh nghia thoi gian
truyén, dé ngan can viéc géi tin d6 duoc
truyén mai sé gay ra lap vong, moi mot goi tin
déu cé mot IP header trong d6 c6 moét trwong
e duocgoila TTL (Time to Live)

T




Thong diép Time Exceeded ICMP

> Router trir gia tri TTL cla goi tin di 1 mai khi
router chuyén mot goi tin di. NEu mot router
nhan duoc mot goi tin va sau do tru gia tri TTL
xudng con 0, router sé loai bo goi tin

> Router thuc hién loai bo gaoi tin sé [am thém
mot dong tac la gli nguoc vé mot thong diép
- ICMP Time Exceed dén mday gli ban dau.




Cac giao thirc ting lién mang

4
QUESTIONS
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