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LOT MO DAU
Vé&isw phattrién bung nd hién nay cua cong nghé thong tin va &ng dung trong doi séng,
dién todn ddm may tré nén c6 tim quan trong thoi sw. Gido trinh Pién todn dam mdy dwoc
bién soan cho doi twgng 1a hoc vién cao hoc cac chuyén nganh Céng nghé thong tin. Sinh
vién nam cu6i cta cac treong dai hoc ky thuit cling cé thé str dung gido trinh nhw mot tai
liéu tham khdo dé phat trién cac tng dung cho nghién ctru, cho d6 an tét nghiép.

Cac tac gia hy vong thong qua gido trinh sé cung cip cho ngw¢i doc mot tiép cin tong
thé t&i cac khai niém co ban vé dién todn ddm may, cac van dé vé lwu trir va xir ly dir liéu,
cacvin dé vé an toan va bdo mét, cac dich vy, kién truc dich vu, hé gidm sat, mot sé chu dé
nang cao goimaé cac van dé nghién ctru hién nay trong linh vwc dién toan dam may.

Gido trinh 1a két qua tong hop cac ndéi dung nghién ctru trong khudn kho deé tai tién sy
cla cac tac gia khi hoc tip tai nwéc ngoai, mot sé két qua nghién ciru khi trién khai dé tai
khoa hoc cong nghé cdp Nha nwéc: “Nghién cru lam cht cong nghé dich vu dam may (tao
1ap va cung cp dich vy, cung cip ndi dung s6, quan ly truy cip)” ma s6 KC.01.01/11-15va
cackién thirc, kinh nghiém qua nhiéu nam gidng day tai Pai hoc BAch Khoa Ha N§i. Mot sé
noidung da dwoc gidng day thir nghiém cho cac khéa thac sy 2012,2013 ctia Vién Cong
nghé Thong tin & Truyén thong va sau dé da dwoc chinh stra dé€ pht hop véi su thay doi
cong nghé.

Giao trinh dwoc xuitban lan dau nén khong tranh khoi nhirng khiém khuyét nhat dinh.
Ngoaira, do tinh chat dic thu phattrién nhanh chéng cua linh virc dién toan ddm may, nén
ndi dung gido trinh chwa hoan toan cip nhat, cd dong, thi€u cac dién giai chi tiét, nhiéu van
dé chi néu ma chwa minh hoa. Ching t6i mong nhin dwoc nhiéu y kién déng gép cu thé cua
cacban doc gia dé c6 thé stra chira, bd sung va lam t6t hon trong cic lan xuitban sau.

Tap thé tac gid xin bay t6 sw cam on chan thanh t&éi B6 Khoa hoc va Cong nghé, B6 Gido
ducva Pao tao, Trweorng Pai hoc Bach Khoa Ha N6i da tao diéu kién dé phattrién cic nghién
ctru chuyén siu. Chiing t6i cling dac biét cam on cdc ban dong nghiép & Vién Cong nghé
Thong tin & Truyén théng da c6 nhirng gép y chin thanh dé gido trinh dwoc hoan thién.

Moi y ki€n dong gop xin gri vé tip thé tac gia theo dia chi sau:

PGS. TS. Huynh Quyét Thing, TS. Nguyén Hiru Dic

Phong 504, nha B1, Vién Cong nghé Thong tin & Truyén thong, Truwong Pai hoc Bach
Khoa Ha Noi, s6 1 Pai C6 Viét, Hai Ba Trung, Ha Noi.

Email: thang.huynhquyet@hust.edu.vn



duc.nguyenhuu@hust.edu.vn
tung.doantrung@hust.edu.vn
minh.nguyenbinh@hust.edu.vn
trung.tranviet@hust.edu.vn
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Chwong mé dau
TONG QUAN DPIEN TOAN PAM MAY

A.LICH SU’ RA BOT CUA PIEN TOAN PAM MAY

Khai niém dién toan ddm may ra d&i tir nhitng nam 1950 khi may chu tinh todn quy mo
16n (large-scale mainframe computers) dwoc trién khai tai mot s6 co s& gido duc va tip
doan lén. Tai nguyén tinh todn cla cac hé th6ng may chi dwoc truy cip tir cac may khach
cudi (thin clients, terminal computers), tir d6 khai sinh khai niém “chia sé thoi gian” (time-
sharing) déc ta viéc cho phép nhiéu ngudi st dung cling chia sé dong thoi mot tai nguyén
tinh toan chung.

Trong nhitng ndam 1960 - 1990, xuit hién luéng tw twdng coi may tinh hay tai nguyén
cong nghé thong tin c6 thé dwoc td chirc nhw ha ting dich vu cong cdng (public utility). Dién
toan ddm may hién tai cung cip tai nguyén tinh toan dwéi dang dich vu va tao cam giac cho
nguwoidung vé mot ngudn cung ing la vo tin. Pac tinh nay c6 thé so sanh t&i cac diac tinh
ctia nganh cong nghiép tiéu dung dich vu cong cong nhw dién va nwéc. Khi st dung dién hay
nudc, nguoi dung khéng can quan tim tdi tai nguyén dén tir dau, dwoc xtr Iy, phan phoi nhw
thé nao, ho chiviéc st dung dich vu va tra tién cho nha cung cip theo lwong tiéu dung cia
minh.

Nhirng ndm 1990, cic cong ty vién thong tlr cho cung (rng kénh truyén dir liéu diém t&i
diém (point-to-point data circuits) riéng biét da bt dau cung trng cac dich vu mang riéng
40 v&igia thap. Thay d6inay tao tién dé dé cac cong ty vién thong st dung ha ting bang
thong mang hiéu qua hon. Pién todn ddm may mé rong khai niém chia sé bang thong mang
nay qua viéc cho phép chia sé ca tai nguyén may chu vatly bang viéc cung cip cac may chu
ao.

Amazon cung cip nén ting Amazon Web Services (AWS) vao nam 2006, ddnh dau viéc
thwong mai héa dién toan ddm may. Ttr ddu ndm 2008, Eucalyptus dwgc gi¢i thiéu 1a nén
tang dién toan ddm miy ma nguén mé dau tién, twong thich véi API cia AWS. Tinh t&i thoi
diém hién tai, c6 rdt nhiéu cac san phdm dién toan ddm may dwoc dwa ra nhw Google App
Engine, Microsoft Azure, Nimbus,...

B. KHAI NIEM VE DPIEN TOAN PAM MAY

Dién todn ddm may (cloud computing) 1a motxu hwdng cong nghé néi battrén thé gidi
trong nhirng nam gin diy va da c6 nhirng buwéc phat trién nhay vot ca vé chatlwong, quy



mo cung cip va loai hinh dich vy, véi motloat cic nha cung cip néi tiéng nhuw Google,
Amazon, Salesforce, Microsoft,...

bién todn ddm may la mo hinh dién toan ma moi gidi phap lién quan dén cong nghé
théng tin déu dwoc cung cip dudi dang cac dich vu qua mang Internet, giai phong nguoi st
dung khoi viéc phai du tw nhin lwc, cong nghé va ha ting dé trién khai hé thong. Tir d6
dién toan dam may giup tdi gian chi phi va thoi gian trién khai, tao diéu kién cho nguoi st
dung nén tang dién todn ddm may tip trung dwgc tdi da nguon lwc vao cong viéc chuyén
mon.

Loiich ctia dién toan ddm may mang lai khong chi goi gon trong pham vi ngudi st dung
nén tang dién todn ddm may ma con tlr phia cac nha cung cip dich vu dién todn. Theo
nhirng danh gia cia nhém IBM CloudBurst nam 2009, trén mdi trweong dién todn phan tan
c6 dén 85% tong nang lwc tinh todn trong trang thai nhan roi, thiét bi lwu trir ting 54% moi
nam, khoang 70% chi phi dwoc danh cho viéc duy tri cic hé théng thong tin. COng nghiép
phan mém mat di 40 ty USD hang ndm vi viéc phan phdisan phdm khong hiéu qua, khoang
33% khach hang phan nan vé cacl6i bdo mat do cac cong ty cung cap dich vu. Nhitng thdng
ké nay déu chi dén mot diém quan trong: mé hinh hé théng thong tin hién tai di16i thoi va
kém hiéu qud, cin phai chuyén sang mot mé hinh dién todn méi - d6 1a dién todn dam may.

Theo dinh nghia cia Vién Quéc gia Tiéu chuin va C6ng nghé My (US NIST), dién toan
dam may la mé6 hinh cho phép truy cap trén mang t&i cac tai nguyén dwoc chia sé (vi du: hé
thong mang, may chq, thiét bilwu tri, tng dung va cac dich vu) mot cich thuén tién va theo
nhu ciu st dung. Nhirng tai nguyén nay c6 thé dwoc cung cdp mot cach nhanh chéng hoic
thu hoivéi chi phi quan ly tdi thiéu hodc twong tac toi thi€éu véi nha cung cap dich vu.

C. CAC PAC TINH CUA PIEN TOAN PAM MAY

Dinh nghia cia US NIST chitra dwng kién tric, an ninh va chién lwgc trién khai cia dam
may. Nam déc tinh c6t16i ctia dién toan ddm may dwoc thé hién ro nhw sau:

- Tw phuc vu theo yéu cau (on-demand self-service): Khach hang véinhu cau tirc thoi
tai nhitng thoi diém thoi gian xac dinh cé thé st dung cac tai nguyén tinh todn (nhw thoi
gian CPU, khong gian lwu trir mang, s&t dung phan mém,..) mot cach tw dong, khong can
twong tac véi con ngudi dé cip phat.

- Sy truy cap mang rong rai (broad network access): Nhirng tai nguyén tinh toan nay
dwoc phan ph6i qua mang Internet va dwoc cac ing dung client khac nhau st dung véi
nhirng nén tdng khong dé6ng nhat (nhw may tinh, dién thoai di dong, PDA).

- T4p trung tai nguyén: Nhirng tai nguyén tinh toan ctia nha cung cip dich vu ddm may
dwoc tap trung véi muc dich phuc vu da khach hang st dung mo hinh do héa véinhirng tai
nguyén vat ly va tai nguyén do dwgc cip phat dong theo yéu cau. Pong lwc cua viéc xay
dung mot mo hinh tip trung tai nguyén tinh todn nam trong hai yéu t8 quan trong: tinh quy
mo va tinh chuyén biét. Két qua cia mo6 hinh tip trung tai nguyén la nhirng tai nguyén vat ly



tré nén trong su6t véi nguwoi st dung. Vi du, ngwdi st dung khong dwoc biét vi tri lvu triv
co s& dit liéu ctia ho trong dam may.

- Tinh mém déo: Doivédinguwdi str dung, cac tai nguyén tinh toan dwoc cung cip tic
thoi hon lalién tuc, dwoc cung cip theo nhu ciu dé mé rong hodc tiét gidm khong han dinh
tai bat ky thoi diém nao.

- Kha nang do Ivong: Mic du tai nguyén dwoc tp trung va cé thé chia sé cho nhiéu
nguwoi st dung, ha ting cia ddm may c6 thé dung nhirng co ché do lwong thich hop dé do
viéc st dung nhitng tai nguyén do cho tirng ca nhan.

D.SO LUQ'C CAC CONG NGHE NG DUNG TRONG
PIEN TOAN PAM MAY

Céng nghé do hod

Coéng nghé do hoa (virtualization) la cong nghé quan trong nhat ng dung trong dién
toan ddm may. CoOng nghé do héala cong nghé cho phép tao ra cac thuc thé do c6 tinh ning
twong dwong nhu cac thuce thé vat 1y, vi du nhw thiét bi lwu trit, bd vixt 1y,... Ao héa phin
cirng (hardware virtualization) tham chiéu t&i viéc tao ra cac may do (virtual machine) ma
hoat dong véi hé diéu hanh dwoc cai dat nhw mét may tinh vat ly thwe. Vi duy, mot may o
chay hé diéu hanh Ubuntu c6 thé dwgc tao ra trén mot may tinh thwe cai hé diéu hanh
Windows.

Ao hoa phin citng cho phép chia nhé tai nguyén vatly dé t5i wu héa hiéu ning st dung.
biéu nay dwoc thé hién qua viéc cé thé khéi tao nhiéu may do véi ndng lwc tinh toan va
nang lwc lwu trit bé hon trén duy nhat mét may chi vat ly. May ch vat ly dwoc goila host
machine con may ao (virtual machine) dwoc goi la may khach (guest machine). Khai niém
"host" va "guest” dwgc st dung dé phan biét phadn mém chay trén may tinh vat ly hay phin
mém chay trén may do. Phdn mém hay firmware tao may do dwgc goila hypervisor hay
virtual machine manager.

Cong nghé tw déng héa giam sdt diéu phdi tai nguyén (automation, dynamic
dynamic orchestration)

Coéng nghé gidm sat diéu phdi tai nguyén dongla nén tang dé dién todn ddm may thuc
hién cam két chit lwgng cung cap dich vu dién toan. V&icong nghé diéu phoitai nguyén
dong, viéc lap ditthém hay gidm bét cac tai nguyén may chi vat Iy hodc may cha lvu triv div
liéu dwoc thue hién tw dong dé hé thong dién toan ludn dap rng dwoc giao kéo trong hop
doéng dich vu da ky véi bén nguoi st dung.

Cong nghé tinh todn phdn tdn, hé phan tan



bién todn ddm may la mot dang hé phin tan xuat phat tir yéu cau cung &ng dich vu cho
lwong ngwdi st dung khong 16. Tai nguyén tinh todn cua dién toan ddm may 1a tong thé két
hop cua ha ting mang va hang nghin may chu vat Iy phan tan trén mot hay nhiéu trung tim
dir liéu so (data centers).

Cong nghé Web 2.0

Web 2.0 1a nén tAng cong nghé phattrién cic sdn phdm &ng dung huwéng dich vu trén
nén dién toan ddm may. Cong nghé Web 2.0 phat trién cho phép phattrién giao dién rng
dung web dé dang va nhanh chéng va trén nhiéu thiét bi giao dién khac nhau. Web 2.0 phat
trién lam x6a di khoang cach vé thiét ké giao dién giita tng dung may tinh thong thwong va
rng dung trén nén web, cho phép chuyén hba &rng dung qua dich vu trén nén dién todn dam
may ma khong anh hwdng dén théi quen nguwdi st dung.

E. UNHUQCDIEM CUA PIEN TOAN PAM MAY

U'u diém cia dién todn ddm mady

Trién khai nhanh chéng: So v&éi phwong phap thong thwong trién khai mot &rng dung
trén internet, ngwoi dung phai thwc hién mot loat cac cong viéc nhw mua sam thiét bi (hoic
thué thiét bi tir bén thit ba), cai ddtva ciu hinh phan mém, dwa cac tng dung vao ddm may,
viéc st dung dién toan dam may gitp loai bé motsd cong viéc doi hoi thoi gian 16m, vi du
nguwoi dung chi viéc quan tAim phat trién trién khai cic rng dung cia minh 1én “may”
(internet) khi str dung cic ddm may nén tang. Bén canh d6, kha nang ting hoac giam sw
cung cap tai nguyén nhanh chéng theo nhu ciu tiéu dung cia &ng dung tai cac thoi diém
khac nhau nh¢ cong nghé 3o hda cua dién todn ddm may ciing la mét trong nhirng dac diém
vuot troi cia cong nghé nay, thé hién kha nang trién khai nhanh dap &ng doi hdi tai nguyén
trc thoi cia wng dung.

Gidm chi phi: Chi phi dwoc gidm dang ké do chi phi von dau tw dwoc chuyén sang chi phi
duy tri hoat dong. Piéu nay lam gidm nhirng kh6 khan khi ngw¢i dung can tinh todn xtr ly
cactac vu trong métlan duy nhat hodc khong thwong xuyén do ho cé thé di thué co sé ha
ting dwoc cung cip b&i bén thi ba.

Da phwong tién truy cdp: Sw ddclap gitra thiét bi va vi tri lam cho ngwoi dung c6 thé
truy cip hé thdng bang cach st dung trinh duyét web ma khong quan tAm dén vi tri cia ho
hay thié€t bi nao ma ho dang dung, vi du nhw PC, mobile. Vi co s& ha ting off-site (dwgc cung
cip boi dbi tac thi ba) va dwoc truy cip thong qua Internet, do d6 ngwoi dung cé thé két
noi tir bat ky noinao.

Chia sé: Viéc cho thué va chia sé tai nguyén giita cac ngwoi dung véinhau lam giam chi
phi dau tw ha tAng tinh toan gitra mét pham vi lén ngwdi dung. Sw chia sé nay cling cho
phép tip trung co s& ha ting dé€ phuc vu cac bai toan 16n véi chi phithdp hon viéc dau tw hé
th6ng may cht tinh toan tir dau.



Khd ndng chiu tdi ndng cao: Vé ly thuyét, tai nguyén tinh todn trén dam may la vo han.
Viéc thém vao nang lwc tinh todn dé chiu ti cao c6 thé dwoc thuc hién chi bang cac thao tac
kich chudthodc da duoc tw dong hoa.

Dé tin cdy: Ngwoi st dung dién toan dam may dwoc ky hop dong st dung véi diéu
khoan chit lwong dich vu rat cao ghi sin trong hop ddng. Chit lwong dich vu ddm may don
gidn dwoc danh gia 6n dinh hon hé théng tw trién khai do nén tang ddm may dwoc thiét ké
va bao tri b&i ddi ngli chuyén gia nhiéu kinh nghiém vé hé thong. Hon nira, viéc luén lam
viéc vdi hé thdng lon va gap nhiéu 16i twong tw nhau nén qua trinh khoi phuc hé théng sau
tham hoa thong thwdng la nhanh chéng.

Tinh co gidn linh déng: Tinh co giin thé hién sw linh ddng trong viéc cung cap tai
nguyén tinh todn theo nhu ciu thwc té cia ngwdi dung hodc cac wng dung dich vu. Theo dé
tai nguyén sé dwoc dap rng mot cach tw ddong sat véi nhu cau tai thoi gian thwe ma khong
cian ngwoi dung phai cé kj nang cho qua trinh diéu khién nay.

Bdo mdt: Tinh bado mat trong dién todn dam may tir trerc dén nay van la cAu hoilén
cho ngwoidung tiém nang. Tuy nhién, hién nay, kha ndng bdo mit trong méi treorng dam
may da dwoc cai thién dang ké, nho vao motsé 1y do chinh sau diy: do dir liéu tip trung
trong cac ddm may ngay cang 1én nén cac nha cung cap luén chi trong ning cao céng nghé
va dat ra nhirng rao can dé ting tinh an toan cho dir liéu. Bén canh d6, cadc nha cung cip
dam may c6 khad nang danh nhiéu nguon lwc cho viéc gidi quyét cac vin dé bao mat ma
nhiéu khach hang khéng c6 du chi phi dé thuc hién. Cac nha cung cip sé ghi nhé cac nhat ky
truy cip, nhwng viéc truy cap vao chinh ban thin cac nhat ky truy cip nay co thé ciing rat
khé khan do chinh sach ctia nha cung cip ddm may khi ngwéi dung tw minh muén xac minh
r6 hé thong ctia minh c6 an toan khong. Mac du vy, méi quan tim lo ngai vé viéc mat quyén
diéu khién dir liéu nhay cam ciing ngay cang tang cao.

Nhworc diém cua dién todn dam mady

Chi phi: Giam chi phi dau tw ban dau 1a wu diém cuia dién todn ddm may. Tuy nhién, n6
cling la mét van dé phai tranh cii khi nguwdi sit dung dién toan dam may luén phai duy tri
trd phi st dung dich vu. So v&i tw cht dau tw ha tAng, ngwdi st dung dién toan ddm may
khong c6 tai san sau khau hao chi phi dau tw.

Cdc céng cu gidm sdt va qudn ly: Cong cu giam sat va bao tri chwa hoan thién va kha
nang giao tiép véi cdc ddm may 1a c6 gidi han, mdc du thong bao gin diy ciia BMC, CA,
Novell cho rang cac tng dung quan ly trung tAm di liéu dang dwoc cai tién dé cung cip
kiém soat t6t hon dir liéu trong dién todn ddm miy Amazon EC2 va cac dich vu ddm méy.

Chudn héa ddm mdy: Chuln hoa giao tiép va thiét ké dam miy chwa dwoc théng qua.
Mdi nén tang cung cip cac giao dién quan ly va giao tiép &ng dung API khac nhau. Hién nay,
cacto chirc nhu Distributed Management Task Force, Cloud Security Alliance va Open
Cloud Consortium dang phat trién cac tiéu chuin vé quan ly twong thich, di chuyén dir liéu,
an ninh va cac chirc nang khac cta dién todn dam may.



Tinh sdn sang: Tinh sdn sang1a wu diém ctia ddm may trong ly thuyét. Tuy nhién, trén
thwc t€ véi cdc ddm may hién thi, tinh sdn sang ddi khi khdong duwoc ddm béo va cling la
mot tré ngai hién nay, khi chi c6 mot s it nha cung cip dich vu cam két dwoc vé sw sdn
sang valién tuc cta dich vy, vé thoi gian stra chira va phuc hoi dir liéu.

Vdn dé tudn thu hop dong ciing tré nén phirc tap: Nhirng nha cung cap dich vu dién toan
dam may c6 thé chuyén dir liéu t&i québc gia khac c6 gia dién ré hon, nhung lut1éngléo
hon ma nguoi st dung dich vu dién toan khong dwoc thong tin. Piéu nay hoan toan c6 thé
vi ddm may la trong suét véi ngwdi dung.

Tinh riéng tw: Hau hét cac hop dong thé hién giao kéo giita nha cung cip va ngui dung
dién todn ddm mAay hira hen mot vién canh trong do dir liéu khach hang ludn an toan va
riéng tw. Tuy nhién, tinh riéng tw trong dién toan ddm may cling la mét van dé dang quan
tAm vi ha ting an toan thong tin cho ddm may hién van dangla mot chu dé nghién ctiru
trong gi¢i khoa hoc.

Cdp do dich vu: Dién todn ddm may cung cap dich vu theo yéu cau, tuy nhién trong thuc
té, cac goi dich vu thwong dwoc dinh nghia trwéc va ngudi str dung can cx vao nhu ciu va
kha nang dé chon dich vu s&n c6. Vi dy, viéc tw cAu hinh chi tiét thong s6 cAc may 4o hién tai
chwa thuc hién dwgc. Nhw vy, kha nang dé thich &ng yéu cau cip dich vu cho cac nhu ciu
cu thé ciia mot doanh nghiép la it hon so véi cac trung tim dir liéu xay dwng riéng véi muc
dich la dé tiép tuc muc tiéu nang cao kha nang kinh doanh ctia cong ty.

Khd ndng tich hop véi ha tdng théng tin sdn cé cia t6 chikc: Viéc tich hop dién todn ddm
may vao ha ting san c6 ctia khach hang chwa c6 mo hinh va cach thirc thwce hién cu thé. Cac
mo hinh két néi ddm may riéng va ddm may thwong mai van dang dwgc nghién ctiru.

F. GIOTI THIEU MOT SO PAM MAY PUQC ST
DUNG/TRIEN KHAI PHO BIEN HIEN NAY

Microsoft Azure: Microsoft Azure la ddm may cung cip ha ting va nén tang dién toan
xay dung béi Microsoft va dwa vao khai thac tir 2010. VE mat ha ting, Azure cung cip cac
may chi 4o cé thé chay hé diéu hanh Windows hodc Unix. V& mat nén tang dién toan, Azure
ho tro da ngdn ngir 1ap trinh cho phép trién khai trén Azure nhiéu rng dung phat trién trén
cac cong cu va framework khac nhau. Pho bién 1a cac tng dung viét trén nén .Net cua
Microsoft.

Amazon Web Service (AWS): AWS dwoc dwa ravao nam 2006 véikhéi dau la tip lop cac
dich vu tinh toan nhw dich vu may ado EC2 va dich vu lvu triv S3. AWS la nén tdng ddm may
thwong mai dau tién va phd bién nhat hién nay. Nhiéu khach hang1én str dung AWS c6 thé
néidén nhuw NASA, Pinterest, Netflix.

Nimbus: Nimbus la ddm miy ma nguén mé cung cip ha ting mdy chd huwdng theo dich
vu thong qua giao dién két ndi dya trén chuan két ndi ciia AWS.



Google App Engine (GAE): GAE 1a nén tdng ddm may ma trén dé Google cung cip hd tro
cho co s& dit liéu, cac thw vién lap trinh va cdc moi trwedong thwe thi cho cac ngdén ngir 1ap
trinh ph6 bién. Cac rng dung trén cac ngdn ngit ho tro sau khi trién khai trén GAE sé chay
trén cdc may chu do cua Google.

G.NOI DUNG CO BAN CUA GIAO TRINH

Gido trinh gi&i thiéu tong quan vé cong nghé dién todn ddm may, cung cap nhirng kién
thirc co ban vé dién todn ddm may bao gbm cac cong nghé dwoc dp dung va thanh phan
thiét ké cua n6. Cac chu dé lién quan dén cong nghé nén tang cia dién todn ddm may bao
gom: cac trung tAm dir liéu 16n, cOng nghé do héa, cac giao thirc quan ly va diéu khién cac
dich vu ddm may, co s& dit liéu va lwu trit trong moi trrdng ddm may, bao mat va an toan
khi str dung wng dung ddm may, cac phwong phap dam bao chit lwong dich vy, hgp dong
dich vu. Cac cht dé lién quan dén viéc trién khai va phat trién cac dich vu ddm may bao gbm
cackién thirc vé dich vu web, cdc moi treorng 1ap trinh trong ddm may, ciu tric va thiét ké
cacdich vu ddm may.

Trong Chwong mé dau, gido trinh dé cap dén lich str ra doi ctia dién toan dam may, tir
dé dwa ra khai niém, dinh nghia vé nén tdng dam may. Chwong mé diu tip trung néu ro cac
dac tinh va wu nhwgc diém cta nén tang.

Trong Chwong 1, cic dang dién todn ddm may sé dwoc phan tich trén co sé hiéu ré
trung tam di liéu 16n va cong nghé do hoa. Cac mo hinh mo6 phéng moi treong dam may
cling sé duoc gidi thiéu.

Chuwong 2 gi¢i thiéu mot trong nhirng dich vu dién todn ddm may c6tldila dich vu lwu
trit va xir ly dit liéu. Chwong 2 bit dau véi tdng quan vé cac hé quan ly tip tin phan tan, di
siu vao phan tich hé théng tip tin HDFS va mé hinh tinh todn MapReduce. Cac co s& dir liéu
khong quan hé NoSQL ciing sé dwgc dé cip dén.

Chwong 3 phén tich khia canh bdo mit cia dién toan ddm may. Chwong gobm ba phin
l6n: cac thach thirc vé bdo mitva an toan dich vu ddm may, cac phwong phap bdo ddm an

toan cho dich vu ddm may va gidi phap thiét ké ciu tric cia ddm miy an toan.

Trong Chwong 4, cach thirc xay dung dich vu trén nén ting ddm may dién hinh Azure sé
dwoc gi¢i thiéu cu thé.

Chuwong 5 phén tich khia canh gidm satva ddm bao chatlwong cac dich vu dam may.

Chuwong 6 dwa ra cac chu dé nang cao nhw ddm may lién bang, mé hinh moéi gi¢i dich
vu,...



Chwong 1
NEN TANG VA PHAN LOAI

Trong chwong nay, ching ta sé lam quen v&i cac khai niém khai quat chung cia nén
tang va phan loai dién todn ddm miy. Ngwoi doc sé dwoc trang bi cac kién thirc vé khai
niém va mo hinh ctia Trung tim dit liéu, trén co s& do ti€p thu cackién thirc vé cong nghé
4o hoa. Mot phan ndi dung cia chwong trinh bay phan loai cdc mé hinh dién toan ddm may
va cac Kkién tric, nén tang dién toan ddm may dang dwgc cung cap trén thi trwong hién nay.
Mot s6 cong cu va gidi phap mé phong dién todn ddm may tai cic trung tAm nghién ciru
cling dwgc giGi thiéu dé ngudi doc cé thé tiép cin cac cong cu nay.

1.1. TRUNG TAM DU LIEU LON

Khdi niém Trung tam dir liéu

Vé mat ky thuat, trung tim dir liéu (TTDL) hay data center c6 nguén géc tir cac phong
may tinh 1&n (main frames) thoi so khai cia nganh cong nghiép may tinh trong nhirng nam
1960. Tai thoiky nay, cac hé thong may tinh dau tién dwoc coila nhirng thanh twu 16m lao
cia cong nghé tinh toan tw dong dwa trén ky thuat dién tir (electronic computing). Cac hé
thong nay la nhirng hé théng cé nhirng yéu cau cwc Ky phirc tap trong vin hanh, bao tri, va
moi treorng hoat dong dic biét vé nguon dién, diéu hoa khong khi.

Vé&isw ra ddicia mo hinh tinh todn “khach - cht” trong nhitng nam 1990, cac may chu
(server) da thay thé dan cac may tinh 1én trong cdc phong mdy tinh tai cac trweong dai hoc
va co s nghién ctru khoa hoc. Vé&i sy gidm gia manh ctia phan cieng server, cac thiét bi két
noi mang va sw chuan hoa cac hé thong cap mang, cic hé thong tinh toan “client-server” da
dAn dAn c6 chd drng riéng trong moi trwedrng clia cac té chirc va doanh nghiép dé phuc vu
cong tic quan ly va kinh doanh. Thuit ngit TTDL dung d€ chi cac phong may tinh dwoc thiét
ké riéng bén trong td chirc, doanh nghiép v&i nhirng yéu ciu dic biét vé ngudn dién, diéu
hoa khong khi, cdu tric lién két thiét biva mang,... bat dau dat dwoc sw cong nhan phé bién
trong khoang thoi gian nay.

TTDL la gidi phap hoan chinh vé mot trung tim diéu phéi hoat ddng, trung tim lwu tri,
né cé thé cung cip cac irng dung cho mot té chirc doanh nghiép hay phuc vu cho hang ngan
ngudican truy cap, trao doithong tin. Moihoat ddng ctia TTDL déu c6 &nh hwdng ratlén
dén viéc kinh doanh, tai chinh, cling nhw sw séng con ctia mét doanh nghiép nhw cic ngan
hang, cong ty tai chinh, san chirng khoan, cong ty bao hiém,...

TTDL 1a mot hé théng mdy tinh cwc ky quan trong va rat dé bi tén hai, trong moét TTDL
chira mot lwgng may chi, thi€t bi lwu trix ratlén. D€ hoat dong tot, TTDL cin phai c6 nhirng



hé théng phu trg nhw nguon dién, hé thong lam mat, bao chay, an ninh bao mit,... cho du
kich c& nhw thé nao thi cAc TTDL van c6 chung nhitng chirc ning 1a x Iy va lwu trit dir liéu.
TTDL c6 thé 1a mét phong ciia mét tAng ldu, hay mot ting cia mdttoa nha, hodc dwoc xay
mot toa nha riéng.

Trung tAm dit liéu da trdi qua nhiéu buwdc phat trién vé cong nghé va ciu tric, cho dén
nay tiép tuc phat trién dva trén dién todn ddm may 1a xu hwéng méi nhat nham hién dai
hoa trung tdm dir liéu, tdng cwrdng hiéu nang tinh todn, nang cao hiéu qua st dung nang
lwong cta thiét bi, gidm chi phi d4u tw va vdn hanh ha ting cho khach hang.

Cdc mé hinh ctua Trung tam di¥ liéu
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Hinh 1.2. Trung tam dir liéu cé nhiéu diém két néi dwong vao
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Hinh 1.3. M6 hinh trung tam dir liéu don gidan

1.2. CONG NGHE A0 HOA
Khdi niém

Ao héa (Virtualization) 1a cong nghé tién tién nhit trong motloat cic cudc cach mang
cong nghé nham ting mirc dd 4o hda hé théng, cho phép ting hiéu suitlam viéc cia may
tinh 1én mot cip d6 chwa tirng co.

Ao hda hé thong tirc 1a tién hanh phan chia mét may chi thanh nhiéu may chti do hoic
két hop nhiéu may chu vat ly thanh mdt may chu logic, d6i véi nguwdi sit dung ho nhin biét
va st dung cic server do giong nhu mot may vat ly ddclap co du cac tai nguyén can thiét
(bd vi xtt Iy, b6 nh&, két ndi mang,...), trong khi cac server do khong hé c6 nhirng tai nguyén



ddclap nhw vay, né chistt dung tai nguyén dwoc gan tir may chi vat ly. O day, ban chat thir
nhit la cac server do st dung tai nguyén cia may cha vat ly, ban chit thir hai la cic server
40 c6 thé hoat dong nhw motserver vat ly doclap.

Loiich cua do hoa

Théng thwong viéc dau tw cho mot trung tAim cong nghé thong tin rattdén kém. Chi phi
mua cac may chi cdu hinh manh va cac phin mém ban quyén 1a rit dat. Doanh nghiép luén
luén mudn cit gidm va han ché tdi da cac chi phi khdng can thiét trong khi van dap ing
dwoc nang suit va tinh 6n dinh cda hé théng. VAy nén viéc &ng dung o hoa tré thanh nhu
ciu can thiét cia bat ky doanh nghiép nao du lén hay nhé. Thay vi mua 10 may chu cho 10
trng dung thi chi cAn mua 1 hodc 2 may chu c6 ho trg 4o hda cling van c6 thé chay t6t 10
rng dung nay. Diéu nay cho thiy sw khac biét gitra hé thdng do hda va khéng do hda. Bén
canh dé, viéc rng dung do héa con dem lai nhirng loi ich sau:

- Quan ly don gian;

- Trién khai nhanh;

- Phuchéiva lwu trir hé th6ng nhanh;

- Can bang tai va phan phdi tai nguyén linh hoat;

- Tiét kiém chi phi;

~ Ao héa gop phan ting cwdng tinh lién tuc, han ché ngit quang.

Kién triic do hoa

Xét vé kién tric hé théng, cac kién truc do hoa hé thong may chi cé thé & cac dang
chinh la: Host-based, Hypervisor-based (con goila bare mental hypervisor, dwoc chia nho
lam hai loaila Monothic hypervisor va Microkernel hypervisor), Hybrid. Ngoaira, tuy theo

san phdm ao héa dwoc trién khai (nhw VMWare, Microsoft HyperV, Citrix XEN Server) va
mirc dd 4o hda cu thé sé khac nhau.

Kién triic do héa Hosted-based

Con goila hosted hypervisor, kién tric nay st dung mét 1ép hypervisor chay trén nén
tang hé diéu hanh, st dung cac dich vu dwoc hé diéu hanh cung cip dé phén chia tai nguyén
t&i cAc may do. Néu ta xem hypervisor la mét phin mém riéng biét, thi cAc hé diéu hanh
khach ctia may 40 sé nam trén l¢p thit ba so v&i phan cirng may chu.

Nhin vao hinh 1.4, ta ¢ thé thdy mé hinh nay dwgc chia lam bén 1&p hoat dong nhw sau:

- Nén tang phan cling;



- Hé diéu hanh Host;
- Hé thong virtual machine monitor (hypervisor);

- Cacrng dung may ao: str dung tai nguyén do hypervisor quan ly.

Hinh 1.4. M6 hinh do hoa Hosted-based

Kién triic do héa Hypervisor-based

Hinh 1.5, Kién tric Hypervisor-based

Trong mo hinh nay, ta thiy 1&p phdn mém hypervisor chay truc ti€p trén nén tang phin
clrng cia may chu, khong thong qua bit ky mot hé diéu hanh hay mot nén tdng nao khéc.
Qua d06, cac hypervisor nay c6 kha nang diéu khién, ki€ém soat phin clirng cia may chu. Pong
th&i né cling c6 kha nang quan ly cac hé diéu hanh chay trén né.

M6t hé théng do héa may chi str dung nén ting Bare - Mental hypervisor bao gom ba
16p chinh:

- Nén tdng phan clrng: bao gom céc thiét bi nhip xuét, thiét bi lwu trir (Hdd, Ram), b0 vi
xt ly CPU va cac thiét bi khac (cac thiét bi mang, vi xt Iy d6 hoa, 4m thanh...).



- L&p nén tdng do hoda: Virtual Machine Monitor thwc hién viéc lién lac truc tiép véinén
tdng phin cirng phia dwdi, quan 1y va phan phdi tai nguyén cho cac hé diéu hanh khac nam
trén no.

- Cac rng dung may 4o: cic may 4o nay sé 1y tai nguyén tir phan clrng, thdong qua sw
cip phat va quan ly cia hypervisor.

Kién tric lai Hybrid

Hybird 1a mét kiéu 4o h6a méihon va c6 nhiéu wu diém. Trong d6 1ép do héa
hypervisor chay song song v&i hé diéu hanh may chi. Tuy nhién, trong ciu tric do hda nay,
cac may chu 4o van phai di qua hé diéu hanh may chd dé truy cap phan cirng nhung khac
biét & chd ca hé diéu hanh may chil va cdc may chii do déu chay trong ché do hat nhan.

My do My do
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Hinh 1.6. Kién tric do héa Hybrid

Ao héa trong dién todn ddm may

Trong dién todn ddm miy, mot trong nhirng vin dé nén tang va co ban nhit la tinh 4o
héa (virtualization) cta ha ting bén dwéi. Trén Linux, cac g6i phdn mém nguén mé cung
cip cac giai phap xay dung cic tang laaS (d6i khi la ca PaaS) déu da dwoc dong goi keém theo
mot cong nghé do hdariéng biét. Vidu: Nimbus véi Xen (va ca KVM), OpenStack véi
KVM/QEMU, VMWare v&i VMWare Hypervisor, OpenVZ Linux Container v&icong nghé
OpenVZ... Dién todn ddm may va do héa gitp toi wu héa tai nguyén vé mit sir dung ning
lwrong, st dung theo yéu ciu va kém theo kha nidng mé rong linh hoat.



Ao héala mot phan khong thé thidu trong moi ddm may dwa trén kha ning triru twong
héa vabao déng. Ao hda cung cip mikc do triru twong cin thiét nhw viéce cac tai nguyén tinh
toan, lwu trit, tai nguyén mang dwoc dong nhit thanh kho tai nguyén dé cip phat theo nhu
ciu. Ao héa cung cip tinh bao déng vimoi thao tac cai dit cap nhat trén ngudn tai nguyén
40 hoa chidién ra trong pham vi may 4o ma khong dnh hwéng hay tac ddng t&i cic may do
khac, tai nguyén khac khong dwoc cip phat.

Coéng nghé dién todn dam may dwa manh mé vao cong nghé do héa vi cic nhan té sau
day:

- Nhiéu rng dung c6 thé chay trén cung mot server, tai nguyén cé thé dwoc st dung
hiéu qua hon.

- Kha ndng ciu hinh cao: Nhiéu rng dung yéu ciu tai nguyén khac nhau nhw s6 lwong
core, dung lwgng bd nhé. Viéc cdu hinh nay khé thwc hién dwoc & mirc d6 phan cieng nhung
dé dang trong 4o héa. Vi du VMWare.

- Kha ning sin sang cta ing dung cao: Ao héa cung cip kha ning phuc hdinhanh sau
nhirng hu héng cling nhw kha ndng nang cAp ma khong gy ngat quang qua trinh st dung
dich vu ciia nguwoi dung.

- Kha nang dap @ng cao: Ao héa cung cip cac co ché theo ddiva bao tri tai nguyén mot
cach tw dong, mot so tai nguyén vé dir liéu thong thwong co thé dwoc lwu triv va cho phép
dung lai.

U'ng dung do héa trong doanh nghiép

Muc dich do h6a may chu trong cong nghé dién toadn ciia doanh nghiép:

- Tiét kiém dwoc chi phi diu tw, chi phi duy tri hé théng.

- Tiét kiém khong gian dat may chi va nang lwong tiéu thu.

- Gidm thoi gian khéi phuc sw co.

- Tao lap dwgc mbi treorng kKiém tra chay thir 'ng dung ma khéng can dau tw thém hé
théng mai.

- Dé dang trong viéc mé rong hé thong.
- Tao lap sw twong thich do6i véiviéc sir dung cac chwong trinh ci.

Xét vi du sau, mot bai toan dwa ra cho doanh nghiép khi ho can thém tai nguyén dién
todn maoi:

a. Lwa chon 1



- Dau tw va mé rong co s& ha ting cia to chic.

- Thwong xuyén b6 sung thém may chd, thiét bi lwu trir va két noi.

b. Lwa chon 2

- Tap trung héa va do hda cac tai nguyeén hién cé.

- Nang cao mirc d6 st dung tai nguyén vwrot qua nhitng han ché vat ly.

c. Lwa chon 3

- Str dung co s& ha ting dién todn ddm may.

- M& réng ao héa vuegt khoi pham vi trung tam dit liéu doanh nghiép.

- Thué cac tai nguyén dién toan tir cac dich vu ddm may.

- Tra tién theo mirc d6 st dung.

Cdc bwéc dp dung cong nghé do héa

Doanh nghiép c6 rat nhiéu may chd, méi may chi dwoc dit & nhiéu noikhic nhau, vi
vay viéc truy xudt hay bao tri dit liéu la rat kh6 khan. Do d6 tat ca cac dir liéu déu dwoc o
héa trong ddm may giip doanh nghiép gidm thi€u chi phi vidn hanh bao tri bdo dwéng.

Tiép nhdn yéu cdu: ghi nhan lai cac thong tin chi tiét vé yéu ciu hd trg nhu: loai yéu cau,
théng tin khach hang hodc ngudi yéu cau, hinh thirc ti€p nhan (dién thoai, email, chat...).

Phén cong ngwoi xie ly: Nguoi ti€p nhan cé thé tryc ti€p xti ly hodc chuyén cho cacbd
phan chirc nang x ly yéu cau hd tro. D8ivéi cac yéu ciu don gidn, nguoi xit 1y cé thé xi Iy
va nhap thong tin phan hoi trwc ti€p cho yéu cau. Pdivdi cac yéu cau phirc tap doi hdi nhiéu
nguwoitham gia xt 1y, c6 thé sit dung phan hé quan ly cong viéc dé tién hanh phin cong cong
viéc va theo doi két qua thuc hién qua hé théng bao cio ngay.

Qudn ly kho tri thitc (knowlegde base): Quan ly cac giai phap xt Iy cac tinh hudng sdn c6
dé nguoi ti€p nhan, xr 1y c6 thé tim kiém va tra 1oi ngay cho cac tinh huong da cé trén hé
thong cling nhw cip nhat giai phap cho cac tinh hudng dic trung vira xtr ly vao kho tri thirc
chung.

Vi du vé dich vu trng dung trén nén tdng ha tdng do héa - irng dung CloudOffice

Qudn ly cng viéc:

- Giao viéc, 1ap ké hoach thuc hién.



- Béo cdo cong viéc, theo doi tién do va mirc dd hoan thanh céng viéc.
- Danh sach nhan vién chwa bao cjo.
- Lich lam viéc.

Qudn Iy Hanh chinh: Quan ly cdng van gidy to; Quan ly tai nguyén, tai san; Quan ly vin
phong phdm, cong cu dung cu; Quan ly chdm cong, bdo cdo ngay; Quan ly tai liéu dung
chung; Quan ly tin tirc ndi bo; Quan ly ngay lam viéc; Quan ly thdi gian lam viéc, nghi phép.

CloudHelpdesk - Hé tro khdch hang: Hé théng cung cip cac tinh ndng hd tro khach hang,
ti€p nhén va xt Iy cac vin dé lién quan dén dich vu cham s6c khach hang tai cac to chire,
doanh nghiép. Kiém soéat chit ché quy trinh hé tro khach hang. Qua d6 sé khong con hién
twong bé quén, khong xtr 1y kip thdi cac yéu cau ho trg, ning cao ning suitlam viéc clia
nhan vién ho tro khach hang. Téng hop danh gia dwgc chitlwgng sdn phdm, dich vu ciia
doanh nghiép.

CloudHRM - Qudn Iy nhdn sy: Cung cap cac tinh nang quan ly xuyén sudt cac thong tin
vé can bo tir khi bat dau tuyén dung cho dén khi két thic qua trinh lam viéc. Quy trinh quan
ly xuyén sudt qua dé danh gia dwoc ding nang lwc nhan vién, Kip thoi ban hanh cac chinh
sach thic diy nhan lyc phat trién.

Cdc chirc ndng ctia CloudHRM: Quan ly dot danh gia, Panh gid, Tong hop bao cdo, Quan
ly tuyén dung, Quan ly ho so, Quan ly hop dong, Quan Iy nhan vién, Quan Iy nhém nhan
vién, Quan ly dao tao.

CloudAccounting - Qudn ly tai chinh kétodn: Cung cip cac tinh nang phuc vu cac nghiép
vu tai chinh ké todn cla té chirc, doanh nghiép, cip nhit cic ché do tai chinh ké toan mai
nhat, cac quy trinh nghiép vu ké toan tw déng giip nang cao hiéu qua bd phan tai chinh ké
toan ctia doanh nghiép, quy trinh quan ly tip trung giip lanh dao kiém sodt dwoc tinh hinh
tai chinh, cac lu6ng tién, cong no cia doanh nghiép.

Cdc chirc ndng chinh ctia CloudAccounting: Quan ly tam &ng, Quan ly tién mat, tién gii
ngan hang, Quan ly ban hang, Quan Iy mua hang, Quan ly lwong, Quan ly kho, Quan ly thué,
Quan ly tai san.

Két ludn

Vé co ban, mo6 hinh 4o h6a ddm miy trong doanh nghiép da dwgc dé ra co tinh kha thi
va dap ng dwoc cac yéu ciu nhu:

- Véin dung ly thuyét vé cong nghé o hda: Raid, San, High Availability va nhirng cong
nghé lién quan c6 chirc ning ho tro dé 4p dung cho doanh nghiép ctia minh.



- Vin dung dwgc cac thanh phéan, ciu tric va chirc nang tirng phan ctia hé thong do hoéa.
Trién khai m6 hinh 4o héa may chi c6 cac loi ich khi 'ng dung mé hinh 4o héa vao trong
thwc t€ nhw tiét kiém chi phi, ting hiéu suit, dé quanly,...

1.3. PHAN LOAI CAC MO HINH PIEN TOAN PAM
MAY

bién todn ddm may c6 ba mé hinh cung cap dich vy, tuy theo cac ddi twong khach hang
nhuw sau:

Infrastructure as a Service - Dich vu ha tdng: M6 hinh dich vu nay cung cip cho khach
hang tai nguyén xtr ly, lwu trit, mang va cac tai nguyén may tinh co ban khac. Tir d6, khach
hang c6 thé trién khai va chay phin mém tly y, bao gom hé diéu hanh va cic &rng dung.
Khéach hang khong quan ly hodc ki€ém soat cac co s& ha tAng dién todn ddm maiy nam bén
dudi, nhwng c6 kiém soat hé théng diéu hanh, Iwu triv va cic #ng dung dwoc trién khai dong
thoi ki€ém soat co gidihan cla cic thanh phan mang.

Platform as a Service - Dich vu nén tdng: M6 hinh dich vu nay cung cap cho khach hang
kha ning trién khai trén ha ting dién todn ddm may cac &ng dung clia ho bang viéc st dung
cac ngdn ngit 1ap trinh, cac thw vién, dich vy, cong cu dwochd tro tir bén thir ba. Nguoi
dung khong can quan Iy hodc kiém soat cac co s& ha ting dién toan ddm may bén dwéi nhw
may chu do, mang, hé diéu hanh, lvu trit, nhung cé thé ciu hinh cho méi tredng chay &ng
dung cta ho.

Software as a Service - Dich vu phdn mém: M6 hinh dich vu nay cung cip cho phép
khach hang str dung cac dich vu phan mém ctia nha cung cip rng dung dworc trién khai trén
ha ting dién toan ddm may. Cac &ng dung cé thé truy cip tlr cac thiét bi khac nhau thong
qua giao dién “moéng” (thin client interface), chang han nhw mét trinh duyét web (vi du nhw
email trén web), hodc qua giao dién ctia chwong trinh. Khach hang khong quan ly hodc kiém
soat co s& ha ting dién todn ddm may nam bén dwdibao gom mang, may chd, hé diéu hanh,
lwu trit,..., véingoai 1€ cé thé thiét 14p ciu hinh &rng dung han ché nguoi str dung cu thé.

1.4. KIEN TRUC PAM MAY HUONG THI TRUONG

Mot trong nhirng bai toan quan trong cua dién toan ddm may la dinh gia cho tai nguyén
trén ddm may dé cho thué. C6 mot sé cach dinh gia co ban nhw sau:

Dinh gid c6 dinh: Nha cung cip sé xac dinh ré dic ta vé kha nang tinh todn c6 dinh (dung
lwgng bo nhé dwoc cip phat, loai CPU va toc do...).

Dinh gid theo don vi str dung: dwgc dp dung pho bién cho lwgng dit liéu truyén tai, dung
lwgng bo nhé dwoc cip phat va st dung,... cach nay uyén chuyén hon cach trén.



Dinh gid theo thué bao: rng dung phin Ién trong mé hinh dich vu phdn mém (SaaS)
nguoidung sé tién doan trwdc dinh mirc st dung rng dung cloud (cach tinh nay thwdng
kho dat dwoc do chinh xac cao).

V&i cac cach dinh gia nhw trén, nha cung cap dich vu va ngwoi st dung can cé nhirng
thda thuin cu thé vé viéc 4p dung cach dinh gia v&i tai nguyén. Diéu nay phai dwocnéu
trong SLA (Service Level Agreement) trong dé xac dinh vé yéu ciu chit lwong dich vu QoS
(Quality of Service). Kién tric Market-oriented cloud bao gom bédn thanh phian chi yéu:

.....

uy thac dé gri yéu ciu dich vu tir batky dau trén thé gi¢i téi trung tAm dir liéu hay Cloud dé
dwocxtr ly.

SLA Resource Allocator (B phdn phdi tai nguyén SLA): d6ng vai tro nhw mot trung gian
gitra cAc nha cung cap Cloud véi ngwdi dung/nha moi gi¢i bén ngoai.

VMs (cdc mdy do virtual machine): Nhiéu may o c6 thé dwoc mé va tat tw dong trén
mot may vat ly dé€ phu hop véiyéu ciu dich vu tir phia ngwdi dung/nha méi gi¢i bén ngoai
cling nhw phu hgp véiviée st dung hiéu qua tai nguyén tir phia nha cung cap cloud. Co ché
cung cap may do, nhw da phan tich, la mét trong nhitng cong nghé cht ch6t cho phép tham
s6 hoa ciu hinh may cht do dé phu hop véi diéu luat sit dung dwoc ky két.

Physical Machines (cdc mdy vdt ly): Cac may vat ly chinh la tai nguyén ha ting ctia nha
cung cap cloud. Cac may tinh vat ly nay chay firmware hypervisor dé cip phatva chay cac
may ao theo yéu ciu.
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Hinh 1.7. Kién triic Market-Oriented Cloud
bi vao chi tiét, bd phan phdi tai nguyén SLA gém cac thanh phan sau day:

Service Request Examiner and Admission Control: Khi mot yéu cdu dich vu dwoc giri 1én
lan diu sé dwoc phién dich thanh cac yéu cau vé chatlwong dich vu QoS trwdc khi xac dinh
xem yéu cau dé duoc chip nhan hay tir chdi. Diéu nay ddm bao rang khong c6 tinh trang
qua tai dich vu khi cac yéu ciu dich vu khong thé dwgc dap rng day du vi gidi han cta tai
nguyén hé théng sdn cé. Dich vu nay can thong tin trang thai cudi ciing vé tinh trang sdn
sang cda tai nguyén (tir co ché VM Monitor) va kha nang xi ly tai (ttr co ché Service
Request Monitor) theo thir tw d€ quyét dinh viéc phan phoi tai nguyén mét cdch hiéu qua.
Sau d6 dich vu nay sé phan yén cau cho cic may do VM va xac dinh dac ta tai nguyén cho
may ao dwoc cip phat.

Pricing: Cung cip co ché quyétdinh cach cicyéu cau dich vu dwgc tinh phi st dung. Vi
du nhw dich vu dwogc tinh phi st dung dwa theo thoi gian thuc thi cic nhiém vu, ty 1€ gia ca
(c6 dinh/thay d6i) hay tinh sdn sang ctia tai nguyén (s&n c6/yéu ciu). Co ché dinh gia thich
hop c6 muc dich 1a nham can bang chi phi cho nguwdi st dung va nha cung cip dich vu cloud.

Accounting: Cung cip co ché theo doilwu lwgng tai nguyén dwgc stiv dung dé tinh chi phi
cho nguwdidung.



VM Monitor: Cung cip co ché lwu vét, gidm sat nhirng may o dang st dung va cac thong
tin vé tai nguyén cta chung.

Dispatcher: Cung cip co ché bat dau thwc thi viéc cAp phat may 4o cho nhirng yéu cau
dich vu da dwoc chdp nhén.

Service Request Monitor: Cung cip co ché lwu vét tién trinh yéu ciu dich vu.

1.5. CAC CONG CU MO PHONG PAM MAY

Hién nay, bén canh cac hé thong ddm may thwong mai, cac phan mém cai dat ddm may
ma nguén mé con ¢ mot sé cong cu c6 chirc nang mdé phong moi treong ddm may. Cac
cong cu nay cé wu diém la giip ngwdi st dung, cdc nha nghién ctru céng nghé cé thé thi
nghiém cac san phdm céng nghé clia minh trén “may” ma khong cin phai tw minh quan ly
mot dam may that. Tiéu bi€u nhattrong cac c6ng cu moé phdng ddm may dé la CloudSim.

Kién tric CloudSim
Mot cach tong thé, CloudSim bao gom bon 16p (xem hinh 1.8):

SimJava: Mikc thap nhittrong kién tric bao gbm nhirng c6ng cu mé phong sw kién dung
dé€ hién thuc nhitng chirc ndng cdt 16i can thiét cho viéc md phong & 16p cao hon nhw sip
x€p va xtr Iy sw kién, khéi tao cac thanh phan, quan Iy mé phong déng ho.

GridSim: B cong cu ho tro cac thanh phan phan mém cip cao hon d€ m6 hinh hoa
nhiéu nén tang lwdi, bao gom ca hé thong mang va lién két dong b nhitng thanh phan co
ban ctia lwéi nhw tai nguyén, tap dit liéu, dich vu gidm sat va lvu vét, dich vu thong tin.

CloudSim: 1a phan hién thuc & mirc ti€p theo do viéc mé rong tw dong cac tinh nang co
ban dwoc cung cap bé&ilép GridSim. CloudSim cung cdp hd tro cho viéc md hinh va mé
phong hdéa méi treong nén tang Cloud. Lép CloudSim quan ly viéc khéi tao va thyc thi cac
thwc thé c6t 161 (may 4o, thiét bi lwu trit, ®’ng dung) trong su6t qua trinh moé phong. Lép nay
c6 kha nang khéi tao dong thoi va quan ly mé rong trong sudt véi nhirng nén tang Cloud
bao gdbm hang nghin thanh phan hé théng. Nhitng vin dé co ban nhuw trién khai may do VM
dwa trén yéu ciu nguoidung, quan ly qua trinh thwc thi kng dung va theo déi tw dong déu
dwocquanly béilép nay.



ser-code

W .e s = Kich ban Cloud | I:icx'g,ril.!ciu I Fiu hinkh
Biac ta mo phong ioh ban Liod niguAri = dun - Ung dung

. PR Mguei s dung hode nha méi gici
Chink =ach [&p lich Sm i liéu

CloudSim

Kién tric

diao dién WM Gridlet hay &0

nigLh dung
Dich e s =
iy 0 Thue thi VNGricie] Quén I méy &0
Dich vu Cung cap Chi dinh Chi dinh Chignh | [Chidinh
dam méy My $0 CPU b nhd e trik béng thin
Céc ngudn
tai nouyén Host Trung tam dif ligu
dam méy
GrdSim

Dich vu catalo . quEn I
Migu ta

thdng tin I 3
2 . Grid Chi dinfy | cong vigc |[an theo khai
Dat truoc tai nouyen ng cong vié

EEEJZ%T:h Tail nguyén Tao giao thong ass Marigy
SimJava
M phong -
s kign N&m bt s kign MO phugg e L:llf . n
riéng biét thuc the thioi gian

Hinh 1.8. Kién tric lop ctiia CloudSim

User-code: day la 1&p trén cuing ciia hé thong mé phong cho phép ciu hinh nhitng chirc
nang lién quan dén cic may chu (s6 lwong, dac td may chi do),lién quan dén &ng dung (so
lwgng cac tic vu va yéu ciu dic ta), cdc may do VM, so lwgng ngwdi dung. Mot nguwdi phat
trién rng dung mé phdong Cloud c6 thé tlly chon va tham sé ciu hinh &ng dung, ngit cinh

thwc nghiém & 16p nay.

M6 hinh mé phong Cloud

Kién tric dich vu nén tdng lién quan dén Cloud dwoc m6 hinh héa trong chwong trinh
mo phong béithanh phin Data center. Data center dwoc tao béicac tip hop cac Host, c6
trach nhiém quan ly cdc may do VM trong chu ky s6ng ctia ching. Cac Hostla cac nattrong



Cloud: n6 dwgc tham s kha nang x Iy clia bd vi x( ly trung tim CPU (bi€u dién qua don vi
MIPS = milion of instruction per second), b nhé, kha nang lwu trit va chinh sach dinh thoi
dé xt ly viéc cip phatldi tinh toan cho cdc may do. Cac thanh phin may Host cia nén tang
mo phong hd trg md phdong vi xt¥ Iy mot nhan va da nhan.

Viéc phan phoi may do phuc vu cho &ng dung cu thé nao dé dén cac thanh phan Hostla
trach nhiém cda thanh phin Virtual Machine Provisioner. Thanh phin nay cung cip mot tip
cac phwong thirc cho nguwdi st dung, véi nhwng chinh sach diéu phoi tai nguyén huwédng téi
muc tiéu t6i wu hiéu qua st dung. Nhitng chinh sdch mic dinh hién c6 san rat gian don theo
hwdng ai dén trudc sé dwoc phuc vu truéec.

V&imoi thanh phan Host, su cAp phat cac vi xtt Iy CPU téi cdc may 4o dwoc thwe hién
theo chinh sach diéu phdi cu thé dwa theo s6 lwong yéu cau va sé lwong vi xtt 1y sdn c6. Do
vay, c6 thé co6 cac chinh sach nhw cdp phat CPU danh riéng cho may 4o hay phan tin dong
gitta cdc may ao (chia sé theo thoi gian).

M6 hinh cdp phdat mdy do VM

Mot trong nhirng y twdng khién Cloud computing khac biét véi Grid computing 1a viéc
trién khai tdi da cong nghé va cac céng cu do hoa.

Dé cho phép gia 1ap nhirng chinh sach khac nhau, CloudSim ho tro viéc cAp phat may do
VM & hai mitc: triwére tién tai micc Host va sau d6 1a mirc may o VM. O miec d4u tién, c6 thé
xac dinh ro tong nang lwc xtr Iy cia modi nhan trong Host sé dwoc gdn cho mdi may 4o. Tai
mitc ti€p theo, cdc may 4o VM sé& dwoc phan ro tong nang luc xir ly cu thé cho mdi tc vu
duwoc thwe thi. Tai méi mirc, CloudSim hién thwc chinh sich cdp phat tai nguyén theo thoi
gian va khong gian.

Moé hinh cho’ Cloud
M6 hinh cho Cloud déng vai tro nhw ngwdi moi gidi gitva nha cung cap dich vu Cloud va
khach hangla diém nhan cta Cloud computing. Hon thé nira, nhirng dich vu nay cin co ché

dé xac dinh chi phi dich vu va cac chinh sach vé gia.

Mo hinh chinh sach, chi phiva gia ca la mét y twéng dwoc xem xétkhi thiét két chwong
trinh mé phdéng Cloud, bon thudc tinh dwgc xem xét dén la:

- Chi phi moi bo xr ly;
— Chi phi méi don vi b6 nhé;
~ Chi phi mdi don vi lwu triy;

- Chi phi mdi don vi bang thong st dung.



Chi phi mdi don vi bd nhé va lwu trit dwgckém theo trong qua trinh khéi tao may ao.
Chi phi mdi don vi bdng thong str dung c6 trong qua trinh truyén dir liéu. Bén canh do, cac
chi phi stt dung bo nhé, lwu trir va cac chi phi lién quan c6 méilién hé véiviée st dung tai
nguyén tinh toan. Do viy, néu may do VM dwoc tao ma khong c6 tic vu nao thuc thi trén
chuing, thi chico chiphi vé bo nhé va lwu triv. Nhitng van dé nay cé thé dwoc thay déi bdi
ngwoidung.

1.6. CAU HOI VA BAI TAP

1.

2.

Néu cac dac trung cta trung tam dir liéu.

So sdnh cadc mé hinh trung tim dit liéu. Panh gid wu, nhwgc diém cia tirng mo
hinh khi 4p dung cho cac doanh nghiép.

Trinh bay dac thu ctia cong nghé do hda va vai tro trong dién todn dam may.
So sanh cackién tric do hda. Panh gid wu/nhwoc di€ém cta tirng kién truc.

Cac phén loai m6 hinh dién todn ddm may c6 nhirng dac diém gi giong va khac
nhau.

Phén biét vai tro cda cac thanh phan trong kién tric ddm may hwéng thi treong.

Néu cac dic diém cia bd phin phoi tai nguyén SLA trong kién tric ddm may thi
treong. Tim hiéu va trinh bay mot s6 kién tric SLA cu thé.

Tim hiéu va trinh bay chi ti€t vé cong cu moé phong ddm may: CloudSim.



Chwong 2
LUU TRU VA XU LY DU LIEU

2.1. g”) THONG LU’U TR PHAN TAN VA PONG
NHAT BO NHO NFS, AFS

Trong phan nay, ching ta sé di vao tim hi€u kién tric cic hé théng lwu trit phan tan co
ban nhw hé théng quan 1y tip tin phan tdn NFS va AFS. Dic tinh chung ctia cac hé lwu triv
phan tan 1a nham muc dich lwu tri tip trung va chia sé thong tin cho cadc may tinh trong
cung mang ndibd.

NFS

NFS hay Network File System la kién tric hé thong tip tin phin tin ma mot may chu
trong hé théng déng vai tro la may cha lwu trix, cung cdp nang lwc lwu triv cua cac 6 dia cirng
cuc bd, hé thong RAID cho cac may tinh khac qua giao thirc mang. NFS la kién truc hé quan
ly tAp tin phan tan rit phd bién, dwoc hd trg béi hau hét cac nén tang hé diéu hanh nhw
Windows, Unix.

Uu diém cia NFS la tinh trong suét cho ngwdi dung cudi vé cach thirc truy cip tip tin
hay vi tri noi tip tin dwoc lwu triv. Hé thong tip tin NFS dwoc anh xa nhw mot thw muc
trong hé théng quan Iy tip tin cuc bd va khong c6 sw khac biét. Yéu diém cia NFS la tinh
kha mé thip do moi thao tac doc ghi dir liéu déu thyc hién qua két néi mang véi may chi
lru trix NFS. Trong treong hop néu cé truy cp twong tranh vao cung mot tép, hiéu nang
ctia NFS suy gidm ro rét.

AFS

AFS ciing 1a mot hé thdng tip tin phan tAn nham muc dich chia sé tip tin cho mot lwong
16n ngwdi dung mang. So véi NFS, AFS c6 tinh kha mé cao hon, dap &rng dwoc s6 lwong
ngwoidung lén hon nho vao dac treng sau day: Khi truy cap tap tin, toan b0 tap tin sé dwoc
sao chép vé phia may nguwdi st dung va cac thao tic doc ghi dwoc thwe hién trén tip tin do.
Khi tip tin dwoc déng, ndi dung tip tin sé dwoc cidp nhatvé phia may chd lvu trit. Chinh vi
vAy, qua trinh doc ghi twong tranh la trong sudt doi véi tirng ngwdi sit dung nhwng tinh
nhit quan cta tap tin khéong dwgc dam bao.
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2.2. HE THONG LU'U TRU* HDFS, GFS

HDFS

Hadoop framwork clia Apache 1a mot nén tdng dung dé phan tich cic tap dit liéu ratlén
ma khéng thé xt Iy trén dwoc trén mét may chi duy nhit. Hadoop triru twgng héa mé hinh
tinh todn MapReduce, lam né tr& nén dé tiép can hon véi cac nha phat trién. Hadoop c6 kha
nang mé& rong vo sé cac nutlwu trir va c6 thé xtr ly tit cd hoat ddong va phan phdi lién quan
dén viéc phan loai dir liéu.

Téng quan thiét ké ciia HDFS

HDFS (Hadoop distributed file system) ra doitrén nhu ciu lwu trir dir liéu ctia Nutch,
mot dw an Search Engine nguén mé. HDFS ké thira cic déc tinh chung ctia cic hé théng tip
tin phén tan thé hé tredc nhw do tin ciy, kha niang mé réong va hiéu suathoat dong. HDFS
dwoc thiét ké véi nhirng gia dinh nhw dwéi day:

Thir nhat, cac16i vé phian cirng sé thwdng xuyén xay ra. Hé thdng HDFS sé chay trén cac
cluster véi hang tram hodc tham chi hang nghin nat. Cac nat nay dwgc xay dwng tir cac
phan cirng thong thwdng, gia ré, ty 18 16i cao. Chatlwong va sé lwong clia cac thanh phan
phan clrng nhw vay sé tit yéu dan dén ty 1 xay ra 16i trén hé théng cluster cao. Cé thé diém
qua mot s6 16i nhw 16i ciia rng dung, 16i ctia hé diéu hanh, 16i dia cirng, bd nhé, 16i cia cac



thiét bi két ndi, 16i mang, 16i vé ngudn dién... Vi thé, kha nang phat hién 16i, chdng chiu 16i va
tw dong phuc hoi phai dwoc tich hop vao trong hé thong HDFS.

Thr hai, do ddc thu lwu trir dir liéu c6 dung lwong 1én, HDFS dwgc thiét ké dé toi wu cho
bai todn lwu triv cac tip tin cé kich thwéclén hang GB, thidm chi TB. D& gidi quyét bai todn
nay, dit liéu cta cac tip tin 1&n sé dwoc chia nho thanh cac khéilén (vi du 64MB) va phan
tan trén cac nat leu triv. So véi cac hé théng tp tin khac, HDFS khong toi wu cho bai toan
Iwu trit hang ti tp tin nhé v&ikich thwdc moitap tin chi vai KB. Wu di€ém clia thiét ké tap tin
16n 1a gidm tai cho hé thong quan ly khéng gian tip tin, gidm thoi gian thao tac trén cac thw
muc hay tim kiém tap tin.

Th& ba, HDFS ban d4u dwoc thiét ké chi cho phép thay d6indi dung cac tip tin dwocluu
trir qua phép toan thém “append” dit liéu vao cudi tip tin hon la ghi dé 1én dir liéu hién cé.
Viéc ghi dir liéu 1én mot vi tri ngau nhién trong tip tin khong dwoc hd trg. Motkhi da dwoc
tao ra, cic tip tin sé tré thanh file chi doc (read-only). Thiét ké nay khac can ban so v&i cac
hé théng quan ly tip tin truyén thong do khac biét vé muc dich st dung. HDFS dwoc thiét ké
d€ t0i wu cho bai toan lwu trir dir liéu cho viéc phan tich khi ma d4u vao c6 thé 1a cac tip tin
nhit ky logs hay dir liéu lién tuc dén tir cic cdm bién. V&i dau vao dir liéu nay thi thao tac
ghi ngau nhién hay ghi deé dir liéu 1a khong can thiét. Hon nita, don gidn héa hd tro ghidir
liéu cling 1a nhan t6 dé HDFS t6i wu va tang hiéu nang hé théng.

Ngay nay, Hadoop cluster va HDFS rat pho bién trén thé gi¢i. Noi bat nhit 1a hé thong
ctia Yahoo v&imot cluster 1én dén 1100 nut véi dung lwgng HDFS 1a 12 PB. Cac cong ty
khac nhw Facebook, Adode, Amazon ciing da xay dwng cac cluster chay HDFS vé&i dung
lrong hang tram, hang nghin TB.

Kién tric HDFS

Giong nhw cac hé thong tip tin khac, HDFS duy tri mot ciu tric cy phén cip cac tip tin,
thw muc ma c4c tip tin sé déng vai tro 1a cac natla. Trong HDFS, vi kich thwdc mdi tap tin
16, moi tip tin sé dwoc chia ra thanh cac khdi (block) va moi khdéi nay sé c6 mot block ID
dé nhén dién. Cac khdi cia cuing mét file (trir khéi cudi ciing) sé c6 cung kich thwéc va kich
thwécnay dwoc goila block size cda tip tin d6. Moikhéi cla tip tin sé dwoc lwu trir thanh
nhiéu ban sao (replica) khac nhau vi muc dich an toan dit liéu. Cac khéi dwoc lwu trir phan
tan trén cac may chu lwu trir cai HDFS. HDFS ¢ motkién truc chi/khach (master/slave).
Trén mot cluster chay HDFS, c6 hai loai nut (node) la Namenode va Datanode. Mot cluster
c6 duy nhat mot Namenode va c6 mothodc nhiéu Datanode.

Namenode déng vai tro 1a master, chiu trach nhiém duy tri théng tin vé ciu tric ciy
phéan cip cac tip tin, thw muc ctia hé thong tip tin va cac siéu dir liéu (metadata) khac cua
hé thong tip tin. Cu thé, cdc metadata ma Namenode lwu trir gom c6:

- File system namespace (khéng gian tén tdp tin):1a hinh dnh ciy thw muc cia hé thong
tip tin tai mot thoi diém nao dé. Khdng gian tén tip tin thé hién tit ca cac file, thw muc c6
trén hé thong file va quan hé gitra ching.



— Théng tin dé€ dnh xa tir tén tdp tin ra thanh danh sdch cdc khéi: V&imoi tap tin, ta co
mot danh sach cé thir tw cac khdi block ctia tip tin d6, moi khdi dai dién béi Block ID.

— Noi lwu trit cdc khéi: Cac khdi dwoc dai dién mot Block ID. V&i mdi block, ta c6 mot
danh sach cac DataNode lwu trit cac ban sao cia khoi doé.

Cac DataNode sé chiu trach nhiém lwu triv cAc khoi thit sy cta tirng tip tin ctia HDFS.
Mbi motkhdi sé dwoc lwu triv nhw mot tip tin riéng biét trén hé théng tap tin cuc bo cla
DataNode. Trong ngit cAinh MapReduce, cac DataNode nay con c6 chirc nang tinh toan véi
dir liéu 1a chinh cac khéi dwoclwu triv. Kién tric cia HDFS dwoc thé hién trong hinh 2.2.
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Hinh 2.2. Kién tric HDFS

Vé co ban, Namenode sé chiu trach nhiém diéu phoi cac thao tac truy cip (doc/ghidw
liéu) ctia nguoi str dung (client) 1én hé thong HDFS. Khi client ctia hé th6ng mudn doc mot
tip tin trén hé thong HDFS, client nay sé thwc hién mot yéu cau thong qua RPC dén
Namenode dé 1y cAc metadata ctia tip tin cin doc. Tir metadata nay, client sé biét dwoc
danh sach cac block ctia tép tin va vi tri clia cac DataNode chira cac ban sao cua tirng block.
Client sé truy cip vao cac DataNode d€ thwc hién cac yéu ciu doc cac block.

Dinh ky, moi DataNode s& bao cdo cho NameNode biét vé danh sach tit ca cac block ma
n6 dang lwru trir, NameNode sé dwa vao nhirng thong tin nay dé cap nhitlai cic metadata
trong né. Ctr sau mdilan cip nhat lai nhw vay, metadata trén NameNode sé& dat dwoc tinh
nhit quan v&idit liéu trén cac DataNode. Toan b trang thai ciia metadata khi dang & tinh



trang thong nhit nay dwoc goi la mot checkpoint. Chi khi ndo metadata & trang thai
checkpoint mé&i ¢ thé dwoc nhan ban cho muc dich phuc héilai NameNode.

NameNode va qud trinh twong tdc giira client va HDFS

Viéc ton tai duy nhat mot NameNode trén mothé théng HDFS da lam don gidn héa thiét
k& ctia hé théng va cho phép NameNode ra nhirng quyét dinh thong minh trong viéc sap xép
cacblock dir liéu Ién trén cac DataNode dwa vao cac kién thirc vé moi treong hé thong nhu:
ciu tric mang, bang thng mang, kha ning cua cadc DataNode... Tuy nhién, mét nhu ciu dat
rala cin phai tdi thi€u hoa sw tham gia cia NameNode vao cac qua trinh doc/ghi dit liéu 1én
hé théng dé€ tranh tinh trang nut that cd chai (bottle neck). Client sé khong bao gior doc hay
ghi dir liéu 1én hé thong thong qua NameNode. Thay vao do, client sé héi NameNode vé
théng tin cac DataNode c6 cac block cin truy cip hoic cac DataNode c6 thé ghi cac block
mai. Sau do, client sé Ivu trir lai tam thoi cac thong tin nay va két néi truc ti€p véi cac
DataNode dé thuwc hién cac thao tac truy xudtdir liéu.

Qud trinh doc file

So' d6 sau miéu ta qua trinh client doc mot tip tin trén HDFS.
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Hinh 2.3. Qua trinh doc tdp tin trén HDFS

DAu tién, client s&é mé tap tin cAn doc bang cach giti yéu ciu doc tap tin dén NameNode
(1). NameNode sé thwc hién mot s6 kiém tra xem file dwgc yéu ciu doc cé ton tai khong.
Néu khong c6 van dé gi xay ra, NameNode sé giri danh sach cac block (dai dién b&i Block
ID) ctia tép tin cung v&i dia chi cadc DataNode chira cic ban sao ctia block nay (2). Tiép theo,
client sé mé cac két néitéi DataNode, thuwe hién mét yéu cdu RPC dé€ yéu cidu nhan block can
doc va déng két ndi véi DataNode (3). Lwu y 1a véi mbi block, ta c6 thé c6 nhiéu DataNode
lwu trit cac ban sao cua block dé. Client sé chi doc ban sao cuia block tir DataNode theo thit



tw wu tién dwoc cu hinh trong hé thong. Client sé thuc hién viéc doc cac block lap di lap lai
cho dén khi block cudi cung cua file dwoc doc xong.

Nhuw vay, trong qua trinh mét client doc mét file trén HDFS, ta thay client sé truc tiép
két noi véi cac DataNode d€ 14y dir liéu chir khong cin thwe hién gidn ti€p qua NameNode.
biéu nay sé lam gidm di rat nhiéu viéc trao doi dir liéu gitra client va NameNode, kh6i lwong
luan chuyén dit liéu sé dugc trai déu ra khap cluster, tinh trang bottle neck “that ¢d chai” sé
khong xay ra. Do d6, cluster chay HDFS c6 thé dap &ng dong thoinhiéu client cing thao tac
tai mot thoi diém.

Qud trinh ghi file

Qua trinh ghi tap tin bit d4u v&iviéc client sé giri yéu cau tao mdt chi muc tap tin (file
entry) Ién khéng gian tén cua hé thong tip tin dén NameNode (1). T4p tin méi dwoc tao sé
rong, tirc chwa c6 mdt block ndo. Sau d6, NameNode sé& quyét dinh danh sach cdc DataNode
sé chira cac block cua tip tin va gti lai cho client (2). Client sé chia dir liéu cta tip tin cin
tao ra thanh cac block, mdi block s& dwoc lwu ra thanh nhiéu ban sao trén cac DataNode
khac nhau (thy vao chis6 do nhan ban cta tip tin).
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Hinh 2.4. Qua trinh tao va ghi di¥ liéu 1én tdp tin HDFS

Client giri block cho DataNode th nhit, DataNode thi nhit sau khi nhdn dwgcblock sé
tién hanh lwu lai ban sao thir nhit cia block. Tiép theo DataNode thir nhit sé giri block nay
cho DataNode thit hai d€ lwu ra ban sao thir hai ctia block. Twong tw, DataNode thit hai sé
glri packet cho DataNode thit ba. Ctr nhw vay, cadc DataNode ciing lwu cac ban sao ctia mot
block. Qua trinh ndy dwgc hinh dung nhw 12 mot 6ng dan di liéu data pile. Sau khi
DataNode cudi cung nhan dwgc thanh cong block, né sé giti lai cho DataNode thi hai mét
g6ixac nhan rang da lwu thanh cong (4). Va goi thi hailai glri g6i xac nhan tinh trang thanh
cong cua hai DataNode vé DataNode thi nhit.



Client sé nhin dwoc cadc bio cio xac nhin tir DataNode thir nhat cho tinh trang thanh
cong cla tit cd DataNode trén data pile. Néu c6 batky mot DataNode nao bildi trong qua
trinh ghi di liéu, client sé tién hanh xac nhan lai cic DataNode da lwu thanh cong ban sao
clia block va thwc hién méthanh vi ghi lai block 1én trén DataNode bi 16i.

Sau khi tat ca cacblock ctia tip tin déu da dwoc ghi 1én cdc DataNode, client sé thuc hién
mot thong diép bao cho NameNode nham cip nhat lai danh sach cac block ctia tip tin vira
tao. Thong tin anh xa tir BlockID sang danh sach cac DataNode lwu trit sé dwgc NameNode
tw dong cap nhat qua giao thirc diém danh ma dinh ky cac DataNode sé giri bdo cao cho
NameNode danh sach cac block ma né quan ly.

Nhu vy, cling giong nhu trong qua trinh doc, client sé trwc tiép ghi dir liéu 1én cac
DataNode ma khong can phai thong qua NameNode. Mot dic di€m noi troi nira 1a khi client
ghi métblock v&i chi s6 nhin ban 1a n, térc né can ghi n block 1én n DataNode, nh¢ co ché
luan chuyén block dit liéu qua 6ng dan (pipe) nén lwu lwgng dit liéu cAn write tir client sé&
giam di n lan, phan déu ra cac DataNode trén cluster.

Kich thwéc khoi block

Nhuw ta da biét, trén dia ctirng, don vi lwu triv dit liéu nhé nhat khong phai la byte, bit hay
KB ma la motblock. Kich thwéc block (block size) ctia dia cirng sé quy dinh lwong dir liéu
nhé nhitma ta c6 thé doc/ghilén dia. Cac hé thong tip tin nhw cia Windows hay Unix ciing
st dung block nhwla don vi trao doi dit liéu nhé nhéit, block size trén cac file system nay
thwong 1a khoang nhiéu lan block size trén dia cirng.

HDFS ciing chia file ra thanh cac block, va mdiblock nay sé dwoc lwu trir trén Datanode
thanh mét file riéng biét trén hé théng file local ciia né. Pay ciing la don vi trao ddi di liéu
nho nhit gitra HDFS va client ctia né. Block size 1a mot trong nhitng di€ém quan trong trong
thiét ké HDFS. Block size mac dinh ctia HDFS la 64 MB, nhwng thong thwong trén cac hé
thong 1on, ngwdi ta dung block size 1a 128 MB, 1&'n hon block size ctia cac hé thong file
truyén thong rat nhiéu.

Viéc str dung block size 16n, tirc sé gidm so6 lwgng block cia mét tp tin, mang lai mot s
thuén lgi. Dau tién, né sé lam giam nhu ciu twong tic véi NameNode cia client vi viéc
doc/ghitrén mot block chi cAn mot Ian twong tic véi NameNode dé 1dy Block ID va noilvu
block d6. Thit hai, vdi block size 1on, client s& phai twong tic véi DataNode it hon. Moi lan
client cin doc mot BlockID trén DataNode, client phai tao mot két ngi TCP/IP dén
DataNode. Viéc giam s6 lwong block cin doc sé gidm s6 lwong két ndi cin tao, client sé
thwong lam viéc véi mot két ndibén virng hon la tao nhiéu két noi. Thik ba, viéc gidm so6
lwgng block cia mot tip tin sé 1am gidm khéi lwong metadata trén NameNode. Diéu nay
gitp MasterNode c6 thé dwa toan bd metadata vao bd nhé chinh ma khéng can phailwu triv
trén dia clrng.

Mat khdc, viéc stt dung block size 16n sé dan dén viéc mot tip tin nhé chi c6 mot vai
block, thuwdrng 1a chi c6 mot. Piéu nay din dén viéc cac DataNode lwu block ndy sé tré thanh



diém n6ng khi cé nhiéu client cung truy cdp vao tip tin. Tuy nhién, hé th6ng HDFS da phan
chi lam viéc trén cac file c6 kich thwéclén véinhiéu block nhw da dé cip & phan trén nén
sw bat cap nay 1a khong dang ké trong thuc tién.

GFS

GFS hay Google file system la hé théng tip tin phan tan phattrién b&i Google va ra doi
trwdc HDFS. GFS ¢4 kién truc twong tw HDFS, 13 hinh mAu dé cdng ddng phat trién nén
HDFS. GFS thwong dwoc ciu hinh véi MasterNode va cac shadow Master nham muc dich
chiu 16i. Trong qua trinh hoat dong, néu MasterNode gip sw c6, mot shadow Master sé& dwoc
lwa chon thay thé MasterNode. Qua trinh nay hoan toan trong suét vi client va ngudi st
dung. Ngoaira, trong qua trinh lwu trit cac block, GFS stt dung cac ky thuatkiém tra 16i lwu
trit nhw checksum nham phat hién va khéi phuc block bi 16i mdt cach nhanh chéng. GFS 1a
nén tang phat trién cac hé théng khac cia Google nhw BigTable hay Pregel.

2.3.CO' SO DU LIEU NOSQL

Cac hé quan tri dir liéu quan hé (RDBMS) tir 1au da dwgc xem nhw 13 gidi phap s6 mot
trong lwu trir va truy van dir liéu ciu truc trong nhiéu thip ky qua. RDBMS cung cidp mo
hinh dir liéu quan hé ma véimo hinh nay c6 thé dac td hau hét moi quan hé gitra cac tip dir
liéu lwu trir. Mot trong nhirng dac tinh co ban cia RDBMS la bao dam ngit nghia ACID cho
phép xt Iy cac giao dich dir liéu mét cach tin ciy. Diéu nay gidi phong &ng dung khéi khoi
lwgng cong viéc khong 16 ddm bao tinh toan ven cda dir liéu trong truy cip twong tranh.

Khi lvgng dit liéu duoc lwu trit ngay cang 1én va vwgt ra khoi gi¢i han xtr ly cia mot
may chi RDBMS duy nhéit, rat nhiéu cac ky thuit dwoc dwa ra dé€ mé rong hiéu nang ciia hé
théng RDBMS. M6t trong nhitrng ky thuat ph6 bién 1a “database sharding” thwc hién bang
cach chia co s& dir liéu tong thé thanh cic phan “shards” va phin tan trén cum RDBMS
cluster. Tuy nhién, do d6 phtrc tap cao ctia co ché bao dam ACID, cic cum RDBMS cluster
thwong chi dwoc trién khai trén quy mé nho vai chuc not.

Tr ndm 2005, cong dong nghién ciru vé co s& dit liéu trén thé gi¢i dong y rang sw thdng
tri cia RDBMS da két thic va kéu goi cin phai thiét ké cic co s& dit liéu chuyén biét héa véi
tinh kha mé cao dé phl hop v&i nhu ciu thuc té. Lép cac hé co s& dir liéu méi nay dwoc goi
duditén chungla NoSQL. Hién tai c6 cac hé co s& NoSQL dién hinh nhw Amazon Dynamo,
Cassandra, CouchDB,...

DPic diém chung cua cac hé NoSQL la tinh kha mé& cao, so véi RDBMS c6 nhirng khac biét
co ban nhw dwédi day:

Mo hinh dir liéu don gidn hod: NoSQL khong té chirc div liéu dwdi cac bang quan hé.
NoSQL c6 md hinh t6 chirc dir liéu dwdi b6n nhém chinh: key/value, hwéng van ban
(document-oriented), hé cot (column-familly store) va co sé& dir liéu doé thi (Graph
database).



Co s& dir liéu (DBMS) key/value cung cAp mo hinh dir liéu va giao dién tng dung API
don gidn nhat giong véi bang bam (hashtable). Ung véi moéi khéa, DBMS key/value chi cho
phép doc, ghi va x6a gia tri dwoc dinh danh b&i khda dé. Vidu ki€u NoSQL key/value 1a:
Amazon Dynamo, Riak.

DBMS hwéng van ban dwoc thiét ké dé quan tri dit liéu nira ciu truc (semistructured
data) t8 chitc dwéi dang tAp hop cac van ban. Giéng nhw DBMS key/value, mdi van ban
trong DBMS dwoc dinh danh bang mot khéa duy nhat. Tuy nhién, vi van ban c6 cu tric
gbdbm nhiéu thudc tinh, DBMS hwéng van ban cho phép tao chi muc tim ki€ém cho cac treong
thudc tinh nay. Vi du cia DBMS hwéng van ban bao gom: CouchDB va MongoDB.

DBMS hé cot t6 chirc cu truc dir liéu dwédi dang cac bang anh xa da chiéu thwa nhw mé
hinh Google Bigtable. Vé co ban, dir liéu ton tai dwéi dang bang nhw trong RDBMS nhung
cac dong trong bang khong nhit thiét cé cung tip cac cot. Hon nira, DBMS hé cot nay phin
16m khong ho tro phép toan JOIN nhu trong DBMS.

D¢ phirc tap dwoc don gidn héa: RDBMS véi dac tinh ACID dam bao dit liéu luon dwoc
toan ven va nhit quan trong giao dich. Tuy nhién, dic tinh nay trong thuec tién v&i cac trng
dung internet nhw hién nay tré nén khong can thiét. NoSQL lwa chon tinh kha mé thay vi
cam két bdo dam ACID. Pé c6 thé m¢é rong téi mo hinh trién khai phén tan trén hang ngan
may chu lwu trit, NoSQL phan lén chi hd tro m6 hinh nh4t quén sau cung (eventual
consistency model) nhw 13 cic thao tac doc c6 thé dwoc trd vé dir liéu cii chwa dwoc cap
nhit véithay d6i méi véi diéu kién dam bao sau cung thi cac thao tic doc luén nhin vé di
liéu méi nhitda cip nhat.

M6 hinh mé réng ngang trén phdn citng phd théng: Khong giong nhw RDBMS, cac DBMS
NoSQL cé tinh kha mé cao trén cac phan cirng phé thong. Cac ndtlwu trir cia NoSQL c6 thé
gia nhap hay ra khoi hé thong tly theo nhu ciu ma khéng lam anh hwéng dén sy hoat dong
cda hé thong.

2.4. PIEN TOAN PAM MAY VA DU LIEU LON

Cackho lwu trir dir liéu phan tan la thanh phin khéng thé thiéu trong dién todn dam
may. Ngoai tinh nang lwu triv dit liéu tap trung cho ngudi st dung dién toan dam may, cac
kho lwu trir dit liéu nay con ddm nhan vai tro lvu trir va cung cip cc tip tin anh may ao
phuc vu cho chinh nén tdng do héa cua dién todn ddm may. Trong chwong nay, ching ta sé
di vao tim hiéu thiét ké cac kho lvu trit Openstack Swift, Amazon S3, thiét ké cia cac hé
quan tri dir liéu méi pho bién trén nén dién toan ddm may va phan tich cu thé mo hinh tinh
toan MapReduce/Hadoop.

Mot dac diém chung ciia hé quan tri dit liéu cho dién todn ddm may 1a giao dién twong
tac HTTP API, khong st dung giao dién hé thong quan ly tip tin théng thwong.

Amazon$S3



Amazon S3 1a dich vu kho lvu trit dir liéu trén nén dién todn ddm may Amazon Web
Service, dwoc dwa ra gi¢i thiéu vao nam 2006. S3 cung cip giao dién twong tac rng dung
API don gidn cho phép lwu trir va truy cap di liéu bat ci khi nao va & bat ctr dau cé két noi
Internet. CAc nha phat trién &ng dung hay ngwdi st dung S3 khéng phai trd batky khoan
phi cai datnao, chi trd phi dwa trén dung lwong lwu trit va bang thong st dung.

Khi ra cong bd, Amazon tinh phi cho ngwdistt dungla 0,15 USD mot gigabyte moi
thang, v&i chi phi thém cho bang thong dwoc st dung dé giri va nhan dit liéu, tinh phicho
moi yéu ciu (nhan hay gti). Amazon tuyén b8 ngay chinh Amazon ciing st dung nén tang
S3 v&i tinh kha m& cao dé chay mang lw¢i thwong mai dién tr toan cau cta ho.

Amazon S3 dwgcbéo cdo da lvu trir hon motnghin ty thwe thé tinh dén thang 6 nam
2012.Con sb nay ting 1én tir 102 ty thwc thé trong thang 3 nam 2010, 64 ty thwc thé trong
thang 8 nam 2009, 52 ty thang 3 nam 2009, 29 ty trong thang 10 nam 2008, 14 ty trong
thang 1 nam 2008 va 10 ty trong thang 10 ndam 2007. S3 dwoc st dung cho web hosting,
image hosting va lwu trit cho cac hé thong backup. Hop dong dich vu cho S3 kém theo mét
dam bao 99,9% thoi gian hoat dong hang thang, trong dwong v&i khodng 43 phut thoi gian
chét mdi thang.

Cdc khdi niém co sé trong Amazon S3

Déi twong dir liéu (Objects): Cac d6itwong dir liéu dwoc coi nhw khai niém cac tip tin
trong hé théng quan ly tAp tin thong thwdng. Moi ddi twong dugc lwu trix véi siéu dir liéu
dacta di kém nhw ngay chinh stra, ngay khai tao,... SO lwgng cac doi twong ma ngwoi st
dung c6 thé Iwu trir 1a vo han va mdi d6i twong co6 thé chiva 5 TB dit lidu.

Thiing (buckets): Mdi ddi twgng dwoc lwu trit trong mot thung, dwec hiéu nhw 1a mot
thw muc trén hé quan ly tap tin. Tuy nhién, khac véi hé quan ly tap tin, cac thung chi chira
cac doi twong dir liéu, khéng chira cac thung con.

Khéa (keys): M6i doi twong dir liéu trong Amazon S3 dwoc dinh danh béi motkhoéa duy
nhit (rng véi thung c6 chira d6i twong d6. S3 ho tro tinh phién ban, do vay dinh danh cla
modi mdt phién ban (version) ctia d8i twong dir liéu dwoc xay dwng tir tén thung, khéa va ma
phién ban.

Viing dia ly kho lwu triv (Regions): Ngwoi st dung S3 khéi tao thung theo khu vuc dia ly
noitrién khai hé théng S3. Viéc cho phép lwa chon vung lwu trit 1a dé t6i wu do tré dwong
truyén tang toc do truy cap. S3 hién nay dwoc trién khai trén cac vung dia Iy nhw My, chau
Au, khu virc chau A,..

Thiét ké

Amazon khéng cong b6 thong tin chi tiét thiét ké cia S3. Theo Amazon, thiét ké cta S3
nham muc dich cung cip kha ning mé& rong, tinh sdn sang cao va do tré thip vai chi phi.



S3 lwu trir cac d6i twong hay thuc thé dir liéu kich thwdclén dén 5 terabyte. Cac déi
twong dwoc td chirc thanh cac thung bucket (mdi thung thudc sé hitu cia mot dich vu Web
Amazon hoic tai khodn AWS). Mdi thuc thé dwgc dinh danh trong méi nhém bang mot
khéa duy nhat gan véi ngwdi st dung. Cac thung va cac doi twong cé thé dwoc tao ra, dwoc
liét ké va 1dy ra bang cach st dung hodc mot giao dién HTTP ki€u REST hoic giao dién
SOAP. Ngoaira, cac ddi twong c6 thé dwoc tai vé bang cach st dung giao dién giao thirc
BitTorrent.

S3 ho tro cac giao thirc bdo mat, chinh sach quyén truy cip dén cac d6itwong va cac
thung. Tén va khéa thung dwoc lwa chon nén cac déi twong c6 thé dwoc danh dia chi théng
qua URL:

http://s3.amazonaws.com/bucket/key
http://bucket.s3.amazonaws.com/key

Vi cac d6i twong co thé truy cap qua giao thirc HTTP, S3 ¢ thé dwoc st dung dé thay
thé dang ké co s& ha tAng lwu triv web tinh hién cé. Co ché xac thwec AWS Amazon cho phép
chti s& hitu nhém tao ra mot URL x4c thwc vé&i thei gian ton tai dwoc dinh sdn. Vidu nhu,
ngudistr dung c6 thé xay dung mot URL ma c6 thé dwgc giao cho motbén thir ba dé truy
cip trong mot thoi gian nhw trong 30 phut tiép theo, hodc 24 gio tiép theo.

Mdi muc trong mot thung cling c¢6 thé dwoc phuc vu nhw 1a mot ngudn cip dir liéu
BitTorrent. Cac kho dir liéu ctia S3 c6 thé hoat dong nhw mot may chd lwu trit nguén cho
mot torrent va client BitTorrentbat ky c6 thé 1dy lai tip tin qua giao thirc BitTorrent. Diéu
nay lam gidm dang ké chi phi bang thong cho viéc tai xuéng ctia cac thyc thé phé bién vi cac
client BitTorrent trong qua trinh tai vé doi twong dit liéu cling dong gép vao viéc lam trung
gian dwa dir liéu t&i cac client khac.

Dich vu lwu trit web tinh

Tinh dén ngay 18 thang 2 ndam 2011, S3 Amazon cung cip cac tiy chon dé lwu trir cac
trang web tinh v&i sw ho tro tai liéu trang chi chi muc (index.html) va ho tro tai liéu bao
16i. Sw ho trg nay da dwoc thém vao nhw mot két qua tir yéu ciu clia ngwdi st dung tir ndm
2006. Vi du, trong treong hop Amazon S3 da dwgc cdu hinh véi cac ban ghi CNAME dé lvu
trit http://subdomain.example.com/. Trong qua kht, mét ngwdi truy cap vao URL nay sé
chila motdanh sich dinh dang XML cta cac d6i twong thay vi mot trang chi index dé€ phu
hop véikhach truy cap ngiu nhién. Tuy nhién, ngay nay, cac trang web lwu trit trén S3 c6
thé chidinh mot trang chti méc dinh dé hién thi va mot trang khac dé hién thi trong trueong
hop trang méc dinh nay khéng ton tai.

Uu diém va tinh ndng ctia S3



Tinh én dinh: Ngwoi str dung S3 dwoc ky thda thuin cung cap dich vu véi mie duy tri
tinh san sang ctia hé théng dat 99,99%. S3 dwoc thiét ké chiu 10i va phuc hoihé théng
nhanh trong thi gian tdi thiéu.

Tinh don gidn, dé diing: S3 cung cip giao dién két ndi Rest API va cac thw vién giao tiép
trén cac ngén ngir pho bién nhw JAVA, Python,...

Tinh mo réng: S3 chi tinh phi dich vu trén dung lwgng va bang thong st dung. Ngudi str
dung c6 toan quyén ting hoic gidm so lwgng cac d6i twong dir liéu dwoc lvu triv dé toi wu
chi phi st dung.

Tinh ré: Theo tinh toan théng ké, chi phi st dung S3 rat canh tranh véi cac gidi phap tw
thiét ké lwu trir trén may chu riéng.

OpenStack Swift

OpenStack Swift 1a hé théng kho Iwu trir d6i twong c6 tinh khd mé cao, dwoc thiét ké dé
lwu trir khéi lwong 16 cac dir liéu phi cau tric véi chi phi thap thong qua giao dién rng
dung Restful. Hé thong OpenStack Swift ¢ thé trién khai mé rong tir mot vai n6t (node) lvu
trir véi dung lwong lwu triv gi¢i han 1én téi hang ngan nétlwu trir phan tin véi dung lwgng
tong thé 1én t&i hang ngan Petabytes. OpenStack Swift dwoc thiét ké chiu 16i, trong hé théng
khong c6 bat clr thanh phan nao la diém chét duy nhit (single point of failure) ma hong héc
cda thanh phén nay kéo theo viéc dirng hoat ddng ctia toan b hé théng. Nhw cac kho lvu
trir dién todn ddm may khac, OpenStack swift dwoc thiét ké dé c6 thé lwu trir va phucvu dir
liéu ndi dung déng thoi nhiéu ngwdi dung dich vu.

Ddc trwng ctia OpenStack Swift

OpenStack Swift lwu trir dir liéu dwédi dang cac d6i twong div liéu dwoc truy xuit qua
dinh danh URL.

TAt ca cac d6i twong lwu trit déu dwoc nhan ban ra it nhatba viung chiu 16i dwoc dinh
nghia nhw 1a nhém cac 6 dia cirng, nhém cac notlwu trit,... Muc dich ctia viéc nhan banra
cac vung chiu 16i khac nhau la dé gitp déi twong lwu trit van c6 thé truy cap t&i dwoc khi cé
sw ¢6 trén mot hodc hai ving chiu 16i.

TAat ca cac d6i twong c6 théng tin siéu dir liéu di kéem nhw quyén ngwdi st dung, thoi
gian khéitao...

OpenStack Swift cung cip giao ti€p RestFul API dé truy xuat déi twong dir liéu.

b6itwong dit liéu dwgc phin tan trén hé thong ma khong phu thudc vao dinh danh URL
cua doi twong.



OpenStack Swift mé& rong hay thu hep hé th6ng bang viéc thém bdt cac ndt lwu triv
nhwng khong anh huwdng dén hiéu ning cia hé thong. Qua trinh thém bét cac notla hoan
toan trong su6tva khéng anh hwdng dén hoat dong cia toan hé thong.

Cac not Ivu triv 1a phan crng may cht ph6 bién nhw Dell, HP,...

Cac lap trinh vién hodc ngudi str dung nén tdng OpenStack Swift c6 thé st dung truc
tiép giao ti€p API cung cip béi OpenStack Swift, hodc st dung cac thw vién giao ti€p trén
cac ngbén ngit 1p trinh phé bién nhw Java, Python, Ruby va C#.

REST API

.

Get/Put/Delete

Dit liéu Liru trir

Hinh 2.5. Truy cap dir liéu qua Rest API

Xir ly dir liéu lon MapReduce/Hadoop

Theo thong ké, lwgng dit liéu dwgc tao ra hién nay ting gip doi sau chu ky 2 nam. Pong
gbp vao su ting tredng khéng 16 nay 1a cac van ban, tip tin video, audio dwgc chia sé trén
cac mang x4 hoi nhw twitter, facebook. Ngoaira con phai ké dén dit liéu sinh ra trong
nghién ctru khoa hoc va cac loai dir liéu 14y tir thiét bi cdm bién lap dit khip noi trén thé
gi¢i. Trong ngit canh nay, tir khda “big data” hay dit liéu 16n tré thanh tir khda dwgc nhic
dén nhiéu nhattrong gi¢i cong nghé. Dt liéu 1én didtra nhiéu thach thirc cho viéc thiét ké
lai hé thong lwu trir va xi ly, cling nhw mang lai nhiéu lgi ich néu dwoc khai thac nhw mét
nguon tai nguyén trong ky nguyén so.

Dir liéu 16n dwoc dic tA bang 4V: Volume, Velocity, Variety va Value. Volume ndi t&i
dung lwong khong 16 cta dir liéu 16m, velocity néi téi lép div liéu 16n doi hoi phai xt Iy
nhanh va lién tuc. Variety tham chiéu t&i sy da dang cta cac loai dit liéu cau truc va phi cau
truc ton tai hién nay. Value la vé gia tri quy bau c6 thé c6 dwoc khi khai thac dir liéu 1én.

Mot van dé cin phai thdy, d6 la dién toan dam may la nén tang co ban cho phép lwu triv
va khai thac dir liéu 16n tré nén pho bién. Nhw da phén tich, véikng dung dién toan dam
mady, cac doanh nghiép t6 chirc c6 thé thué may cht hodc dich vu lwu trit phén tich dir liéu
16n vé&i chi phi thdp ma khong phai dau tw ha ting va con ngwdi d€ quan tri hé théng. Trong
phén nay, ching ta sé di vao tim hi€u xtr Iy dir liéu 16n véi Hadoop MapReduce.



MapReduce la mot trong nhitng cong nghé tao kha nang cia cudc cich mang dir liéu
1é6n, mot mod hinh 1ap trinh va céng cu dwoc Google dwa ra gi¢i thiéu vao nam 2004.
Mapreduce cé thé hiéu 1a mot phwong thirc thuc thi dé€ giip cac tng dung c6 thé xir Iy
nhanh mot lwong dit liéu 1é6n trén moi tredng phan tan. CAc may tinh nay sé hoat dong song
song nhung ddclap véi nhau, muc dich 12 1am rat ngan thoi gian xi 1y toan bd dit liéu.

Uu diém ctia MapReduce

- Xt ly tot bai toan vé lwong div liéu 16 c6 cac tic vu phan tich va tinh todn phirc tap
ma khong thé xir 1y tot trén mdi tredrng mot may tinh toan.

- Giai thuat MapReduce gom hai buéc co ban, Map va Reduce don gian nhwng c6 thé
dac td hau hét cac bai todn trén moi trweong phan tan.

- M6 hinh thwc hién MapReduce c6 kha nang chiu 16i cao. Khi c6 16i x4y ra tai mot nut
tinh toan trong hé théng, tinh toan tai ntt dé sé dwoc thwe hién lai ma khéng anh huwéng téi
tinh toan trén cac nut khac.

- Tinh toan MapReduce dwoc phan tan trén cac nut lwu trit. So véi cdc mo hinh tinh
toan khac ma dir liéu dwoc sao chép dén cac nut tinh toan va thwc hién trén cac niat dé, mo
hinh tinh todn MapReduce khac biét & chd ma chwong trinh dwgc sao chép téi cac natluu
trir dé thuc thi. Dy la mot trong nhirng di€ém mau chéttién tién ciia MapReduce vi quan
diém di chuyén ma chwong trinh tiét kiém va hiéu qua hon di chuyén dir liéu ma cé thé Ién
téi hang TB.

- Nén tang tinh toan MapReduce dugc thiét ké dé thwc thi véi cac may chi pho thong,
khong cin nang lyc tinh todn va lwu trit lén nhw moé hinh tinh toan song song MPI. Diéu nay
dat dwoc nhd vao thiét ké chiu 16i cao.

Nguyén tdc hoat déng ctia MapReduce

MapReduce hoat ddong trén mot nguyén tac don gidn. Cac phép toan 14y dau vao 1a mot
tAp cac cdp khda/gia tri va dwa ra mot tAp khoa/gia tri dau ra. MapReduce biéu dién tinh
toan chi bang hai ham: Map va Reduce.

Ham Map, 1y dau vao la mét cdp khoa/gia tri va dwa dau rala mét tip cac cap khéda/gia
tri trung gian. Cac cap khoa/gia tri trung gian nay sau d6 dwoc gop lai va cac cap khéa/gia
tri trung gian c6 cung khéa sé dwgc chuyén cho ham Reduce. Tir @6 ham Reduce tinh todn
trén cac cdp nay nham dwa ra cac gia tri tong quan hon 1a két qua cudi cung.

Tinh todn MapReduce trong thuc tién

Vé&inguyén tic hoat dong ciia MapReduce gi¢i thiéu bén trén, c6 nhiéu phwong phap
hién thyc héa mo hinh tinh toan MapReduce nhw phéat trién nén tang trén cac may tinh chia
sé b0 nhé trong, trén cac may tinh da xt ly NUMA, trén cluster tinh toan... Trong phén nay,
chiing ta sé di vao tim hiéu tinh toan MapReduce trién khai trén cluster. Mot cluster gom



hang tram t&i hang ngan may cht phé thong két néi véi nhau qua mang LAN thong thwong
100 Mbs hoc 1 Gbs. Phén cirng lwu trir trén cdc may chi nay khong doi hdi hiéu nang cao,
chila cic dia cirng thong thwdng két néi qua chudn IDE. Pon vi cong viéc trong chwong
trinh MapReduce goila géi cong viéc (job), mdi job gdom nhiéu tac vu dwoc diéu chuyén
théng qua hé thong phan phoi chung t&i cac may ch thudc cluster.

Tac vu Map dwoc thwe hién phan tan trén cac nut lwu trit. Qua trinh phan tan dwoc thuwe
hién tw d0ng théng qua viéc dir liéu dau vao dwoc chia nho. Tac vu Reduce ciing dwoc phian
tan thong qua viéc cac cap khda/gia tri trung gian dwoc nhém lai thanh cac cap c6 khéa
giong nhau. Luong thwc thi mot goéi cong viéc MapReduce bao gobm cac buwéc sau (hinh 2.6):

- MapReduce cluster vé co ban gbm mot niat Master va cac nut Worker. Nt Master lam
nhiém vu quan ly va diéu tiét cadc Worker.

- Thuw vién MapReduce phia ngw¢i st dung giri ma bién dich ctia tac vu Map téi cac nut
tinh toan thwong la cac nut chira dir liéu cta tép tin diu vao. S6 lwgng cac tic vu Map dugc
chay song song thuwdrng bang s cac block cua tép dau vao.

- Cac nit tinh todn la cAc worker doc dir liéu tir tép tin dau vao, thwdong 1a tir chinh
block dworc lwu triv trén 6 dia cuc bd. Tac vu Map sinh ra tap cic cap khda/gia tri trung gian
lru trén bd nhé trong.

- Theo dinh ky dwoc cdu hinh, cac cap khéa/gia tri trung gian ndy dwoc ghivao 6 dia
clirng cuc b, chia thanh Rnhéom (R 1a s6 lwgng cac nit chay tac vu Reduce). Vi tri cia cac
cdp nay dwgc thong bdo cho may chi Master dé Master lam nhiém vu dwa lai dia chi nay
cho cac may chu lam tac vu Reduce.

- Khi Worker thwc hién tac vu Reduce dwgc théng bao vé vi tri cac cap khoa/gia tri
trung gian, cic Worker nay st dung RPC d€ doc dir liéu nay. Khi qua trinh doc két thic,
Worker sdp x€&p lai cac cap khéa/gia tri trung gian theo khéa.

- Worker thuc hién Reduce tinh todn tuan tw trén cac dit liéu dwoc sip xép. Paura ciia
tac vu Reduce dwogc ghi vao tép tin dau ra.

- Khi tit ca cac tdc vu Map va Reduce dwgc két thic, Master thong bao lai két qua cho
chwong trinh ctia ngui st dung.
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Hinh 2.6. Mé tad quad trinh thwc thi goi cong viéc

2.5.CAU HOI VA BAI TAP

1. Néucac dic diém cua hé thong lwu trit phin tan.

2. Néu cac didc diém cta hé thong lwu trir HDFS.

3. Phan biét va so sanh co s& dir liéu NOSQL va hé co s& dir liéu quan hé.
4, Tim hiéu vé kién tric Amazon S3 va so sanh v&i OpenStack swift.

5. So sanh Ky thuat lwu triv trén dién toan ddm may véi ki thuat lwu triv truyén
thong.

6. Phan tich wu nhwoc diém cua HDFS.
7. So sanh mo hinh thuc thi MapReduce va mo6 hinh thwc thi MPIL.
8. Phéan tich nhwgc diém cia MapReduce.

9. Gidi thiéu cicxu thé tinh toan cai tién MapReduce.



Chwong 3
AN TOAN VA BAO MAT

Trong mot hé théng thong tin, an toan va bao mat (ATBM) la sw ddm bao tinh bi mét,
tinh toan ven va tinh sn dung ctia hé thdng dwéinhitng de doa dén tir cic sw c6 phan
cirng/phan mém hodc dén tlr sw tAn cdng c6 chii dich cta con ngudi. Vi cac hé thong ddm
may, noi dit liéu va cic tién trinh x ly thong tin cia ngwdi dung dwoc giao phé cho sw quan
ly cia cac nha cung cap dich vy, thi vin dé ddm bao tinh an toan va bado méit cang tré nén
cip thiét. Chwong nay sé trinh bay nhirng van dé dit ra vé ATBM va gi¢i thiéu mot so giai
phap dam bao tinh ATBM cho cac hé th6ng ddm may. Cac chi dé chinh cia chwong bao
gom: Cac van dé vé ATBM trong dién toan ddm may; Mot sé phwong phap dam bao tinh
ATBM cho c4c dich vu ddm may; Giai phép thiét ké kién tric hé thdng ddm miy nham dam
bao ATBM.

3.1. CAC VAN PE VE AN TOAN VA BAO MAT
TRONG DIEN TOAN PAM MAY

bién toan ddm may dwgc xem nhw gidi phap gitp khach hang tiét kiém dwoc nhiéu chi
phi diu tw cling nhw cdng strc quan ly va van hanh hé thdng. Tuy vay, do tinh chat phan tan
va trwc tuyén, tich hop nhiéu ting dich vu vé&i nhiéu cong nghé dic thu, gidi phdp nay dong
thoi cling boc 16 nhiéu nguy co méi vé ATBM. Nam 2009, t6 chirc khdo sat va phan tich thi
treong International Data Corporation (IDC) tién hanh khao sat y kién cda cac giam d6c
théng tin (CIO) tir nhiéu cong ty hang diu vé nhirng tré ngai trong viéc chuyén d6i sang mo
hinh dich vu ddm may. Két qua khao sat (minh hoa trong hinh 3.1) cho thiy vin dé ATBM
dangla lo ling hang d4u ctia cac td chirc thué dich vu dam may.

Trong phan nay, chiing toi trudc tién tom tat mot sd van dé lién quan téi ATBM trén cac
tang dich vu khac nhau cta dién todn ddm may. Sau d6 gi¢i thiéu motsé 16 hong ATBM va
nguy co vé ATBM trén cac hé thdng dam may.

Cdc vdn dé vé an toan va bdo mdt trén cdc tdang dich vu dam mdy

Nhw da dé cip dén trong chwong 1, mo hinh dién todn ddm may cung cip ba ting dich
vu chinh: dich vu phdn mém (SaaS), dich vu nén tdng (PaaS) va dich vu ha ting (laaS).

V&iSaaS, gdnh ndng vé ATBM thudc vé phia nha cung cip dich vu. Cac dich vu phan
mém thwong dit trong tAm vao viéc tich hop chirc ndng dong thoi toi thi€u hoa khad nang
can thiép va mé rong ctia nguwdi st dung. Trong khi do, cac dich vu nén tdng ho trg nhiéu
hon kha nang can thiép va mé rong. Va dudi cling, cac dich vu ha ting cho phép nguwdi st
dung c6 kha nang can thiép va déng thoi chiu trach nhiém lén nhat vé ATBM.



¥18% An toan va bao mit
I P06 kha dung
—————  Hiéu ndng
D Hghi ngd ve viée tdn kém hon md hinh truyén thdng
e Thieu céc tiéu chudn ve khi nang twong tac
P Bwa vio hé théng hién ¢ thi khé khin
N Kha nang tich hop véo hé thong IT hién cd
s Khang dG khd ndng dé tiny chinh

TFE T2% T4% TH% K'E RIFE E1% | E KA L1 e

Hinh 3.1. Két qud khdo sdt cia IDC vé nhirng quan ngai ctia khdch hang véi mé
hinh dién todn dam may

An toan va bdo mdt trong cdc dich vu phdn mém

SaaS cung cap cac dich vu phdn mém theo nhu cdu nhw thw dién tr, hoi thao trwc tuyén,
ERP, CRM,... Noi dung tiép theo sé trinh bay motsd van dé vé an toan va bdo mit trong ting
dich vu nay.

Vidn dé 1. Bdo mdt trng dung

Ngudi str dung thwong truy nhap cac rng dung dam may thong qua trinh duyét web.
Sai sOttrong cac trang web c6 thé tao nén nhitng 16 héng cta dich vu SaaS. Tin tic tir 6 c6
thé giy thwong tén t&i cac may tinh clia ngwdi sit dung dé thuwe hién cdc hanh vi dcy hoic
an trom cac thong tin nhay cam. ATBM trong dich vu SaaS khong khac véi trong cac eng
dung web théng thwong. C6 thé tham khdo thém vé nhitng vin dé ATBM rng dung web
théng qua bai viét “The most critical web application security risks” do OWASP (Open Web
Application Security Project) xuit ban.

Védn dé 2. Nhiéu ngwoi thué dong thoi (multi-tenancy)
Cac dich vu SaaS c6 thé dwoc xay dung theo ba mo hinh:

— M6 hinh kha mé (scalability model): Méi ngwoi stt dung dwgc cAp mot thé hién da
chuyén biét héa cia phdn mém. Mic du c¢6 nhiéu nhwoc di€m, nhwng moé hinh nay lai khong
tao nén nhirng van dé 1&n vé an toan va bao mait.

— M6 hinh c4u hinh qua siéu dit liéu (configurability via metadata): M&i ngudi ciing cé
mot thé hién riéng cia phan mém, tuy nhién cic thé hién nay dung chung mot ma nguén, sw
khac biét chila cdu hinh cia phdn mém thdng qua cac siéu dir liéu.

- M6 hinh nhiéu ngwoi thué dong thoi: Trong mé hinh nay, motthé hién duy nhat cia
rng dung dwoc chia sé cho nhiéu ngwdi thué. Khi dé tai nguyén sé dwgce stv dung hiéu qua
(mdc du tinh kha mé& sé giam di). Trong m6 hinh nay, do dit liéu cua cac ngwdi dung dwoc
lwru trix trén cung mot co s& dir liéu nén nguy co veé ro ridir liéu co6 thé xay ra.



Vin dé 3. Bdo mdt dir liéu

Trong SaaS, dit liéu thuwong dwgc xi ly dwéidang ban ro va dwoc lwu trit trén ddm may.
Nha cung cip dich vu SaaS sé phai chiu trach nhiém vé bado mét dir liéu trong khi ching
dwocxtr Iy va lwu trit. Viéc sao lwu dir liéu rat phé bién trong cac hé th6ng dam may ciing
tao nén nhirng van dé phat sinh cho bao mat dir liéu, nhat la khi nha cung cap dich vu ky
hop dong sao lwu lai véi mot dbi tic thi ba khéng dang tin cy.

Vidn dé 4. Truy cdp dich vu

Viéc cac dich vu SaaS hé tro kha ning truy cap thdng qua trinh duyét mang lai nhiéu
thuan loi, vi du nhw chiing c6 thé dé dang dwoc truy cip tir cac thiét bi két ndi mang khac
PC nhw dién thoai hay may tinh bang. Tuy nhién, diéu nay lai tao nén nhirng nguy co méi vé
ATBM nhu cac phdn mém an trom dir liéu trén di dong, mang Wifi khong an toan, kho trng
dung khong an toan,...

An toan va bdo mdt trong cdc dich vu nén tdng

PaaS hd tro viéc xy dung cac trng dung ddm mAay ma khong cin quan tAm t&i van dé
thiét 14p va duy tri ha ting phan c¥ng hay méi trwdng phadn mém. Van dé ATBM trong PaaS
lién quan t&i hai khia canh: bao mit trong ndi tai ciia dich vu PaaS va bao méat trong phan
mém clia khach hang trién khai trén nén dich vu PaaS. Noi dung tiép theo gii thiéu méot s
vin dé vé ATBM trong ting dich vu nén tang.

Vidn dé 5. An toan va bdo mdt ciia bén thit ba

Dich vu Paa$S thwong khong chi cung cdp moi tredong phat trién &wng dung cia nha cung
cdp dich vu ma doikhi cho phép st dung nhirng dich vu mang ctia bén th ba. Nhirng dich
vu nay thwong dwgc dong géi dudi dang thanh phan tron (mashup). Chinh vi vy, ATBM
trong cac dich vu PaaS ciling phu thudc vao ATBM cuia chinh cdc mashup nay.

Vidn dé 6. Vong doi ctia tthg dung

Giong nhw cac loai hinh rng dung khac, cdc tng dung trén dich vu ddm méiy ciing c6 thé
lién tuc nang cap. Viéc nang cap rng dung doi héi nha cung cip dich vu Paa$S phai ho tro tot
cho nhirng thay d6i cia rng dung. Dong thoi, ngwdi phat trién ciing can phailwu y rang sw
thay déi ciia cac thanh phan &ng dung trong qua trinh ning cip do6ikhi giy ra cic van dé vé
ATBM.

An toan va bdo mdt trong cdc dich vu ha tdng

[aaS cung cAp mét vung chira tai nguyén nhw may chu, mang, kho lwu trir bao gom ca
cac tai nguyén dwoc do hoa. Khach hang c6 toan quyén kiém soat va quan ly cac tai nguyén
ho thué dwoc. Cic nha cung cdp dich vu [aaS phai bao vé hé thong khoi nhitng dnh hwéng
lién quan t&i vian dé ATBM phat sinh tir cac tai nguyén cho thué ctia khach hang. Noi dung
tiép theo liét ké mot s6 van dé vé ATBM trong ting dich vu laaS.



Vén dé 7. Ao héa

Cong nghé 4o hda cho phép ngudi st dung dé dang tao 14p, sao chép, chia sé, di tri va
phuc ho6i cadc may 4o trén dé thuc thi cdc tng dung. CoOng nghé nay tao nén mot ting phin
mém mai trong Kién triic phdn mém cua hé thong. Chinh vi vdy né cling mang dén nhirng
nguy co m&i vé ATBM.

Vdn dé 8. Giam sdt mdy do

Thanh phén gidm sat may o (virtual machine monitor - VMM) hay con goila
supervisor c6 trach nhiém gidm sat va quan ly cadc may do dwoc tao trén may vatly. Chinh vi
vay, néu VMM bi ton thwong, cic may o do n6 quan ly cling cé thé bi ton thwong. Ditrd
may ao tr mot VMM nay sang mét VMM khac ciing tao nén nhirng nguy co méi vé ATBM.

Védn dé 9. Tai nguyén chia sé

Cac may 4o trén cung méthé théng chia sé mot s6 tai nguyén chung nhw CPU, RAM,
thiét bi vao ra,... Viéc chia sé nay c6 thé lam gidm tinh ATBM ctia mdi may 0. Vidu, mot
may 40 c6 thé danh cdp thong tin ciia may 4o khac thong qua bd nhé chia sé. Hon nira néu
khai thac mots6 kénh giao ti€p ngdm gitra cAc may 4o, cAc may 4o c6 thé bd qua moi quy tic
bao mat ciia VMM.

Vdn dé 10. Kho dnh mdy do cong cong

Trong moi trwedrng laaS, anh may 40 13 mdt mau sdn cé dé tao nén cdc may do0. Mot hé
th6ng ddm may co6 thé cung cdp mdts6 dnh may do trong mot kho cong cong dé nguwoi dung
c6 thé dé dang tao nén may ao theo nhu cau ctia minh. D6i khi hé théng ddm may c6 thé cho
phép nguwdi st dung tw tai anh may do cia minh 1én kho cdng cdng nay. Piéu nay tao nén
mot nguy co vé bao mitkhi tin tic tai 1én nhitng dnh may do cé chira ma déc va nguwoi st
dung c6 thé dung nhirng &nh nay dé tao may ao ctia ho. Hon nira, qua viéc tai anh may 4o
1én kho cong cong, ngudri dung cling c6 nguy co mat di nhirng dir liéu nhay cdm cia minh
trong anh may ao da tai. Anh may ao ciing tao ra nguy co vé bao mat khi chiing khong dwoc
va16i gidng nhw cac hé théng dang van hanh.

Vidn dé 11. Phuc h6i mdy do

Nguwoi st dung c6 thé phuc hoi may do vé mot trang thai da dwoc lwu triv trwede dé. Tuy
nhién, nguy co vé ATBM lai phatsinh khi nhitng 16i dwoc va méi khong 4p dung cho trang
thai may ao c.

Vidn dé 12. Mang do

Mang do c6 thé dwoc chia sé b&inhiéu nguwdi thué trong mot viing chira tai nguyén. Khi

dd, cac van dé ATBM c6 thé phatsinh gitra cic ngwdi thué chia sé chung mang do nay nhw
viéc mdt may do c6 thé nghe trom cac ban tin giri cho may ao khac trén cing mang.



Mot s6'16 héng vé an toan va bdo mdt trong cdc hé théng dam may

bé gidi quyét nhirng vin dé vé ATBM da datra nhu trong phan truedc, cong viéc dau tién
clia cAc nha cung cip dich vu ddm may 1a phai xac dinh dwocnhitng 16 héng c6 thé ton tai vé
ATBM trong hé thdng ciia minh. Bang 3.1 tdng két mots6 16 hdng dién hinh vé ATBM trong
cac hé théng ddm may.

Bang 3.1. Cac 16 héng an toan bao mat trong hé théng dam may

STT Lé hong Mo ti

Phan lén cdc nha cung cip dich vu ddm miy cung cap
dich vu théng qua cac giao dién HTTP, SOAP, hodc

Giao dién ngudi sir REST. Nhimg vin dé bao mit gin vdi cic giao dién
1 dung va API duoc niy bao gom:
cung cap khong an — Chimg nhén sir dung hop 1& yéu;

todn . .
— Viéc kiém tra xac quyén khong du;

— Thiéu kiém tra tinh hop 1& cia dir liéu.

.. . Wz — Hé thong co thé gip phai tinh hudng danh sin qua
Tai nguyén phin bé

khong gidgi han
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nhiéu tai nguyén néu nhu viéc danh gia ve tai
nguyén sir dung khdng chinh xac.

— Kha niing phén tich yéu cho nhimg dif liéu c6 ngudn
goc khic nhau (ching han cua cic doi twong canh
tranh, hojc cua tin tic) dan dén ching dé bi danh
cip.

. — Dir liéu khéng dugc xoa hoan toan.

Cac 16 hong lié . . . . . .

,E?C ? ,?ng enauan - py liéu duge sao luu boi mot bén thir ba khéng tin

ton dir lidu .
cdy.

— Nguoi sit dung thuong khéng biét vi tri luu triv diy
ligu.

— Dit liéu thuong duge luu trir, luu chuyen va xir ly

dudi dang ban ri.




— Tén tai nhimg kénh giao tiép khéng twéng minh.

— Cip phat va giai phéng tai nguyén khéng han ché
trong may do.

— Di trit khéng duoc kiém soat.

4 Lo hong trong may do | _ Khéng kiém sodt cac snapshot co thé din dén ro ri
dit liéu.

— Céc mdy 4o c6 IP ¢ thé quan sat duge bén trong
dam may, do viy tin tic co thé dinh vi duge mot
mdy 40 can tin cong.

— Anh may ao dugc dit trén kho luu trir cong cong mot

L4 hong trong anh cich khong kiém sodt.
5 .. . =
may ao — Anh may ao khong thé va loi vi chung khong hoat
ddng.
p L4 hong trong — Kha ning cau hinh linh déng cua hypervisor cé thé
’ hypervisor khién ching bi khai théc.
Lﬁhéngtmngmgmg _— I T S .
7 io — Lo hong khi chia sé cdc cau noi ao gifra cic may do.

Nhi¥ng nguy co’ vé an toan va bao mdt trong cdac hé théng dam mady

Thang 11 nam 2008, lién minh an toan bdo mat trong dién todn dam may (Cloud
Security Alliance - CSA) dwoc thanh 1ap dwéi hinh thitc mot t6 chirc phi loi nhuin. Nhiém
vu chinh ctia CSA la xac dinh cac van dé lién quan t&i ATBM dam may, sau d6 cung cip
nhitng kinh nghiém va giai phap ho tr¢ gidi quyét cac van dé d6. T6 chirc ndy da nhan dwoc
sw ing ho cia trén mot tram hai mwoi nha cung cip dich vu ddm may, bao gom nhirng nha
cung cap hang dau nhw Google, Amazon hay Saleforce.

Nam 2013, trong tai liéu “The Notorious Nine: Cloud Computing Top Threats in 2013,
CSA cong b6 9 nguy co 1én nhat vé ATBM trong cac hé thong ddm may. Cac nguy co nay bao
gom:

- Ro ridir liéu. RO ri dir liéu 1a viéc dix liéu ctia ngwdi dung hodc té chirc thué dich vu
dam may bi thit thoat vao tay nhirng doi twong khong mong doi. Day c6 1€ la mottrong
nhirng de doa nghiém trong nhat déi cac t6 chirc st dung dich vu. Trong mét hé thong dam
mady, viéc tich hop nhirng c6ng nghé méi tao nén nhirng nguy co méi vé thit thoat dir liéu.
Vi dy, vao thang 11 nam 2012, cac nghién ctru vién & trwedng Pai hoc North Carolina, trrong
Paihoc Wisconsin va to chirc RSA di cong b6 mdt cong trinh, trong d6 mod ta phwong thikc
st dung mot may do dé trich xuit cac khoa riéng tw tir may do khac trén cing mot may vt
ly.



- Mdt mdt dir liéu. Mat mat dix liéu la viéc dir liéu ciia nguwoi dung hodc tb chirc thué dich
vu bi pha hily hodc khéng thé truy nhiap dwgc. D6ivéikhach hang, mat mat dir liéu 1a mot
diéu t6i té, n6 khong nhirng khién khach hang mat di thong tin ma déi khi khién cac hoat
ddéng ctia khach hang trén hé théng dich vu bi gian doan hodc thdm chi sup d6. Nguyén nhéin
cho viéc mat mat dir liéu c6 thé dén tir nhirng tAn céng cla tin tic; tir truc trac cua hé thdng
phan mém/phin cirng; hodc do cac thdm hoa nhw chdy né, dong dit. Doi khi mat mat di
liéu con do phia ngwoi dung, vi du nhw khi ngwéi dung givi ban ma héa cua dit liéu 1én dam
may nhung lai quén mat khda dé gidi ma chung.

- Biddnh cdp tai khodn hodc thdt thodt dich vu. Hién twong nguwdi st dung bi danh cip
tai khoan hodc thit thoatdich vu c6 thé n6i kha pho bién trong cic loai hinh dich vu truwc
tuyén. Nhiéu ngudi st dung bi danh cip tai khoan do “dinh bAy” phishing hoic do cac16
hong phan mém trong hé théng bi tin tac khai thac. Moi trwong dién toan dam miy dang la
mién dat méi cho cac ky thuat tin cong dang nay. Khi quyén truy nhip cia mot hé thong
dich vu ddm may roi vao tay tin tic, ching c thé can thiép vao cac hoat dong cia hé thong,
thay ddi cac giao dich ctia hé théng, dAn hwéng khach hang ctia hé théng téi nhirng lién két
cda chung, bién tai nguyén ctia khach hang trén ddm may thanh mot cin cir tin cong méi
ctia chung,...

Mot vi du dién hinh 13 sw kién dich vu ddm may cia Amazon gap 16i XSS (Cross-site
Scripting) vao thang 4 ndm 2010. L6i nay khién khach hang mat di quyén truy nhap vao hé
théng va tai nguyén ctia khach hang trén hé théng tré thanh cic botnet cia mang lwéi tin
cong Zeus.

- Giao dién va API khéng an toan. Cac nha cung cip dich vu ddm may thwong cung cip
cho khach hang mot tp giao dién phan mém (API) nham gitip khach hang c6 thé quanly va
twong tc v&i dich vu mot cach tw dong. Cac API dwoc to chirc thanh nhiéu nhém theo tirng
tang dich vu. API thudc cac ting khac nhau phu thudc vao nhau giong nhw sy phu thudc
gitra cac tAng dich vu. Khi 16 hng bado mat trong cac API bi tin tic khai thac, tinh ATBM cuta
hé théng sé bi xAm pham. L6 héng trong cac API tAng thip sé& anh hwdng dén cac API thudc
tAng cao hon. Do vay, vdn dé ATBM clia hé thng ddm may gan bo mat thiét t&i viéc bdo mat
cho cac API nay.

Bén canh d06, cac t6 chirc str dung dich vu dam may déi khi tw xay dung nhirng ting dich
vu m&i cho khach hang ctia ho dwa trén cac API ctia nha cung cip dich vu ddm may. biéu
nay cang lam ting thém nhing rai ro vé ATBM tir hé théng API cia dam may.

— Ttr chéi dich vu. Tan cong tlr chéi dich vu la cach thirc han ché kha nang truy nhap vao
di liéu va ng dung ctia ngwdi st dung dich vu. Phwong thirc thwong dung trong viéc tin
cong tlr chéidich vu la viéc tao ra mot s6 lwgong yéu ciu 1én bat thwong téi cac dich vu bi
tdn céng khién cho tai nguyén hé thong (RAM, CPU, HDD, bang théng,...) can kiét. Khi dé hé
théng tré nén cham chap, dap &ng kém hoac khong dap &rng dwoc cac yéu cau tir khach
hang khién cho ho batbinh va quay lwng lai v&i dich vu.



- Nguy co tir bén trong. Nguy co tir bén trong am chi nhirng nguy co dén tir cic ca nhan
c6 4cy nam trong t6 chitc cung cap dich vu, vi du nhw mot quan tri vién ctia hé théng dam
may. Khi cdc doi twong nay cé quyén truy nhap vao mang, dix liéu, cic may chu cia hé thong
dam may, cac dit liéu quan trong ctia khach hang c6 thé bi danh cap; tng dung ctia khach
hang c6 thé bi stra d6i khién chiing vin hanh theo chiéu hwéng gay thiét hai téi khach hang.

- Swlam dung dich vu ddm mdy. Mot trong nhitng loi ich ma dién todn ddm may mang
lai 1a n6 cho phép métto chirc nho cling c6 kha ning st dung mot ha ting lén. M6t to chirc
nho cé thé gap kho khin khi xay dwng va duy tri hang chuc ngan may chd. Tuy nhién, véi
mo hinh dién todn ddm may, ho lai c6 thé thué dwgc ching trong mot khoang thoi gian nhat
dinh. V&inguyén tic nhw vy, mot tin tic c6 thé thué mot hé thong hang chuc ngan may chu
ctia dich vu ha tAng ddm mAay dé€ nham muc dich x4u nhw gidi ma dit liéu, tAn cong DDoS,
hay phat tan cac thong tin hoac phin mém ddc hai.

- Khdo sdt khéng ddy dii. Nhiéu doanh nghiép lwa chon viéc chuyén doi sang sir dung
cac dich vu ddm may do nhirng hira hen vé viéc gidm chi phi dau tw, tang hiéu qua van
hanh,... Tuy nhién, doanh nghiép sé chiu nhiéu rui ro tiém tang néu ho thi€u sw hi€u biét vé
moi tredrng cong nghé méi nay. Vi du khi mot doanh nghiép chuyén d6i mot hé théng ng
dung dang vin hanh trén mot mang cuc bd 1én ddm may. Néu hé thong &rng dung nay ap
dung mét so gia dinh vé chinh sach ATBM cho mang cuc b thi khi chuyén déi rng dung 1én
moi treong dién toan dam may, cac chinh sach nay s€ khong con hiéu lywc nira va khi d6 trng
dung sé nam dw&inguy co mit an toan.

- L6 héng trong cdc cong nghé str dung chung. Hé théng ddm may thwong cung cip cac
dich vu mot cach linh hoat thong qua viéc chia sé ha ting, nén tdng va ng dung. Tuy nhién,
trong hé théng thwong c6 mot sé thanh phan (chd yéu tir ha ting nhw bd dém cache ctia
CPU, bd xtrly d6 hoa GPU,...) khéng dwoc thiét ké cho viéc chia sé nay. Cac dic diém nay khi
bi tin tic khai thac c6 thé tao nén nhitng 16 hng bdo mat méi.

C6 thé ndi, da phan nhirng nguy co ké trén dén tir nhirng cong nghé ciu thanh nén hé
th6ng ddm may nhw dich vu web, trinh duyét web, do hoa,...

3.2.MOT SO PHUONG PHAP PAM BAO AN TOAN
CHO DICH VU PAM MAY

D& ddm bao an toan va bao mat cho hé thdng ddm may, cac nha quan ly dich vu ddm
mAay can nhirng chién lwgc va quy trinh hoan chinh thay vi 4p dung nhirng ky thuit ang phé
don1é, roirac. Néu chiing ta xem xét cac sw cd an toan va bao mat la mot dang rdi ro véihé
théng thi viéc ddm bao an toan va bdo mat cho hé théng c6 thé dwoc thuc hién theo mot
quy trinh quan ly rairo nhw trong hinh 3.2.
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Hinh 3.2. Quy trinh qudn ly rti ro vé an toan va bdo mdt
Cac budc thyce hién chinh trong quy trinh bao gom:

Buwdérc 1. Lap ké hoach: Muc tiéu ctia bwéc nay 1a nhin dinh nhitng nguy co vé an toan va
bao mat; xac dinh cac co ché kiém sodt an toan va bdo mdt (security controls) hiéu qua
nham gidi quyét cac nguy co; 1én ké hoach cho viéc thwc hién cac co ché kiém so4tan toan
va bao mat nay.

Bwérc 2. Trién khai: Bao gom viéc cai dit va cdu hinh cho cic co ché kiém soatan toan va
bao mat.

Bwéc 3. Danh gia: Panh gia tinh hiéu qua cia cta cac co ché kiém soatva dinh ky xem
xéttinh day dua cta co ché kiém soat.

Bwérc 4. Duy tri: Khi hé thong va cac co ché kiém sodt da van hanh, can thwong xuyén
cip nhit nhirng théng tin méi vé cic nguy co ATBM.

Co ché kiém soatan toan va bao mit (security controls) dwoc hi€u nhw mét ky thuat,
mot hwéng dan hay mot trinh tw dwoc dinh nghia twérng minh gidp ich cho viéc phat hién,
ngan chan, hodc giai quyét cic sw c6 vé an toan bdo mit.

Nam 2013, lién minh an toan va bado mat trong dién todn ddm may (CSA) xuitban tai
liéu CSA Cloud Control Matrix phién ban 3.0 (viét tat 1a CSA CCM v3.0). Tai liéu nay dé xuit
mot tAp hop bao gdbm hon mot tradm hai muoi co ché ki€m soatan toan va bao mat nham
tro giup cac nha cung cip dich vu ddm may dé dang &rng phé v&i cac nguy co vé ATBM.

Trong khuén khé cudn sach nay, ching téi khong cé y dinh gi¢i thiéu lai tit ca cac co
ché kiém soat dd. Thay vi vy, cudn sach gi¢i thiéu mét s6 bién phap ddm bdo ATBM duoc

ap dung pho bién trong cac hé thdng ddm may.

Bdo mat trung tam dir liéu



Bdo mdt mirc vit ly: Cac cong ty nhuw Google, Microsoft, Yahoo, Amazon va mot sé6 nha
khai thac trung tAim dit liéu da cé nhiéu ndm kinh nghiém trong viéc thiét ké, xay dung va
van hanh cac trung tam dit liéu quy mo 1én. Nhirng kinh nghiém nay da dwoc ap dung cho
chinh nén tdng co s& ha ting dién todn dam may cua ho. Ky thuit tién tién trong viéc bao
mat mirc vat ly 1a dat cac trung tim dir liéu tai cic co sé kho nhan biét véi nhirng khoang
sdn rong va vanh dai kiém soat dwgc dit theo tiéu chuin quin sw cung véi cac bién gidi tw
nhién khac. Cac tda nha ndy nam trong khu dan cw khong dit bién bao hodc danh diu, giup
cho ching cang tré nén kh6 nhan biét. Truy cip vat ly dwoc cac nhan vién bdo vé chuyén
nghiép kiém soat chit ché & ca vanh daikiém soatva tai cac 16i vao véi cic phuwong tién
gidm sat nhw camera, cac hé thong phathién xdm nhip va cac thiét bi dién t& khac.

Nhitrng nhéan vién dwoc cip phép phai sit dung phwong phap xac thwc hai bwéc khéng it
hon balan mé&icé thé truy cip vao ting trung tim dit liéu. Thong thwong, tit ca khach tham
quan hay cac nha thiu phai xuit trinh can cwéc va phai dang ky. Sau dé ho tiép tuc dwochd
téng b&i di ngli nhan vién dwoc cip phép.

Cac cong ty cung cip dich vu ddm may doéi khi thiét lap trung tim dir liéu véi mirc do
tién tién vuot xa so véi cac trung tAim dit liéu cla cac cong ty dich vu tai chinh. May chi cua
cac trung tAm dit liéu nay dwoc dat vao him tri 4n kién cd khong dé dang vuot qua nhw
ching ta van thiy trong cac bo phim gian diép. Trong trung tAm dit liéu Fort Knox clia
Salesforce.com, cic nhan vién an ninh ap dung phwong phap tuan tra vong tron, st dung
may quétsinh trdc hoc ndm cdp dd, hay thiét ké 16ng bay c6 thé roixudng khi chirng thuc
khong thanh cong. Hinh 3.3 minh hoa mdt s6 bién phap bao matvatly.
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Hinh 3.3. Bdo mdt mirc vdt ly

bé trdnh cac cudc tin cong ndi bd, hé thong ghi nhatky va kiém tra phan tich cho cac
két néi cuc bd dwoc kich hoat thwong xuyén. AICPA (American Institute of Certified Public
Accountants) cung cip nhirng tiéu chuin ky thuit lién quan t&i bdo mat ké trén trong
chirng nhan SAS 70.

Chirng nhdn SAS 70: Phan lén cac ddm may cong cong déu can chirng nhin nay. Chirng
nhin nay khéng phai la mot danh muc dé kiém tra tai mot thoi di€m. N6 yéu cau cac tiéu
chuin phai dwoc duy tri trong it nhat 6 thang ké tir khi bat dau dang ky. Thong thwdng chi
phi dé€ dat dwoc chirng nhén nay rat 16n ma chi cac nha cung cap hang dau méi dat dwoec.

Cdc bién phdp kiém sodt truy nhdp



Tié€p theo van dé bdo miat mirc vat ly 1a cac ky thuat kiém soat nhirng doi twong c6 thé
truy nhap vao dam may. Dinhién diéu nay 1a cucky can thiét, b&ivi thiu no, tin tic cé thé
truy nhap vao cadc may chu cia ngudi st dung, danh cip thong tin hodc sir dung chiing cho
cac muc dich xau. Chung ta hay 1ay vi du vé cach thirc ki€ém soat truy nhip cia Amazon Web
Services (cling twong tw nhw véi motsd ddm may khac). Cach thirc ki€m soat ndy dwoc thirc
hién qua nhiéu buéc, thwong bat dau véi thong tin thé tin dung ctia khach hang.

Xdc nhdn bang héa don thanh todn: Nhiéu dich vu thwong mai dién ti¥ st dung héa don
thanh toan cho muc dich xac thwe véi ngudi diung. O méi tredng true tuyén, héa don thanh
toan thwong gén lién véi thé tin dung ciia khach hang. Tuy nhién thé tin dung thi thudong
khéng c6 nhiéu thong tin gin véi khach hang nén mot sé bién phap khac c6 thé dwoc ap
dung.

Kiém tra dinh danh qua dién thoai: Mirc d0 ti€p theo ctia ki thuit ki€ém soat truy cip la
phai xac dinh dling d6i twong truy cip. D€ tranh rdi ro trong viéc xac nhin, mot hinh thirc
xac nhan qua cac kénh lién lac khac nhw dién thoai 1 can thiét. Thong thwong nha cung cip
sé lién hé v&i khach hang va yéu cau khach hang trad 1oi s6 PIN dwoc hién thi trén trinh
duyét.

Gidy phép truy nhdp: Hinh thirc gidy phép truy nhip don gian nhit chinh la mat khau.
Khéch hang c6 thé Iwa chon cho minh mét mit khdu manh hodc c6 thé lwa chon nhirng gidy
phép truy nhap nhiéu buwéc nhw RSA SecurID. Ngwoi sit dung can dung gidy phép truy nhip
khi ho muon str dung dich vu truc ti€p. Trong treorng hop ngwdi stit dung dich vu qua AP,
ho cin phai cé khéa truy nhép.

Khéa truy nhdp: D€ goi batky API nao cia hé thong dam may, ngwdi st dung phai cé
mot khda truy nhip. Khda nay dwgc cung cdp cho ngwdi sit dung trong qua trinh thiét lap
tai khoan. Ngwoi st dung can bao vé khéa truy nhip nay dé tranh sw ro ridich vu.

Gidy phép X.509: Gidy phép X.509 dwa trén y twdng vé ha ting khba cong khai (PKI). Mot
gidy phép X.509 bao gbm mot gidy phép (chira khéa cong khai va ndi dung cdp phép) va
mot khéa bi mat. Gidy phép dwoc stt dung mdi khi tiéu thu dich vy, trong d6 khoa bi mat
dwoc stt dung dé sinh ra chit ky s6 cho moi yéu ciu dich vu. DT nhién, khéa bi mat cin phai
dwoc gitr kin va khéng dwoc phép chia sé. Tuy nhién, do gidy phép X.509 thwong dwoc cac
nha cung cip sinh ra va chuyén cho ngui str dung nén khéng thé ddm bao 100% rang khoa
bi mat khéng bi ro ri.

Dé str dung gidy phép X.509, khi yéu ciu dich vu, ngudi st dung sinh chit ky sé bang
khéa bi mat clia minh, sau d6 gin chit ky s8, gidy phép v&i yéu cau dich vu. Khi hé théng
nhin dwoc yéu ciu, nd sé sir dung khda cong khai trong gidy phép dé giai ma chir ky so va
chirng thuc nguwdri dung. Hé théng ciing st dung gidy phép dé€ khing dinh cac yéu cau ditra
la hop l€.

Cdp khéa: Cap khéala yéu t6 quan trong nhat trong viéc truy nhap vao cac thé hién ctia
AWS. Moi dich vu cAn mot cip khoéa riéng biét. Cip khoa cho phép hé thong ddm bao nguoi



dung hop 1é. Mdc du khong thé thay thé cap khda, tuy nhién nguoi str dung c6 thé dang ky
nhiéu cap khoa.

AWS tao cdp khéa bang AWS Management Console néu nguwdi sir dung khong tw tao ra
cho minh. Khéa bi mét sé dwoc glvi dén nguwdi str dung va sau d6 hé thong sé khong lvu triv
lai chung.

Bdo mdt dir liéu va mang

Bdo mdt hé diéu hanh: Bdo mit mirc hé thong c6 nhiéu cdp d6: bao matcho hé diéu
hanh cia may chu vat ly; bao méat cho hé diéu hanh cla cac may 4o chay trén nd; twong Itra
va bao mat cho cac API.

D& bdo mit cho may chi vaitly, Amazon yéu cdu ngwdi quan tri sit dung khéa SSH dé
truy nhép vao cdc may bastion. Bastion la cadc may dwoc thiét ké dic biét va khong cho phép
ngudistr dung truy nhap t&i ching. Sau khi da truy nhap dwoc vao bastion, ngwdi quan tri
c6 thé thwc hién mot s6 1énh véi mikrc wu tién cao 1én cac may cha vat ly. Khi ngwdi quan tri
da hoan tat cong viéc, quyén truy nhip cia ho vao cic may bastion sé bi rut.

Bdo mdt mang: Cac ddm may cong cdng thwong cung cdp mot hé thong twong Iiva dé
ngan chdn cac truy nhip trai phép. Hé thong twong Itva néibd dwoc str dung dé kiém soat
sw trao d6i ndi tai bén trong ddm may. Thong thwong nguwdi str dung can dinh nghia twong
minh cac céng cAn m& cho cac giao dich ndibd nay. Viéc kiém soatva thay do6icacluat
twdng Iira do moi may 4o tw ddm nhéan, tuy nhién hé thdng ddm may sé yéu ciu gidy phép
X.509 khi nguw¢i str dung thwe hién cac thay déi nay trén may do. Trong mo hinh cung cip
dich vu cia Amazon EC2, quan tri vién cia hé th6ng ddm may va quan tri vién cia cic may
do la hai d6i twong khac nhau. AWS khuyén khich ngwoi st dung tw dinh nghia thém cac
luat tworng Itra cho cac may 4o cia minh.

Thong thudng, twdrng Itra cho moéi may 4o mic dinh sé tir chdi moi két ndi téi cac cong,
ngudi st dung sé phai cAn nhic cin than cho viéc mé cdng nao phu hop véiing dung cla
minh. CAc ddm may c6ng cdng thwdng 1a dich ngdm cda cac tAn cOng trén mang internet
nhw DDoS.

Bdo mdt cho méi trwrong céng sinh: Trong hé thong ddm may Amazon EC2, mdt may do
khong thé chay dwéiché do hon tap (promiscuous mode) dé c6 thé “nglri” géi tin tir cac
may 4o khéac. K€ ca khi ngudi st dung c6 y thiét 1ap ché& do hdn tap nay cho may 4o thi cac
goitin t&i cac may ao khac cling khong thé giri dén may do dé dwoc. Chinh vi vy, cac
phuwong phap tin cong theo ki€u ARP cache poisoning khong c6 hiéu lwc trong Amazon EC2.
Tuy nhién, mét khuyén cdo chung cho khach hangla ho nén ma héa nhirng giao dich qua
mang quan trong cho duii chung da dwgc bdo vé cin thin béi EC2.

Cac nha cung cip dich vu ddm mAiy ciing thwdong cung cdp khéng gian lwu trir trén mot
kho dir liéu dung chung. Cac déi twong dwoc lwu trir thwong dwgc kém theo ma bam MD5
dé xac nhin tinh toan ven. Khéng gian lwu trit cho tirng ngwoi st dung ciing dwoc do hda



thanh cac dia 4o va chung thudng dwoc x6a mdi khi khéitao. Chinh vi vay, van dé ro ridi
liéu do str dung chung khong gian lwu trit vat ly khong qua lo ngai. Tuy vay, cdc nha cung
cip dich vu ddm miy thwong khuyén cdo nguwoi sit dung hé thong tép dwoc ma hoa trén cac
thiét bi Iwu trir 4o nay.

Bdo mdt cho cdc hé théng gidm sdt: Cac hé thong gidm sat thwong dwoc st dung dé
bat/tat cAc may 4o, thay dditham sd vé twdng Ita,... Moi hanh dong nay déu yéu ciu gidy
phép X.509. Hon nira, khi cac hanh vi nay dwoc thuwe hién qua ciac API, c6 thé b6 sung thém
mot tAng bdo mat nira bang cAch ma hoda cac goi tin, vi du str dung SSL. Khuyén cdo cia cac
nha cung cip dich vu la nén ludn ludn str dung kénh SSL cho viéc thyc thi cac API ctia nha
cung cap dich vu.

Bdo mdt lwu triv div lidu: Cac dich vu lwu trir ddm miy thwdong kiém soat quyén truy
nhép dir liéu théng qua mot danh sach kiém soat truy nhip (ACL - access control list). V&i
ACL, nguoi str dung c6 toan quyén kiém soat t¢i nhirng déi twong dwoc phép st dung dich
vu caa ho.

Mot lo ldng khic cho van dé bdo mat dit liéu 1a chiing c6 thé bi danh cap trong qua trinh
truyén thong gitra may cia nguwoi st dung dich vu va ddm may. Khi dé cac API dwocbao vé
b&i SSL sé la gidi phap can thiét. Khuyén cdo chung véi nguoi dung la trong moi treong
hop, nén ma héa dit liéu trwérc khi giri dén lwu triv trén dam may.

3.3. THET KE KIEN TRUC HE THONG PAM MAY
NHAM DAM BAO AN TOAN BAO MAT

Thiét ké kién tric 1a bwdc quan trong trong quy trinh xay dwng mét hé thong phirc tap.
Muc tiéu chinh ctia buwéc nay la xac dinh dwoc mot (hodc nhiéu) ciu tric tong thé cia hé
th6ng v&i nhirng thanh phin va méi quan hé gitra ching.

Trong phan nay, ching ta tip trung quan tim t&i cdu tric vat ly (trung tim dir liéu,
mang két noi,...) va ciu tric thanh phan phadn mém (cac phan hé) ctua hé thong dam may
trong muc tiéu dap ng tinh an toan va bao méit. Pau tién, ching ta sé nhin dinh mot sé yéu
cau kién tric lién quan t&i an toan va bao mat. Sau dé gi¢i thiéu mot s6 mau kién tric dién
hinh cho an toan va bdo mat ddm may. Phan cudi cung gi¢i thiéu mot sé vi du vé kién tric
cac hé thdng ddm may.

Nhi¥ng yéu cdu an toan va bao mdt cho kién triic dam mdy

Mot trong nhitng muc tiéu cho viéc thiét ké kién tric la viéc ddm bao sw dap &ng cia hé
théng v&i nhirng yéu ciu dat ra, trong d6 bao ham ca cic yéu ciu vé an toan va bao méit. Cac
yéu cau nay thuwong xuit phat tir mot s yéu td can cAn nhic nhw chi phi, d tin cay, hiéu
nang, cac rang budc phap ly,... Noi dung ti€p sau day tom tit mot sd yéu cdu bado mat cho cac
hé thong dam may.



Yéu cdu bdo mdt mirc vat ly

Hé th6ng ddm may dwoc xay dung tir mot hodc motvai trung tim dir liéu. Viéc ddm bao
ATBM cho cic trung tAm dir liéu nay ciing chinh la mét yéu ciu quan trong cho hé théng
dam may. Cong viéc nay chi yéu lién quan t&i hai nhom yéu cau:

- Phathién va phong chéng sw thim nhip trai phép vao trung tim dir liéu, cic thiét bi
phan ctirng.
- Bdo vé hé th6ng khoi cac tham hoa tw nhién.

Yéu cdu bdo mdt vdi cdc thanh phdn hé théng

Qudn ly dinh danh: Quan ly dinh danh la chia khéa cua viéc ddm bao ATBM cuta hé
théng. Thong tin vé dinh danh phai chinh xac va sdn sang cho cac thanh phan khac ctia hé
théng. Nhitng yéu cau cho thanh phan nay bao gom:

- Phai c6 co ché ki€ém soat d€ dam bao tinh bi mat, tinh toan ven va tinh sdn dung ctia
thong tin dinh danh.

- Phan hé quan ly dinh danh ciing phai dwoc sit dung cho muc dinh chirng thwc nguwoi
dung cda hé thong dam may (thwong véi tai yéu cau cao).

- Can nhéc co ché st dung hodc twong tac v&i cac hé théng quéan ly dinh danh clia bén
thr ba.

- Kiém tra dinh danh ctia ngwdi st dung khi dang ky khép cac yéu cau cia phap luit.

- Lwu théng tin dinh danh ctia nguwdi st dung, ké ca khi ho ratkhoi hé thong, phucvu
cho cong tac ki€ém tra, bdo cdo (véicac co quan phap luit).

- Khi mét dinh danh dwoc x6a bo, sau d6 tai sir dung, cin ddm bdo nguoi str dung méi
khong thé truy cip vao cac théng tin cia dinh danh trudc do.

Qudn Iy truy cdp. Quan ly truy cip 1a thanh phén st dung thong tin dinh danh dé cho
phép va dit rang budc véi cac truy cip dich vu ddm miy. Cac yéu cau lién quan t&i quan ly
truy cip bao gom:

- Quan tri vién cua ddm may chi c6 quyén truy cip han ché t&i di liéu ctia khach hang.
Quyén truy cap nay phai dwoc rang budc chat ché va dwoc cong bd ré rang trong hop dong
st dung dich vu (SLA).

- Can c6 co ché chirng thwce nhiéu budc cho nhirng thao tac yéu cau mikc wu tién cao.
Can c6 co ché xac quyén di manh dé ddm bao cic thao tac nay khong anh hwdng trén toan
dam may.



- Khong cho phép chia sé mot s tai khodn didc biét (vi du tai khoan root), thay vi vy,
st dung cac co ché khac nhw sudo.

- Cai dat cac co ché nhw LPP (least privilege principal) khi gdn quyén truy nhip hay
RBAC (role-based access control) dé thiét 14p cac rang buéc truy nhap.

- Thiét 1ap danh sach trang (white list) vé IP cho cac quan tri vién.

Qudn Iy khéa. Trong ddm may, viéc ma héa dir liéu la phwong tién chinh dé ddm bao an
toan thong tin. Quan ly khéa la phan hé phuc vu cong tac lwu trit va quan ly khéa cho viéc
ma hoéa va gidi ma dir liéu cia nguwdi sit dung. Yéu ciu chinh cho phan hé nay la:

- C6 co ché kiém soat va gidi han cac truy cip vao khéa.

- V&imo hinh ddm miy ¢ co s& ha ting trén nhiéu trung tAm dir liéu, cAn dam bao viéc
huy bé khéa phai c6 hiéu lwc tirc thi trén cac tram.

- Pam bao viéc khdi phuc cho cac khéa khi c6 16i.

- Ma héa dir liéu va may 4o khi can thiét.

Ghi nhdn sw kién va thong ké. Cac sy kién lién quan t&i an toan bao mat cia mang va hé
thong cin dwoc ghi nhin (logs) va théng ké cho nhu cau kiém tra, danh gia. Nhitng yéu cau

chinh cho phan hé nay la:

- Ghinhén sy kién & nhiéu mic: tir cdc thanh phan ha ting vat ly nhw may chu vatly,
mang vatly, t&¢i nhitng thanh phin do héa nhw may ao, mang ao.

- Cac sy kién dwoc ghi nhin véi day du thong tin d€ phén tich: thoi gian, hé théng,
ngwoidung truy cap,..

- Cac sw kién can dwoc ghi nhin gan tirc thoi.

- Théng tin ghi nhin cin lién tuc va tip trung.

- Théng tin ghi nhin cin dwgc duy tri cho t&i khi chiing khong con cén thiét.

- Thong tin ghi nhan dwoc c6 thé dwgc cung cip téi khach hang nhw mot dang dich vu.

— T4t ca cac thao tac ghi nhan déu phai ddm bao tinh bi mat, nhat quan va sdn sang clia
thong tin ghi nhan duoc.

Gidm sdt bdao mdt. Giam satbdo mat la phan hé lién quan t&i viéc khai thac cac thong tin
ghi nhan (logs), thong tin gidm sat mang hay thong tin bao mit tir hé théng gidm satvatly.
Yéu ciu cho phin hé nay bao gom:



- La dangdich vu c6 tinh sin sang cao, c6 thé truy cip cuc bd hoic tir xa trén mot kénh
bao mat.

- Bao gdbm mots6 chirc nang chinh:

+ Canh bao su c6 bdo matdwa trén phan tich tw dong cic thong tin thu thip duoc.

+ Gl cAnh b4o bang nhiéu phwong tién nhw email, sms.

+ Cho phép nguw&i quan trikhai thac va phathién nguyén nhan cua cac sw co.

+ C6 co ché phathién xam nhip hoac bit thwong ctia hé théng.

+ Cho phép khach hang cé thé tw xdy dwng co ché canh béo khi str dung Paa$S hoéc [aaS.

Qudn ly sw c¢d. Quan ly sw c6 va phan trng khi c¢6 sw c6 la cong tac quan trong véi bao mat
hé théng. Cac yéu cau cho cong tic nay bao gom:

- C6 quy trinh day du cho viéc phathién, ghi nhan va xtr 1y sw cé.
- C6 cac co ché& hd tro ngudi stit dung thong bao vé sw cd.
- Viéckiém tra sw c6 can dwoc thwe hién thwong xuyén.

Kiém tra an toan va vd 16i. Pay 1a cong tac dwgc thuc hién moi khi trién khai hodc nang
cdp mot dich vu méi. Cac yéu cau cho cong viéc nay bao gom:

- C6 moi treong cb 1ap dé phat trién, kiém tra va diéu chinh trwéc khi dwa dich vu vao
str dung.

- C6 quy trinh v416i cho cac thanh phAn ctia hé théng.
- Theo doi thwdng xuyén cac 16 hdng bdo mat.

Kiém sodt mang va hé thong. Hé thong kiém soat mang va cic may chu dwoc ap dung
cho cé cac ha ting vatly va ha ting do. Cac yéu cau cho hé thong nay bao gom:

- Pam bao kha nang cb 1ap, kha ndng cdu hinh va tinh bdo mit cho cac thanh phin bao
mat.

- Ddm bao kha ndng c6 1ap vé mang cho cac viing chirc ning ctia hé thong ddm may.
- Phan tach truy nhép thiét bi vat ly v&i thiét bi do.
- Phan tach vung thiét bi do ctia cAc khach hang khac nhau.

- Pam bao tinh nhit quan cia may 4o, hé diéu hanh,... cho #ng dung cia khach hang.



Qudn ly cdu hinh. Trong mdt hé thong ddm may véiha ting linh dong, viéc duy tri mot
danh sach théng tin vé cac tai nguyén cia hé thong va ciu hinh ctia chiing la can thiét. Cac
yéu ciu cho céng tac nay bao gom:

- Str dung mot hé théng co s& di liéu cdu hinh CMDB.
- Phan loai cac tai nguyén theo chirc nang, tinh nhay cam, d6 quan trong,...
Cdc yéu to kién triic va mdu bdo mat

Phong ngw chiéu sdu (defence in-depth). Thuit ngir phong ngw chiéu siu lan dau tién
dwogc dé cip dén trong linh vuwc an ninh mang va may tinh la trong bai bdo “Information
warfare and dynamic information defence” vao nam 1996. Tiép cin nay truwdc dé dwoc goi
bang nhiéu tén trong d6 c6 “phong ngw theo 16p” (layered defence). Tw twdng chung clia
ti€p cin nay 1a str dung nhiéu ting kiém soat bao mit dé tao nén mot giai phap day du, hoan
chinh hon.

Trén quan diém kién tric, ki thuit phong ngw theo chiéu siu cé thé dwoc xem nhw mot
mau thiét k& hiéu qua cho van dé bao mat. 'ng dung ctia mau nay cé thé thay & nhiéu hé
théng thwc tién. Vi du nhw phong ngu chiéu su cho phan hé kiém soat truy nhap bao gom
nhiéu lép: 1é6p 1 - mang riéng do (VPN); 1&p 2 - bd dinh tuyén cong vao véico ché loc IP;
16p 3 - token bao mat.

Hi mdt ong (honeypots). “Hii mat ong” 1a mot ky thuat bay ndi tiéng. Trong mot hé
th6ng mang doanh nghiép, “hii mit ong” tao nén mot hé théng khéng ton tai hoac khéng cé
gia tri nham thu hut sy tAn cong. Khi da thu hit thanh cong, “hii mat ong” lai dwoc st dung
dé quan sat, phan tich va canh bdo. Du thé nao thi ky thuit nay cling khién cho bén tin cong
tiéu phi thoi gian va stre lyec.

Hép cdt (sandbox). Hop cat (sandbox) 1a motlép trivu trong nam gitra phan mém véihé
diéu hanh nham tao mdi tredrng ddc1ap cho viéc thuc thi rng dung. Tac dung clia hop cat
cling giong nhw hypervisor trong viéc cung cip cac may ao.Véihdp cat, hé théng c6 thém
mot tAng bdo vé theo md hinh phong ngw chiéu siu.

Cé6 Idp mdy do. Ha ting chuyén mach trong mét hé thong dam may khéng thé co lap
dwoc cac gdi tin truyén théng gitra cAc may 4o nam trén cing mot moi trweong phan cirng.
Do vy, néu cac géi tin khong dwgc ma hda, may ao co6 thé theo ddi, quan sat cac goi tin giri
dén/gki di tr may do khac trong cing mét mang. C6 14p may 4o 1a ky thuit:

- U'ng dung cdng nghé do héa dé ¢ 1ap cac may 4o trong cling mot mang vat ly;

- Ma héa cac gbitin glri dén/gwri di tir may ao;

- Kiém soat truy cAp dén may ao, ddc biétla cac cong dich vu;

- Loc gdi tin dén may 4o qua cac co ché twong Itra.



Tao dw thira va ddm bdo tinh sdn sang. MOt trong nhirng mau thié€t ké thwong dwoc tng
dung rong rai trong viéc ddm bao tinh sdn sang cao cta dich vu, trong dé bao gdm ca cac
dich vu bao mat nhw quan ly dinh danh, quan ly truy cap,... 1a tao dw thira cho nhirng thanh
phan hé thdng, bao gdbm may chu, thiét bi mang,... Ty thudc vao mirc d6 ddm bao tinh san
sang ma kién truc c6 thé thiét 1ap du thira twong ¢ng. Tuy nhién, cin lwu y rang sw dw thira
bao gi¢ cling kéo theo nhirng hé qua nhu: ting chi phi, ting dd phic tap cia hé théng.

Noi dung muc nay gi¢ithiéu mot so kién tric ddm may dién hinh, trong dé c6 bao ham
cac thanh phin ddm bao tinh an toan va bao mit.

Kién triic dam mdy cung cdp dich vu Paas$ (dich vu dinh danh, dich vu co’ sé div liéu)

Hinh 3.4 gi¢i thiéu kién tric mot hé thong ddm may cung cap cac dich vu PaaS (dich vu
dinh danh, dich vu co s& dit liéu).

Trong kién tric nay, nguoi st dung thong thwong truy nhip vao dich vu cia hé thong
théng qua mang cong cdng. Bén canh do, hé théng cling cung cAp mot mang riéng biét -
mang 00B (out-of-band) nham phuc vu cong tic quan tri. Viéc ki€ém soat truy nhap vao
mang OOB nay c6 thé dwoc thwc hién thong qua modt danh sach IP trdng - IP clia cac quan
tri vién hé théng. Thém vao dd, quan tri vién cAn thwc hién xac thwc moikhi thao tac. Co ché
xac thwc hai bwdc (token va pin) c6 thé giip hé théng tré nén an toan. Py ciing la vi du vé
viéc ap dung co ché phong ngw chiéu sau.

Hé thong mang cuc b chia lam ba mang chinh:

- Mang OOB: str dung d€ quan tri cac thanh phan khac trong hé thong.

- Mang 16i: str dung dé cung cip dich vu.

- Mang két n6ivéi co sé dir liéu: bao gom nhiéu két ndi dam bao tinh sdn sang.

Cac thanh phan cua hé théng cling dwoc thiét ké dé co 14p cac dich vu khac nhau ctia hé
thong nhw dich vu co sé dir liéu va dich vu dinh danh. Mt thanh phan quan tri ciu hinh
(CMDB) ciing dwoc dwa vao trong kién tric nham quan ly ciu hinh cc tai nguyén cung cap
b&ihé théng.

M@t sé kién triic ddm mdy dién hinh ddp irng yéu cdu an toan va bdo mdt
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Hinh 3.4. Kién triic ddm mdy cung cdp dich vu dinh danh va dich vu co s& dir liéu
Kién tric dam mdy cung cdp kho lwu trir va dich vu tinh todn

Hinh 3.5 minh hoa mét vi du khac vé kién triic ddm may véi cacloai hinh dich vu cung
cip la dich vu tinh todn va dich vu lwu trit dit liéu. Trong kién tric nay, hé thong dam may
cung cip mdtso lwong 1én tai nguyén tinh toan dwoc do hda trén cac may chu, cling nhw cac
kho lwu trit trén cac thiét bi SAN. Hon nita, kién triic nay ho tro tinh sdn sang cao cho ngudi
st dung thong qua viéc tao 1ap duw thira cho mang két néi cong cong va mang OOB. D& dam
bdo tinh s&n sang cho viéc truy nhap vao kho Ivu trit SAN, mang SAN dwoc thiét 1ap véi cac
két noi gitra kho lwu triv SAN va cac may cht tinh toan.

D& dam bdo tinh sdn sang cao, ban than cdc may cht va kho lwu triv SAN ciing duoc
thiét ké du thira. O day chung ta ¢ thé 4p dung motsé chién lwoc khac nhau dé cin d6i
gitta chi phi diu tw va tinh sdn sang cia hé thong.
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Hinh 3.5. Kién triic ddm mdy cung cdp dich vu tinh todn va lwu triv

Vé&i cac tai nguyén tinh todn, d€ ddm bado kha nang dap &ng tot cho dich vy, hé théng
can c6 nhitng thiét ké cho viéc danh sin tai nguyén (provision). Cac may chu phucvu cho
viéc nay dwoc thiét ké doclap. Viéc danh sdn tai nguyén nay ciing doi hoi sw kiém soatva
quan ly cia mot phan hé quan Iy ciu hinh tai nguyén CMDB. Két néi trén so d6 da thé hién
diéu nay.

Mot diém dac biét khac trong so d6 kién tric cta hinh la hai phan hé bdo mit dwgc
thiét ké theo mau du thira. Cic phan hé nay cung cip nhirng dich vu bdo matnhu:

- Jumphostva VPN: cho phép tao ldp cac mang riéng do va cho phép cac quan tri vién co
thé truy nhap truc ti€p vao cdc may chu cin quan ly.

- Trung tAm diéu hanh bdo mat: cho phép giam sat cac vin dé lién quan t&i an toan bao
mat, quét cac 16i bAo mat ctia hé théng, phan tich nguyén nhan va bio céo.

- Ghinh4t ky vé cac su kién ctia hé thong va canh bao néu co.
- Gidm sat thong tin mang (quét1d hdng, giAm satbang thong mang,...)

C6 thé ndi thanh phan bdo mit nay 1a cdng cu gidm sat bao mat chinh ctia cac quan tri
vién trong hé thong dam may.



3.4. CAU HOI VA BAI TAP

1.

Tai sao ngwoi sir dung dich vu ddm may thwong lo ngai vé van dé an toan - bao
mat?

Hay trinh bay nhirng nguy co vé an toan bao mittrong mé hinh da nguwoi thué
(multi-tenancy)?

Cong nghé 3o hda co tao nén nhirng nguy co méi vé an toan bao mat khong? Hay
trinh bay nhirng vin dé an toan bdo mit v&i céng nghé do hoa.

Néu cac dic diém chinh ctia bién phap bao mat mirc véatly.

Néu cac dac diém chinh ctia bién phap bao mat dir liéu.

Chién Iwg'c/mau phong ngw chiéu siu 1a gi? Cho vi du minh hoa.
Chién lwgc/mau “hii mat ong” 1a gi? Cho vi du minh hoa.

Chién lwvgc/mau tao dw thirala gi? Cho vi du minh hoa.



Chwong 4
SU’ DUNG DICH VU

Nén tang 1a dich vu (PaaS) l1a dang dién toAn ddm mAay thwdng bi nhdm 1an véi Co sé ha
tang 1a dich vu hodc Phdn mém la dich vu. PaaS cho phép cac nha phat trién xay dung va
trién khai cdc tng dung web trén mot co s ha ting lwu triv trén may chi. No6i cach khéc,
Paa$ cho phép tin dung tai nguyén tinh todn dwong nhw vo han ciia mot co sé ha ting dam
mdy. Diéu nay c6 dwocla do tinh chit co dan cia nén tdng ddm may danh cho PaaS, né c6
thé md& rong khi cin thiét dé€ cung cip tai nguyén may tinh nhiéu hon. Xu hwéng phat trién
va trién khai cac dich vu dwa vao PaaS trén cic ddm may hién nay dang gip phai nhirng
thach thirc to 1é6n. Hiu hét cdc ddm may PaaS hién dang gi¢i han vao mdtnén tang cu thé
cling nhw cac giao dién lap trinh (trng dung (Application Programming Interface -API) ctia
chung. PA4m may Paa$S cung cip nén tang dé lwu trir va API d€ 14p trinh cac rng dung nay.
Nén tang PaaS$ ciing quan ly cac hoat dong clia tng dung va hd tro mdt vai tinh nang nhw tw
dong mé rong tai nguyén cho dich vu,... D8ivéi cac tng dung c6 sdn, ngudi lap trinh sé& phai
viét lai chwong trinh cho phu hop véicidc API cung cip béi PaaS, viéc nay doi hoi thoi gian,
tién bac va céng strc rat1én khién no tré thanh méi e ngai thue sw trong quyét dinh chuyén
rng dung 1én ddm may. Ngoai kh6 khan vé mat cong nghé, con c6 nhirng kh6 khan vé mat
kinh té khi cac dich vu PaaS néi tiéng hién nay nhw Google App Engine, Azure, Amazon Web
Services déu thu phi hodc mién phi v&i nhiéu gi¢i han va ngay khi ngwoi dung st dung tai
nguyén vwrot qua gi¢i han thi sé bi tinh phi.

Chwong nay sé trinh bay ba néi dung chinh: Gi¢i thiéu mét sé dich vu phdn mém laaS
dién hinh trong méi trweong ddm may; Gidi thiéu Windows Azure, mottrong nhirng dich vu
nén tdng PaaS$ gitp cac nha phat trién phin mém trén ddm may; Gi¢i thiéu mot sé dich vu
ha ting trong moi treorng dam may.

4.1. SO’ DUNG DICH VU PHAN MEM

Hién nay, véi s6 lwgng ngay cang nhiéu cac cong ty trién khai cac dich vu phan mém lén
dam may, that kho c6 thé ké ra hét cacloai hinh dich vu cta dién toan ddm may ciing nhw
nhitng loi ich ma chung dem lai cho nguwdi dung ca nhan.

Viéc st dung cac dich vu dién todn ddm may cling d6ng nghia véi viéc dir liéu cua ban
dwoc lwu trén cac hé thong dia cieng 16n trong cac may chi khéng 16 dwoc két n6i véi mang
Internet. Bén canh d6, diéu dé con la viéc c6 thé str dung cac rng dung nén web va truy cip
ching qua mang - bat ké tir may tinh ca4 nhan, may tinh bang hay thim chi l1a dién thoai di
déng. Ban c6 thé nhanh chénglam viéc cho du dang ng6i &@ mdy minh hay hé théngla, truy
cap dir liéu tir bAtky dau va sir dung nhiéu dich vu hdp dan khac. Cac tac vu bao tri hé



théng, bdo mét... thidm chi c6 thé giao tron cho nha cung cap dich vu dién todn ddm may néu
N
mudn.

Str dung “ddm may” sé cho phép ban cé kho lwu trit dir liéu trwc tuyén va kha ning truy
cip nhiéu dich vu dé dap &rng nhu ciu riéng. Mot vi du quen thudcla Dropbox - cong cu lwu
trir trwec tuyén cho phép moi ngwdi dung méi dang ky cé 2 GB khoang trong. Cac dich vu
khac nhw Amazon mdc dinh cho 5 GB rong rdi hon. Bén canh lwu trit, cac dich vu nhw
Google con cho phép tao tai liéu, cac bang tinh, lich... va sit dung nhiéu cong cu van phong
hitu ich mét cAch mién phi. Trong khi d6, Spotify lai 1a dich vu lwu nhac trwc tuyén véi hang
triéu bai hat cho phép sir dung mién phi thi gian dau.

Kha nang truy cip dir liéu & moinoi dong thoi cho phép ban tiép tuc cong viéc dung &
chd trudc do6 dirng lai, diéu nay 1a mot loi thé 16n trong cong viéc. Hién nay, nhitng dich vu
nhw iCloud cta Apple da cho phép d6ng bo cac thiét bi cing lic bat cir khi nao nguwoi dung
cip nhit ndi dung ctia cic tip tin. Nhw thé, du la st dung thié€t bi nao, ban cling c6 thé truy
cap ngay t&i ciing mot tip tin dit liéu. Di nhién, véi cac dich vu mién phi kiéu nhuw thé, cai
gia phaitra chinh la d6 “riéng tu” cua div liéu.

Thuec té, dién todn ddm may 1 gidi phéap gidp tiét kiém dang ké chi phi trong khi van tin
dung dwgc nhirng tinh ning hién dai nhit. Nhirng khia canh “tiét kiém” cé thé dat dwoc nhw
nang lwong vin hanh may chu, chi phi cho ban quyén phin mém... khi ngwoi dung chuyén
tir viéc str dung phan mém email riéng (ki€u nhu Outlook) sang mail trén web, dwa co ché
phong virus sang dang trwc tuyén, st dung cac dich vu lwu trir dm may thay cho may chu
riéng. Viéc tAn dung t6i da cac dich vu ddm may sé cho phép ban tiét kiém dang ké chi phi.

Véis6 lwgng ngay cang nhiéu cac cong ty trién khai cac dich vu phadn mém lén dam
may, that kho c6 thé ké ra hét cac loai hinh dich vu cla dién todn ddm may hay cic nha cung
cip SaaS cho ngu¢i dung cad nhan. Cé thé trong twong lai khdng xa, cAc phdn mém co ban
cla nguoi dung sé dwoc dwa hét 1én dam may.

Nhitrng nha san xuat dién thoai/may tinh bang 16n nhw Apple, Samsung, HTC,... déu dwa
ra cac dich vu ddm may cua riéng minh dé€ phuc vu khach hang lwu trir dir liéu, dongbd hoa
dir liéu, danh ba, da phwong tién,...

Veé lwu trir dit liéu, hién c6 rat nhiéu nha cung cip dich vu nay, ngoai nhirng dich vu gan
lién véi thiét bi dién tr nhw dién thoai hay may tinh bang. Google c6 Google Drive. Cic hdng
khac nhw Dropbox, Sharefile, Egnyte,...

Nhitrng phin mém van phong trwdc diy la lanh dia riéng cia Microsoft véi bd Microsoft
Office thi nay cling da phai chia sé thi phan v&inhirng dich vu trén ddam miy nhw Google
Docs hay Zoho.

Ngay ca nhirng phan mém chuyén dung trwéc didy nhw phan mém chinh stra anh, thi
nay ciing c6 thé tim thay dich vu twong &rng trén ddm may nhuw Picasa ciia Google. Hodc
thdm chi chinh cong ty tirng rat thanh cong véi phin mém chinh stra anh Photoshop ciling



dwa dich vu twong rng 1én ddm may la Adope Photoshop Express. Thidm chi nhirng phan
mém doi hdi may tinh ciu hinh manh dé lam phim, xuat dnh c& 16n cling da dwoc dwa 1én
dam may dé tin dung stirc manh tinh todn khong 16 cia n6 nhw Blender 3D.

Danh sach nhitng nha cung cip SaaS con ratdai, trong d6 c6 nhirng cai tén rat quen
thudc véi ngwoi dung mang nhu: Linkedin, Flickr, Yahoo, Facebook,... Tir nhirng phin mém
co ban cho dén nhirng phdn mém chuyén dung, chwa ké dén nhirng phin mém danh riéng
cho doanh nghiép, t6 chirc, tit cad déu da va dang dwoc dwa dan 1én dadm may.

Cac tiéu muc sau day sé gi¢i thiéu nhirng lgi ich cia cac dich vu ddm maiy va mét sé dich
vu ddm may tiéu biéu.

Cdc loi ich cua cdc dich vu dam may

Cdi tién quy trinh: V&inhirng cong ty SME, véi sw xudt hién cia SaaS, nhirng hé thong
nhw CRM, Helpdesk mé&i tré nén “vira ti tién” va trong tim véi cia doanh nghiép. Tir dé
viéc dua hé thong IT vao dé cai tién hoat ddng kinh doanh hién tai tré nén dé dang va tién
loi hon nhiéu. TAt nhién, gitta viéc phai dung Excel d& Iwu trir danh sadch khach hang va dé
bi sai s6t véi mot hé th6ng CRM hoan chinh va hang loat chirc ning tuyét voi thi qua that
doanh nghiép nhw dwoc “1ap thém canh”.

Tw déng héa: C6 nhiéu hoat dong trwéc day phai lam thi cong, nay véi sw gitup siec cla
IT thi c6 thé tw dong hda, tiét kiém chi phi cling nhw tang hiéu qua.

Tdp trung vao cong viéc dem lai gid trilén nhdt: Boivi hé théng IT gan nhw dwoc “out-
source” valo ldng day du, cong ty bay gicr hoan toan c6 thé tinh gon va chi tip trung vao
nhitng nhin sw dang linh vyc kinh doanh cta minh, dem lai gia tri 16n nhat cho doanh
nghiép.

Théng nhdt di liéu: B&ivi toan bo thong tin dit liéu déu dwgc lwu trir tai mot cho (va
dwogc truy cip b&inhiéu nhan vién, theo nhiéu cach khac nhau), cho nén ban c6 thé
“consolidate” thong tin cia minh va khéng phai lo lang dit liéu ctia minh & chd nay mot t,
cho kia mot ti, hodc khi c6 nhan vién nghi thi khong biét 1am sao 14y lai di liéu ma nhan
vién do6 dang gitt.

Chi phi ddu tw thdp: Thay vi phai diu tw vai tram triéu dé c6 mot phan mém hoan chinh,
ban c6 thé chia nhé ra va tra theo thang (thong thwdng chi phi mdi thang tinh theo mic do
st dung, hodc sd lwgng nhin vién, hodc sé lwgng khach hang,...). Vivay, véi SaaS, gan nhw
ban c6 thé bat diu stt dung bAtky lic nao thay vi phai doico du tién.

Phdn tich théng tin doanh nghiép (Business Intelligence): Vikhi moi dit liéu, thong tin
lién quan dén hoat dong cia cong ty déu dwoc ghi lai thi buéc tiép theo sé la nhirng phin
mém/hé thong giip phin tich nhirng thong tin nay va dem lai cho doanh nghiép nhirng hiéu
biét thiu ddo vé chinh hoat déng kinh doanh ctia minh. Vi du: truwé'c diy doanh nghiép chi
c6 thé ndm doanh thu, lgi nhuan,... hing ndm, hang quy, hang thang; nhung néu c6 thém hé



thong CRM thi doanh nghiép biét dwgc minh cé bao nhiéu khach hang, trong nhirng phan
khtic nao, bao nhiéu % khach hang thin thiét thwong hay mua san pham, bao nhiéu %
khach hang gi®i thiéu ban bé ngwdi thin dén mua,... va hang loat nhirng “insight” bé ich
khac.

O trén la vai loi ich 16n nhat, ngoaira con hang loat loi ich khac va con tiy theo dich vu
SaaSla gi sé c6 nhirng loi ich khac nhau.

U'ng dung Google Apps

Google Apps la mot dich vu tir Google dung cho viéc két hgp tén mién clia cd nhan véi
cac san pham cta Google. Cac tinh nang ctia né bao gom cac rng dung Web twong tw véibod
office, nhw Gmail, Google Calendar, Google Talk, Google Docs va Google Sites. Google Apps
dwoc xay dung trén nén tdng dién todn ddm may, cho phép ngwoi dung st dung cac irng
dung truc tuyén tir bt ctr dau cd két ndi Internet. Ngoai cic rng dung c6 sdn néu trén,
Google Apps con cho phép ngwoi dung tich hop cac tng dung tir bén thit ba tai Google Apps
Marketplace. Google Apps dwgc cho 1a b sdn phdm canh tranh véibd sdn phdm Microsoft
Office ctia Microsoft.

Gmail, hay con goi la Google Mail & Pirc va Anh la mot dich vu e-mail trén nén web vae-
mail POP3 mién phido Google cung cip. Ban beta duoc dwa vao hoat dong vao ngay 01
thang 4 nam 2004, v&ihinh thirc chi danh cho thw méi va dwoc mé rong thanh ban beta
cho tat cd moi nguwoi vao thang 2 ndm 2007.

Gmail h6 trg POP3 va hon 7.0 Gigabyte khong gian lwu trit, mdt cdng cu tim kiém va
dam thoai truc tuyén hodc chat, kha ndng bao mat tot va canh bao virus. Gmail noi tiéng véi
viéc str dung cong nghé Ajax trong thiét ké. Gmail h6 tr¢ nhiéu trinh duyét (browser) va hd
trgr da ngon ngtr (multi languages), dia chi ngwoi givi dén va nguwoi gii di tw dong nhip leu
vao s6.Nam 2005, Gmail 1a sdn phdm ding thi hai sau Mozilla Firefox trong 100 sdn phim
t6t nhat dwgc tap chi PC World binh chon.

Google Docs 1a b0 t6 hop cac cong cu xi ly dit liéu van ban va trinh chiéu, bao gom:
Document, Drawing, Presentation, Spreadsheet va Form. BatKky van ban tai liéu hoic trinh
chiéu nao dwoc tao bang Google Docs (hodc chuyén dinh dang thanh Doc) déu dwoc lvu tri
trén hé thdng may chu ciia Google bang tai khoan cia ngwdi st dung. Theo thong tin tir
trang ho tro cia Google, hing khong gi¢i han s lwong van ban ngwdi str dung c6 thé lam
viéc vdi Google Docs (midc di van con ton tai mot s6 gi¢i han nhat dinh). Bén canh do,
nguoidung co thé lwu triv téi 1 GB cac dinh dang dit liéu chwa dwoc chuyén déi hoan toan
mién phi va luvu lwgng thuc sw Google hd tro ngudri ding con 1én t&i 10 GB (c6 bao gdm cac
dich vu trwc tuyén cé tra phi).
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Hinh 4.1. U'ng dung Google Docs

Ung dung xtt Iy vian ban nay dwoc khéi dau véi cai tén Writely (trwéc khi duoc Google
chinh thirc mua lai) va c6 toan bd cic tinh nang co ban nhit. Dén thoi di€ém nay, cong cu da
dwoc tich hop nhiéu tinh nang dinh dang, thay doi kich thwéc font, can 1€, cich dong, tao
muc luc, danh sich... teong tw nhw Microsoft Word. Ngoai ra, chiing ta con cé thé chén thém
nhitng ddi twong ho trg vao van ban nhw phan Header, Footer, bang cling nhw cac cong
thirc todn hoc, anh, video trinh chiéu...

Bén canh d6, chirc ning chuyén déi dinh dang cia Google Docs cling da dwoc cai thién
ratnhiéu, ho tro vin ban Microsoft Word, OpenOffice, rich text (RTF), HTML hodc text don
thuin (.txt). Vi du, mot van ban tai liéu Word sau khi dwgc import cé chira nhiéu thanh
phan Ky tw todn hoc, danh diu... sé gittr nguyén nhirng thanh phan nay. Chi cé nhitng phan
ngoailé thay d6i mé&i dwoc ghilai thong tin, cu thé la nhirng déi twong khéng dwgc chuyén
déisang dinh dang pht hop ciia Google Docs. Do vy, tinh ndng nay cia Google cling khac
han so v&i nhitng chwong trinh xt 1y vin ban hién nay. Mat khac, ching ta c6 thé trich xuit
dinh dang chuin cta vdn ban thanh nhirng file ph6 bién khac nhw RTF, ODT, Word hoic
HTML. Ngoaira, Google Docs con ho trg ngudi dung bang cong nghé OCR - Optical
Character Recognition (nhin dang ky tw qua hinh anh) giip chuyén cac file PDF hodc anh
(JPG, GIF va PNG)... ma ho dang tai 1én thanh file vin ban c6 thé chinh stra dwoc. Tinh nang
nay hoat dong rit 6n dinh va vo cung hiéu qua, vi toan bo ndi dung text trong file PDF hoac
cac birc anh dwoc hién thi ratro rang.

Mot cong cu hd tro chuyén ddi khac vo cung tién loi & day 1a ngdn ngir (hé thdng Google
Docs ho tro téi hon 50 ngdn ngtt phé bién khac nhau) va lwu trit vin ban da dwoc dich
thanh file Google Docs truc tiép trén tai khodan, con file gdc ciia nguwdi dung van dwoc giit
nguyén. Cac vian ban tai diy luén dwoc ap dung va xi Iy dwa trén tinh nang kiém tra real -
time, cac tir ngir sai chinh ta dwoc ddnh d4u gach chin bang nhirng ddu chdim mau dé, khi
nhén chudt phai vao nhirng tir ngir d6, hé thong sé hién thi nhitng phwong an phu hop dé
thay déi.



Hinh 4.2. Ung dung Google Docs

Tinh nang dwoc thay ddi gin day nhitla Pagination - cho phép ngu¢i dung xem van
bén theo tirng trang riéng biét khac nhau. Tuy nhién, ching ta vin chwa thé chén thém
(hodc dinh dang lai) sé trang trong mot van ban, thay vao d6 khi mudn in thi ¢ thé thiét 1ap
Google Docs in s0 trang nay tai nhiéu vi tri khac nhau nhw géc trén bén trai, gitra, phai, goc
dwdibén trai, gitra va phaitrén tit ca cic trang.

Cong cu Spreadsheet cua Google v&ichirc nang twong tw nhw nhw &ng dung
Spreadsheet ctia OpenOffice, Excel clia Microsoft Office. V& cu thé, n6 con dwgc tich hop san
nhiéu chirc nang tinh todn khac nhw ky thuat, tai chinh, ké toan, thong ké, phan tich...

Trong nam 2010, cac nha phat trién Google Docs da céi ti€n mot s6 chirc ndng khac nhw
loc dit liéu va quan trong hon l1a PivotTable - nhanh chéng gidp nguoi st dung trich xuat va
liét ké tirng mang dit liéu trén ban bao cdo, bao gom cac bang chira va moi dit liéu cé lién
quan... Bén canh d6, Spreadsheet con c6 thé tao bi€éu d6 dwa trén mo hinh dir liéu cu thé cta
tirng hé théng, dwoc phan chia ré rang theo hang, cot, cdic miu biéu d6, nhuwng khéng dwoc
nhiéu miu da dang nhu ctia OpenOffice hodc Microsoft Excel.

Spreadsheet con c6 co ch& importhd trg nhiéu dinh dang dit liéu khac nhau, bao gom:
XLS va XLSX (Excel), ODS (OpenOffice), CSV, TXT, TSV va TAB. Nhwng vé co ché hoat dong
cu thé, cong cu Spreadsheet ciia OpenOffice khong import file dit liéu chuén xac theo cach
théng thwong, dién hinh nhitla ché d6 mau nén cua cac file van ban thwdng xuyén bi mit.
Bén canh d6, cac cong thirc tinh toan trong nhiéu trang van ban khac nhau bi sai léch hoac
khong hoat dong... Nhwng cac ban hay yén tam, vi Spreadsheet ciia Google Docs xtr Iy qua
trinh nay chuin xac hon nhiéu so v&i OpenOffice.
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Hinh 4.3. Ung dung Google Spreadsheet

Mdi motbang tinh trong Spreadsheet dwoc hién thi nhw 1 tab riéng biét & phia duédi
clia chwong trinh. Bé&ivi diy 1a wng dung truc tuyén, cho nén qua trinh chuyén tiép giira
nhirng thanh phan nay sé lau hon thong thwong, khoang 1 - 2 gidy dé hé théng tai du dir
liéu can thiét. Néu khéng c6 di s6 dong can thiét trén mot bang tinh, hdy kéo chudt xudng
phia dw&iva chon chirc ning Add dé thém, dién s6 dong tai diy va nhan Enter, hé thong sé
b6 sung dung s6 dong theo gié tri trong 6. Tuy nhién, hién tai Google van chwa b8 sung chirc
nang twong tw dé thém sd cot. D& chén thém nhiéu dong hoac codt, cadc ban hay danh dau
mot vai dong, cdt, sau dé nhin chudt phai dé thém so lwong.

Khéng giéng nhw trng dung Drawing va Presentation, Spreadsheet khdng hé tro tinh
nang phdéng to hodc thu nhé ban ghi (Document cling khong c6 tinh nang nay). Pay sé tr¢
thanh van dé kha nghiém trong khi ching ta lam viéc d6i véi nhirng ban tinh 1én. Mt khéc,
nguwodi st dung con cé thé download file Spreadsheet véinhiéu dinh dang khac nhau, bao
gom XLS (Excel), ODS (OpenOffice), PDF, CSV, HTML ho&c TXT.

Ngoaira trong bé Google App Suits con c6 nhitng phdn mém nhu: Presentation (trinh
dién), Drawing (vé),... Phién ban cho cac hé diéu hanh di dong nhw Android, i0S ciing c6
nhirng phan mém twong &ng. Tat cd déu dwoc ddong bd trén dam may ctia Google.

U'ng dung Amazon Apps

C6 chirc ndng gan twvong dong véi Dropbox, CX hay SpiderOak, Amazon Cloud Drive la
mot “0 dia cirng trén may” cia ban, gitip ban lwu trir &m thanh, video, hinh anh va tai liéu
1én may chu an toan cia Amazon. T4t c nhirng gi ban can 1a mét trinh duyét web nhw
Firefox 4, Internet Explorer 9 hay Chrome 11 dé update, download va truy cip vao cac tip
tin cia ban tir moi may tinh.



V6i5 GB dung lwong lwu triv dit liéu tric tuy&n mién phi, Amazon Cloud Drive cung c4p
cho ban mot & dia cirng c6 kha nang Iwu lai hon 1.000 bai hat, 2.000 hinh dnh va 20 phut
phim HD.

Ban c6 thé truy cip vao dir liéu dwoc Ivu trén Amazon Cloud Drive an toan va khong
gi¢i han tir moi may tinh. Ngoaira, bang viéc stt dung Amazon Cloud Drive, ban sé& khong
bao gitr con phai lo lang vé viéc mat dit liéu quan trong nira, Iwu lai cac tap tin 1én Cloud
Drive va ban sé khong bao gi¢ bi mit ching cho du may tinh ctia ban gédp sw cd hodc bi mit
hodcbi danh cap.

Ngoai 5 GB dung lwgng lwu trit mién phi, Amazon Cloud Drive con cung c4p cho ban 6
goilvu trir tra phi khac bao gobm: 20 GB, 50 GB, 100 GB, 200 GB, 500 GB va 1000 GB.

DPic biét, néu ban mua bitky mot album nhac cé trong Amazon MP3 Store, ban sé dwoc
mién phi 20 GB dung lwong lwu trir trong 1 ndm tinh tir ngdy ban dit mua album va nhitng
bai hat c6 trong album nay sé& dwoc lwu mién phi trong Amazon Cloud Drive ctia ban, c6
nghia la dung lwgng con lai cia Amazon Cloud Drive sé khong bi anh hwéng béi dung lwong
album nhac ma ban da mua.

Cdc wrng dung dam mdy cho doanh nghiép

Thwong gap nhit la cac nha cung cdp Hé théng quan Iy quan hé khach hang (Customer
Relationship Management - CRM), hé thng Email Marketing, hé thong quan tri néi dung
(Content Management System - CMS), hé thong HelpDesk,... Théng thwong nhirng dich vu
nay sé dwoc “ndm trén may” (on the Cloud), tirc 1a dwa van hanh va lwu trit truc tiép tir dién
toan dam may (Cloud Computing).

Uu di€ém 1&n nhat ctia SaaS la moi vin dé phat sinh va ganh nang ky thuit dé phan mém
van hanh tot déu sé do nha cung cip dich vu chiu trach nhiém, tir viéc ddm bao hé thong
server chay tot, dén viéc cap nhat thwong xuyén, duy tri bao mét,... Tic la doanh nghiép chi
cin mua dich vu va str dung, khong can phai duy tri mét bo phan IT dé lo nhw tredc diy
nira. Mot s6 nha cung cap SaasS:

Saleforces - la hé thong CRM 16n nhat hién gio, ngoaira con c6 dich vu help desk,
marketing,...

Mailchimp - 1a mét trong nhirng hé th6ng Email Marketing ph6é bién nhat hién nay.
Desk.com - 1a hé thong cham s6c khach hang (Helpdesk).
Trong nwéce co:

Biaki - cling 1a hé thong quan tri quan hé khach hang (CRM), c6 thé sir dung ca trén may
tinh va smartphone.

Misa - vira c6 CRM, HRM (quan tri nguon nhan lwc), k€ toan, chirng ttr,...



Avoca - cling la hé thong quan ly quan hé khach hang CRM.

Dé th4y 1a c6 rat nhiéu nha cung cip dich vu CRM trén ddm may. Ching ta hiy cing xem
xétdwdi ddy mot vi du cu thé vé dich vu CRM cung cip béi cong ty Oracle.

Oracle On-demand: Oracle 1a mét trong nhirng cong ty hang dau thé gi¢i trong viéc cung
cip cac giai phap quan Iy quan Iy quan hé khach hang - CRM. Dic biét véi phdn mém Oracle
CRM On Demand cung cip cac kha nang rong nhatva siu nhitcé thé dé giap cac té chic &
tit cAc cdc mat nhw ban hang, tiép thi, phin tich, quan Iy quan hé véi doi tic, quan Iy moi
quan hé v&i khach hang... trong tit ca cac linh viec nhw ban hang, tai chinh ngan hang, cong
nghiép 0t6, dwgc phim, y té...

- Oracle CRM On Demand Analytics (phan tich nhu cau khach hang): h6 trg 1ap cac bao
cdo mot cach kha chinh xac, dwa ra cic quyét dinh kinh doanh dwa trén so6 di liéu thoi gian
thwc. V&ikha ndng phan tich twong tac day du, Oracle CRM On Demand cho doanh nghiép
mot ci nhin siu sic va toan dién vé cac hoat ddng ctia minh. Vé&i Oracle CRM On Demand,
doanh nghiép sé c6 dugc cai nhin siu sic giup nhanh chong nhan dién mot cach chinh xac
va kip thoi dé c6 thé dap ing dwoc vdi diéu kién thay ddi cia thi trueong. Bang cach hop
thoi gian thwe, hanh dong kinh doanh thong minh ¢6 san thong qua cac biéu d6 twong tac,
bao céo tuy chinh va xu hwéng phat trién cho phép doanh nghiép khdm pha nhirng co hoi
m&i va xac dinh cac vin dé trwedc khi chung anh huwdng téi doanh nghiép.

Cactinh nangvalgi ich:

- Kinh doanh thong minh nho viéc truy cap thoigian thyce (Access real-time business
intelligence).

- Phan tich lich st va xu hwéng trong twong lai thong qua chirc nang kho dir liéu...
(Create historical and trend analysis via high-powered data warehouse functionality).

- Pwa ra nhitng phéan tich vé&i dd chinh xac cao (Create powerful ad hoc analysis).

Giai phap cua Oracle cung cap cac tinh nang nhw kénh ban hang tw dong, marketing,
dich vu khach hang va bao gdm tong dai tich hgp cho phép cac cong ty quan ly thong tin lién
lac thong qua cac kénh thong tin c6 dinh va di déng. Cac tinh ning quan trong khac gom kha
nang tich hop v&i Lotus Notes va Microsoft Outlook; hé thong tra 1o twong tac (interactive
voice response - IVR) tich hop v&i véi hé thong trung gian, dwa ra sw lwa chon cho phép cac
cong ty gitr lai thong tin vé cong ty cta ho khi giri di cAc hwéng dan hay khi theo doi cac du
an va ban hang chung. V&iviéc sit dung mot giao dién théng dung, cic cong ty c6 thé truy
nhap vao cac dir liéu vé linh vrc ban hang, marketing va dich vu dé tim kiém cac chirc ning,
cac bang chi s6 va cacbdo cdo thong qua trinh duyét web. Tinh ning chinh cta kénh ban
hang tw dong bao gom tinh nang tao ra cac ban ké khai dé viéc quan ly lwgng khach hang
16n tré nén dé dang hon. Mot tinh nang khac cho phép cac cong ty c6 thé theo ddisw twong
tac cia khach hang va Iwu lai moi so liéu vé khach hang. Tuy nhién, diém ndi batthat sw
trong phién ban nay la viéc tong dai dang st dung “Engine” (mét phin cia chwong trinh



may tinh dwoc thiét ké dé thwc hién nhirng nhiém vu riéng biét) Telephonya Work’s
CallCenter Anywhere. Dich vu cung cip VoIP (Voice over Internet Protocol) tich hgp va
hwdéng cudc goi dén cac so Off - Premise nhw dién thoai di dong hay phong lam viéc & nha
va cac cong cu cho viéc phat trién I[VR va dinh hwéng lién lac.

V&iO0n - Demand, cac dai dién tong dai dwoc chi dinh theo khad nang ctia ho. Cac nha
quan ly c6 thé gidm st lwong thong tin thu vé va cung cip huwdng dan st dung cac tinh
nang gidm st va ghi nhan, hwéng dan ngoai tuyén (off-line) va hoi dam qua dién thoai.

4.2.S* DUNG DICH VU NEN TANG

Loiich cia cAc mé hinh nén tdng nhw dich vu PaaS déi véi cic cong ty phat trién phan
mém bao gbm tiét kiém chi phi, gidm bdo dwdng ky thuit va tang tinh di dong. Chi phi tra
treérc d€ mua may chu, phan cieng khac va gidy phép cho phan mém can thiét dwgcloai bo.
V&icac may chu lwu trir ngoai vi thi nhan vién ho tro ki thuat ciling it dwoc yéu cau. PaaS
cling cung cip cac cdng cu dat tién nhung chi str dung trong mot thdi gian ngan trong qua
trinh phattrién phin mém nhw 1a mot phan cta géi tong thé Paa$, do d6 ciing tiét kiém
dwoc chi phi. Tinh di ddng cia nhin vién dwoc ting lén, vi tit cad moi thi ¢ thé truy cip
thdng qua cac cdng cu dwa trén nén web. Hang loat cac cong cu c6 s&n trén Paa$ 1am cho n6
c6 thé thich &ng véi moi tredrng 1ap trinh ngay cang phat trién.

Hai trong s6 nhirng lgi ich kinh doanh chinh ctia PaaS trong dién todn dadm miy la giam
chi phi va ting toc d6 phattrién va trién khai. Cac cong ty c6 thé str dung mét dich vu PaaS
trong phat trién va trién khai thay vi phai mua nhiéu cdng cu doclap khic nhau nén tiét
kiém dwoc rat nhiéu chi phi.

Trong mot moi trwdrng lai, khi cing mot mdi trwedrng Paas$ c6 thé ho tro ca hai dich vu
cong cOng variéng tw, cic doanh nghiép cé thé dwoc hwdng lgibdi dic tinh linh hoatva
nhanh nhen ndy. Bang cach cung cAp mdt nén tdng dong nhit, ching ta c6 thé dé dang
chuyén tai cong viéc tlr mot ddm may riéng t&¢i mét ddm may cong cong cho viéc trién khai
va nhan réng hiéu qua. Diéu nay cho phép cac td chirc c6 dwoc mét mirc d6 ki€m sodat cao
tai noi mot #ng dung cu thé dang chay.

Duéi day liét ké tom tit mdtsd nha cung cap PaaS:
Amazon Web Services

Amazon da xay dwng dich vu PaaS v&i tén goi Amazon Web Service (AWS) Elastic
Beanstalk, dwa trén co s& virng chic clia co sé ha tAng, EC2, motdich vu IaaS cling cta
Amazon. Du cho Paa$S cia Amazon khong han 1a mot nén tang Paa$ theo diing dinh nghia
truyén thong, AWS Elastic Beanstalk cia Amazon thay do6i cach cac nha phattrién diy ng
dung cta ho vao dién toan dam may cia Amazon. Cic nha phattrién tai lén cac ®ng dung va
AWS Elastic Beanstalk xt¥ Iy cac chi tiét vé trién khai, kha ning cung cip, cAn bang tai, tw
déng mé rong quy md va theo doi tinh trang tng dung. Cho dén nay, danh muc dich vu ctia
Paa$ tir AWS bao gom AWS Toolkit cho Eclipse (m6t plug-in cho Java ciia moi trwdng phat



trién tich hop Eclipse), AWS CloudFormation (métdich vu cho phép cac nha phéat trién tao
rava cung cap cac ngudn tai nguyén ctia Amazon), mot so tuy chon co s& dit liéu dwa trén
dam may va SDK cho Android va Apple cho may dién thoaidi dong, ERuby, Java, PH va. Net.

Salesforce.com

Salesforce 1a mot trong nhirng nha cung cap SaaS hang dau nay ciing da chuyén sang
cung cap PaaS v&i AppExchange ctia Force.com va nén tdng Heruko. Hién nay, theo IDC,
Salesforce dang 1a mot trong nhirng nha cung cip chi€ém linh thi treong dién todn ddm may
16n nhat. Nam 2011, Salesforces cong bd 3.000 ¢ng dung dwoc xy dung, lip dat moi 24 gidr
va rang cac nén tdng Force.com thuc hién hon 650 triéu giao dich mdingay.

Microsoft

D c6 nhiéu bit 6n d6ivédi nén tdng PaaS Azure cia Microsoft va Azure khéng nhin
dwogc sy thu hit nhw cong ty da hy vong. Danh muc cac dich vu PaaS ctia Microsoftbao gom
cdc moi trrdng may tinh Windows Azure cho cac wng dung va lwu trit lién tuc cho ca dir
liéu cé cu tric va phi ciu tric; Windows Azure AppFabric cung cAp mot loat cac dich vu
két néi ngwoi str dung va cac eng dung thong thwong téi cac tng dung trén dién toan dam
may, quan ly xac thuc, thuc hién quan ly dir liéu va SQL Azure, mot dich vu co s& dit lieu
dién toan dam may. Tat ca st dung Windows lam trung tim.

RedHat

OpenShift la mét nén tdng dién todn ddm miy nhw motsan pham dich vu cia RedHat.
Mot phién ban cho dién toan ddm may riéng dwoc dat tén la OpenShift Enterprise.

DPic diém ctia OpenShift khac v&i cac dich vu PaaS khac 1a cdc phdn mém chay dich vu la
ma ngudn mé& dwdi tén OpenShift Origin va c6 sdn trén GitHub. Nhirng nha phat trién c6 thé
str dung Git d€ trién khai cic tng dung web bang cac ngdn ngir khac nhau trén nén tang
nay.

OpenShift cling h6 tr¢ cdc chwong trinh nhi phan 1a cac tng dung web, mién 1a ching cé
thé chay trén RedHat Enterprise Linux. Diéu nay cho phép st dung ngén ngit 1ap trinh tuy
y. OpenShift cham séc duy tri cac dich vu co ban cia rng dung va nhan réng cac tng dung
khi can thiét trén nén tdng ddm may.

Google

Google App Engine (thworng dwoc goila GAE hodc don gidn 1a App Engine) 1a mot nén
tang dién toan dam may dé phattrién va lwu trir cic tng dung web trong trung tim dir liéu
ctia Google quan ly. GAE I4n d4u tién dwoc phat hanh nhw la mét phién ban xem trudc vao
thang 4 nam 2008 va chinh thitc ra mit vao thang 9 ndm 2011. U'ng dung dwoc sandbox va
chay trén nhiéu may chd. App Engine cung cip tinh nang tw dong mé réng quy mo cho cac
rng dung web, khi s6 lwong yéu cau tang 1én d6i véi mot kng dung, App Engine tw dong
phin bo thém tai nguyén cho cac rng dung web dé xr ly cdc nhu ciu b6 sung.



Google App Engine dwoc cung cAp mién phi cho d€n mot mitc d6 nhat dinh cta cac
nguoén tai nguyén tiéu thu. Sau dé GAE sé tinh phi cho Ivu tri b6 sung, bang théng, hoic
thoi gian chay cia rng dung.

Cloud Foundry

Cloud Foundry la dich vu PaaS ma nguén m¢é giéng OpenShift dwoc dwa ralan ddu nam
2011 bé&i VMware va xung quanh do6 cong ty c6 ké hoach xy dwng mot san phadm thwong
mai trong twong lai. Nhw véi sdng kién cia RedHat, VMware dang thu hit cdc nha phat trién
la nhitng ngwdi muén mot nén tdng mé cho phép ho xay dung trong ngén ngit ma ho muon
va chay &ng dung trén nha cung cip IaaS ma ho thich. Theo VMware, dw 4n c6 dwoc strc hut
ratlén béihon 2.100 nha phat trién dang tich cwc theo ddistra d6i trong ma nguén mé cia
Cloud Foundry. Mot vi du, AppFog la nha cung cip PaaS toan dién dau tién di dwa trén ma
Cloud Foundry.

IBM

IBM gia nhap kha muodn vao thi tredng PaaS véi SmartCloud dwoc gi¢i thiéu vao thang
10 ndm 2013. Nhwng nén tang nay da quen thudc véi IBM cling nhw doanh nghiép khach
hang cua IBM qua bd céng cu tin cdy WebSphere - cho phép cac doanh nghiép xay dung cac
rng dung dwa trén Java cé thé chay trong cac ddm miy cong cong, dwoc goila IBM Smart
Cloud Enterprise. IBM dang tim cich dé gitr khach hang cia ho trong mét moi tredrng quen
thudc dong thoi thuc ddy ho dwa wng dung ra dién toan dam may.

CloudBees

CloudBees 1a mot trong nhirng nha cung cip dich vu PaaS dwa trén Java d4u tién cho
phép cac doanh nghiép c6 thé dé dang dé di chuyén cac ing dung Java hién tai vao dam
miy. Pam miy RUN@ la noi chay rng dung thoi gian thue cua CloudBees, cung cap chirc
nang may chi &ng dung truyén théng cho cac tng dung web, Java va Spring. Khach hang
cia CloudBees c6 thé lwa chon chay &ng dung trén IaaS co ban ctia ho hodc thim chi trén
dam may riéng. U'ng dung chay trén RUN@ cé thé duoc xay dung bang cach st dung cong
cu phat trién Java EE truyén thong hoac st dung dich vu do PaaS ctia CloudBees cung cap,
goila DEV@. bam miy DEV@ 1a mot méi tredrng phat trién, xay dwng va thir nghiém dua
trén dam may. Doanh nghiép lwa chon CloudBees vi c¢é rat nhiéu chi phi chim trong cac &ng
dung Java hién c6, do d6 cadc doanh nghiép bAt dic di m&i bo di.

Cac muc tiép theo sé gi¢i thiéu chi tiét vé mot dich vu PaaS cia nha cung cip Microsoft
la Windows Azure.

Téng quan vé Windows Azure
Nhin mét cach tong quan, Windows Azure 1a mot hé diéu hanh dung dé chay cac rng

dung Windows va lwu dir liéu cia n6 trén dam may. Nhwng khac véi mot hé diéu hanh binh
thwdng, ngudi dung phai cai dat va chay trén may tinh ctia minh, Windows Azure la mot



dich vu: Khach hang dung n6 dé chay tng dung va lwu trit dir liéu trén cdc may chu & trung
tAm dit liéu chua Microsoft, cé thé truy cap qua Internet. Cic tng dung nay c6 thé cung cip
dich vu cho doanh nghiép va khach hang.

Azure la mot nén tang ddm may dwoc dattrong trung tim dir liéu ctia Microsoft, cung
cip hé diéu hanh va tip cac dich vu phattrién, c6 thé str dung déclap hodc két hop voi
nhau dé xiy dung cac rng dung méi, chay cac wng dung trén dam may hoic phat trién cac
rng dung da co6 1dy ddm may lam co sé. Azure c6 ciu tric mé, cho phép lap trinh vién chon
lwa xay dung cac tng dung web, chay cac tng dung trén cac thiét bi, may tinh, may chi noi
mang.

Azure giip giam thi€éu nhu cdu mua cdng nghé, cho phép lap trinh vién nhanh chéng va
dé dang tao ra cac irng dung chay trén ddm may bang cach st dung cac ky thuat c6 sn véi
moi tredrng phat trién 1a Visual Studio va Microsoft .NET framework, h6 tr¢ nhiéu ngdén ngit
l4p trinh va moi trweong phat trién. Azure don gian héa viéc duy tri va van hanh &ng dung
bang cach cung cap viéc chay ttng dung hodc lwu trit khi c6 nhu ciu. Viéc quanly co sé ha
ting dwoc tién hanh tw ddng. Azure cung cAp mdt moi trweorng mé, chuin, hd tro nhiéu giao
thirc mang gbm HTTP, REST, SOAP, XML. Néu nhue Windows Live, Microsoft Dynamics va
nhirng dich vu Microsoft triwc tuyén cho thwong mai khac nhw Microsoft Exchange Online,
SharePoint Online cung c4p cac trng dung ddm may c6 san cho ngudi sir dung thi Azure cho
phép lap trinh vién cung cap cho khach hang nhitng thanh phan tinh toan, lwu trit, xay dung
cac khéi dich vu va tao cac tng dung ddm may.
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Hinh 4.4. Téng quan Microsoft Windows Azure
Cac thanh phan cia Windows Azure Platform:

- Windows Azure: cung cip méi tredrng nén tang Windows dé chay tng dung va lwu trir
dir liéu trén may chi trong trung tam dit liéu ctia Microsoft.

- SQL Azure: cung cip dich vu lwu trir dit liéu quan hé trén ddm may dwa trén SQL
Server.

- AppFabric: cung cip cic dich vu ddm may dé két néi cac tng dung chay trén dam may
hodc on-premise.



Windows Azure

Windows Azure la mét nén tdng dé chay cac wng dung Windows va lwu triv dir liéu cla
cac &ng dung nay trén dam may. Windows Azure chay trén rat nhiéu may, tit ca déu dwoc
dat trong trung tAm dir liéu cia Microsoftva cé thé truy cap nh& mang Internet. Két ciu
Windows Azure lién két cac trang thai xtr ly thanh mét khéi théng nhit. Cac dich vu lwu triv
va chay rng dung cia Windows Azure dwoc xay dung phia trén cac két ciu nay.

Trong phién ban Windows Azure dwoc dwa ra tai budihoéi thao cta cac chuyén gia to
chirc vao mua thu ndm 2008, 14p trinh vién c6 thé tao ra cic phdn mém dwa trén cong nghé
NET nhuw cac wng dung ASP.NET va cac dich vu Windows Communication Foundation
(WCF).DP€élam dwoc diéu nay, ho cé thé sir dung C# va nhirng ngén ngir .NET khac, cling v&i
cac cong cu phattrién truyén thng nhw Visual Studio 2008. Ho ciing c6 thé st dung phién
ban nay cia Windows Azure dé tao ra cac irng dung Web.

Ca rng dung Windows Azure va cac tng dung chay trén may ca nhan c6 thé truy cip
cac dich vu lwu trit cia Windows Azure theo ciung mdét cach: sttr dung phwong thirc REST.
Tuy nhién, thanh phan lvu triv dir liéu khong phaila Microsoft SQL Server, cling khong phai
la mothé thong quan hé va ngén ngit truy van cia né khong phaila SQL. Thanh phan nay
duoc thiét k& dé ho tro chay cac rng dung cila Windows Azure, n6 cung cip cac kiéu lwu trir
don gian hon, linh déng hon. N6 ciing cho phép lwu cac ddi twong dir liéu 16m (blobs), cung
cip hang doi d€ giao tiép gitra cac thanh phin ciia #ng dung Windows Azure va thim chi
cung cip cac bang véi ngdn ngir truy van dé hiéu.

Chay rng dung va lwu dit liéu trén ddm may ratcé y nghia. Thay vi phai mua sam, cai
dat va xtr Iy chinh hé thong ciia minh, métté chirc c6 thé chi phu thudc vao nha cung cip
dam may. Khach hang cling chi phai tra cho viéc chay tng dung va lwu trit ma ho st dung
thay vi phai duy tri rat nhiéu may chu chi dé€ phuc vu mét s6 nhu ciu nao dé.Va néu dwoc
viét chinh x4c, cac tng dung c6 thé dwoc thay ddi dé dang, tAn dung duwgc nhirng tinh ning
cda trung tAm dir liéu ma ddm may cung cip.

Trong Windows Azure, mdi (rng dung c6 mot file cAu hinh. Bang viéc thay ddi thong tin
lwu trong file nay, chd s& hiru cia tng dung c6 thé thay déisé lwgng cac thé hién ma
Windows Azure sé chay. Két cAu Windows Azure gidm sat irng dung dé duy tri trang thai
mong mudn cia ng dung do.

D& cho phép khach hang tao ra, ciu hinh va giam sat cic ®ng dung, Windows Azure
cung cAp mot cdng c6 thé truy cAp dwoc qua trinh duyét. Moi khach hang dwoc cung cip
mot tai khoan Windows Azure ID, mot tai khoan dé chay &rng dung, mot tai khodn dé lvu
triv dir liéu.

Windows Azure c6 thé dwgc 'ng dung theo nhiéu cach khiac nhau. M6t s6 rng dung tiéu
biéu:



- Tao ra mdt trang web mé&i: Windows Azure ho tro ca cac dich vu web va cac tién trinh
bén dwdi, #ng dung c6 thé cung cip giao dién ngwdi dung twong tac cling nhw xi Iy cong
viéc dé dong bd nguoi dung.

Motnha ban 1é phan mém doclap (ISV) tao ra phién ban phan mém hoat dong nhw 1a
dich vu (Saa$S) ctia mot ng dung da cé. 'ng dung .NET c6 thé duoc xay dung trén Windows
Azure. Vi Windows Azure cung cAp mét mébi trwedrng NET chuin nén viéc chuyén cac trng
dung .NET Ién ddm may khong giy ra nhiéu vin dé. Xay dung &rng dung trén mot nén tang
da ton tai cho phép ISV huwdng dén viéc kinh doanh ctia ho thay vi mit thoi gian cho co s&
ha tng.

- Mot rng dung doanh nghiép: Chon cac tng dung trong trung tadm dit liéu cta
Microsoft gitip cadc doanh nghiép khong phai tra tién cho viéc quan Iy may chi ma tip trung
toan bo chi phi vao viéc xtr ly.

Chay rng dung trén dam miy la mot trong nhirng xu hwéng quan trong nhat cia dién
toan ddm may. V&i Windows Azure, Microsoft cung cAp mot nén tang dé lam viéc nay, ciung
v&i cach thire lvu triv dit liéu. Windows Azure lam hai viéc chinh: chay rng dung va lwu triv
dir liéu.

- Chay &ng dung: Trong Windows Azure, mot (rng dung cé nhiéu thé hién, mdi thé hién
chay mot phan ciia ma &ng dung.

Moi thé hién chay trén may do cia né. Nhitng may 4o nay chay Windows Server 2008
64 bit, chung dwoc thiét ké dac biét dé€ st dung trén dam may. Mot kng dung Windows
Azure khong thé thiy dwoc may 4o ma n6 dang chay trong dé. Lap trinh vién khéng dwoc
phép cung cip hinh dnh may 4o ctiia minh cho Windows Azure, cling khong cin quan tim vé
cach duy tri ban sao ctia hé diéu hanh Windows. Thay vao do6, phién ban d4u tién cho phép
lap trinh vién tao ra &wng dung .NET 3.5 v&i Web role va/hoac Worker role.

Mbi web role chdp nhan cac yéu cau HTTP hay HTTPS dén qua IIS7. Mot web role c6 thé
thuc thi str dung ASP.NET, WCF hay cac cong nghé .NET framework khac lam viéc véi IIS.
Windows Azure cung c4p can bang tai c6 gdn san d€ mé& rong cac yéu cau qua web role nhw
mot phan cua &rng dung.



POOU0
Hinh 4.5. Windows Azure cung cdp cdc dich vu lwu triv va tinh todn cho dam may

Mot worker role, ngwoc lai, khong thé chap nhéin cac yéu ciu trwc tiép tir bén ngoai, né
khong cho phép cac két n6i dén va IIS khong chay trén may do ctia nd. Thay vao dé, né nhin
dir liéu vao tir web role, qua hang doitrong Windows Azure Storage.

Két qua cua viéc nay cé thé dwoc ghi vao Windows Azure Storage hodc dwgc glrira
ngoai. Khdng giong nhu web role dwoc tao ra dé xir Iy moét yéu cdu HTTP dén va két thic
khi yéu ciu da dwoc xtr Iy, mot worker role c6 thé chay mai mai. M6t worker role dwoc thuc
thi st dung batky cong nghé .NET nao.

Bat k& 1a chay web role hay worker role, mdi may 4o chira mot tic nhan Windows
Azure (Windows Azure Agent) cho phép &rng dung twong tac véi két cdu Windows Azure.

Phién ban dau tién cia Windows Azure duy tri mot méi quan hé mét - mét gitta may ao
vanhan x ly vatly ctua né. Vivay, hiéu suit ciia #ng dung cé thé dwoc ddm bao. D€ ting
hiéu suit cua rng dung, c6 thé ting s6 lwong thé hién trong file cdu hinh. Két cdu Windows
Azure sé& chuyén sang may 4o mdi, gan chiing v&i nhan va bat dau chay nhiéu thé hién cta
trng dung hon. Két ciu cling phat hién xem khi nao web role hodc worker role bildi, dé bat
dau mot cai mai.

CAac trang thai cia web role sé dwoc ghi vao Windows Azure Storage hodc dwoc chuyén

vé cho khach qua cookie.

Ca web role va worker role déu dwoc thurc thi sir dung cdng nghé .NET chuan. U'ng dung
truy cap dit liéu theo cac cach khac nhau. Truy cdp vao dit liéu Windows Azure st dung
dich vu web ADO.NET. Worker role phu thudc vao hang d¢itrong Windows Azure Storage



dé 1ay thong tin dau vao, mothan ché khacla &ng dung Windows Azure khong chay trén
moi tredng tin ciy, ching bi han ché béi cai ma Microsoft goila Windows Azure Trust.

V&ilap trinh vién, xdy dung mot irng dung Windows Azure trong phién ban PDC gidng
nhw xay dwng mot tng dung .NET truyén théng. Microsoft cung cAp khuén mau (template)
project Visual Studio 2008 dé tao ra web role, worker role hodc ca hai. Lp trinh vién tw do
str dung bat ky ngén ngir .NET nao. G6i phat trién phan mém Windows Azure gom phién
ban cliia méi treorng Windows Azure chay trén may cta lap trinh vién. Géi nay bao gom
Windows Azure Storage, m6t Windows Azure Agent va bat ky (rng dung gi c6 thé thiy trén
dam may. Lap trinh vién c6 thé tao ra va stra (trng dung bang hé thdng nay, sau d6 trién khai
trén ddm may khi da sdn sang. Tuy nhién khong thé dua bd g 16i1én ddm may, vi vay stra
16i trén d4m may phu thudc vao viéc viét ra ban ghi (log) thong tin Windows Azure qua
Windows Azure Agent.

Windows Azure ciing cung cip nhitng dich vu khac cho 1ap trinh vién. Vi du: mét &ng
dung Windows Azure cé thé giri mot chudi thdng bao qua Windows Azure Agentva
Windows Azure sé chuyén tiép thong bdo d6 qua thuw, thong diép tirc thoi hay mot co ché
nao do t&i ngwdoinhin cu thé. Néu mudn, Windows Azure c6 thé phathién xem ng dung
nao 16i va giri thong bao. Windows Azure Platform ciing cung c4p thong tin chi tiét vé tai
nguyén rng dung, gdm thoi gian xt 1y, bang théng di va dén, lwu trit.

Truy cip dit liéu: Cach don gidn nhat dé lwu dir liéu la str dung blob.

Mottai khodn lwu trit c6 thé c6 méthodc nhiéu container, moi container c6 mot hoic
nhiéu blob. Blob c6 thé lén (50 gigabytes) va dé sir dung blob hiéu qua, mdi blob c6 thé
dwoc chia thanh cac khéi (block). N&u ¢6 16i xay ra, viéc chuyén dit liéu c6 thé duwoc khoi
phuclai v&i khoi gdn nhat thay vi phai gvilai toan bd blob.

Blob dwgc lwu trong pham vi Blob Container. Trong ciing mdt container, mdi blob c¢6
tén riéng. Dir liéu trong mot blob la cac cdp <tén, gia tri>, cé kich thwéc khoang 8 KB.

Blob chi thich hg'p cho motsé ki€u dit liéu. D€ ng dung lam viéc véi dir liéu hiéu qua
hon, Windows Azure Storage cung cip bang (table). Dit liéu chira trong bang gdm cac thuc
thé v&i cac thudc tinh. Cac khai niém lién quan dén bang:

- Thwc thé (hang): 1a nhirng doi twong dit liéu co ban dwoc lwu trong bang. Mot thuc
thé chira tAp hop cac thudc tinh. Mdi bang c6 hai thudc tinh tao thanh khéa riéng cho thuc
thé. Mdi thuc thé c6 nhiéu nhat 255 thudc tinh gdm ca cac thudc tinh hé théng nhu khoa
phén vung (PartitionKey), khéa hang (RowKey), thoi gian Iwu lai thay doi (Timestamp).

- Thudc tinh (cot): thé hién mot gia tri don trong mot thwe thé. Tén thudc tinh c6 phan
biét chit hoa, chit thwong.



- Khéa phén vung (partitionkey): thudc tinh khéa diu tién cliia moi bang. Hé thong st
dung kh6a phan ving dé tw ddng phan bd cac thwe thé cia bang trén nhiéu nut lwu triv khac
nhau. Khéa phan viing cé kiéu string.

- Khoéa hang (rowkey): thudc tinh khéa thit hai cia moi bang. Pay la dinh danh riéng
ctia moi thwe thé trong phin viing chia thyc thé d6. Khéa phan ving va khéa hang xac dinh
cu thé mot thuc thé trong bang. Khéa hang cé kiéu string.

- Thoi gian Iwu lai thay doi: thoi gian hé théng lwu lai phién ban cta thwc thé.
- Phan vung: tip hop cic thuc thé trong bang c6 cung khéa phan viung.

- Thit tw sap x&p: moi thuc thé trong bang dwoc sap x&p theo khéa phan ving va khoa
hang dé truy vin dwa theo nhirng khda nay hiéu qua hon, két qua tra vé dwoc sip xép theo
nhirng khéa nay.

Mot bang khong c6 gian dd dinh nghia sdn (defined schema), thudc tinh cé nhiéu loai
khac nhau: int, string, bool, DateTime. Thay vi stt dung SQL, rng dung truy cap dit liéu bang
st dung lénh truy van vé&i ci phdp LINQ. Mt bang cé thé 16m, véi hang ti thwe thé lwu hang
triéu byte dir liéu, néu cin thiét, Windows Azure c6 thé phan chia cdc bang trén nhiéu may
chi dé€ cai thién hiéu suit.

Blob va bang déu dwoc dung dé lwu dit liéu. Lwa chon thit ba 1a hang dgi (queue). Hang
doicung cap cach dé web role giao ti€ép v&i worker role. Mot hang doi c6 thé chira nhiéu
thong diép. Tén ctia hang doi c6 pham vi trong tén tai khoan. S6 lwong cac thong diép lwu
trong hang doi khong bi gi¢i han. Moi thong diép dwgc lwu nhigu nhitla mot tuan, sau dé
hé thong sé tw thu don nhirng thong diép ldu hon mét tudn. Dir liéu trong hang d¢i cling c6
dang <tén, gia tri> vd mdi hang doi chira t6i da 8 KB dit liéu.

Théng diép dwoclwu trong hang doi. Khi dwgc dwa vao hang doi, thong diép c6 thé co
dang nhi phan nhwng khi 13y thong diép ra khdi hang doi, dap &rng tra vé c6 dang XML con
thong diép dwgc ma hda base64. Thong diép dwoc tra vé tir hang doi khong theo thir tu,
mdi thong diép cé thé dwgc tra vé nhidéu hon mot lan. Mot sé tham s dwoc st dung trong
hang doictia Azure la:

MessagelD: gia tri dinh danh thong diép trong hang doi.

VisibilityTimeout: s& thwc xac dinh thoi gian cho tinh bang gidy c6 thé thdy dwoc thong
diép. Gia tri cuc dai la 2 gio. Thoi gian mac dinh 1a 30 giay.

PopReceipt: chudi dwoc tra vé khi truy van thdng diép. Chudi nay ciing v&i MessagelD
13 nhirng gia tri batbudc khi mudn x6a mot thong diép khoi hang doi.

MessageTTL: x4ac dinh thi gian sdng tinh bang gidy ciia thong diép. Thoi gian s6ng cuc
dai 1a 7 ngay, gid tri mic dinh la 7 ngay. Néu trong th&i gian s6ng ma thong diép khong bi
chu tai khoan x6a khdi hang dgi, hé thong lvu triv sé ty dong x6a thong diép.
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Hinh 4.6. Windows Azure cho phép Iwu dir liéu trong blob, table va queue theo kiéu
REST qua giao thirc HTTP

Windows Azure Storage c6 thé truy cAp tng dung Windows Azure hodc mot tng dung
chay & mot noi nao dé. Trong ca hai trweong hop, cac kiéu lwu trir cia Windows Azure st
dung tiéu chudn REST dé xac dinh va 1ay dir liéu. Moi th dwoc dat tén st dung URIs va
dwoc truy cip véichuidn HTTP. M6t may khach .NET c6 thé str dung dich vu dir liéu
ADO.NET va LINQ.

SQL Azure

SQL Azure la &rng dung chay trén trung tim dir liéu, cung cdp kha ning lwu triv dir liéu
cho cac ca cac rng dung dién todn ddm may va cac &rng dung khac. SQL Azure cung cip tip
cac dich vu ddm may hé tro lwu trit va 1am viéc véi nhiéu loai thong tin. Hién tai, Microsoft
dwara 2 thanh phan chinh ctia SQL Azure: SQL Azure Database va “Huron” Data Sync. SQL
Azure Database cung cAp mot RDBMS trong “dam may”. N6 cho phép tng dung ddm miy va
rng dung c6 sdn (on-premises) c6 thé lwu trit co sé dir liéu quan hé hodc dang khac trén
cac may chu tai trung tAm dit liéu. Chi phi sé dwgc tinh dwa trén nhirng gi st dung, thay doi
tuy theo nhu cdu st dung.

Thanh phan thi hai trong SQL Azure dwgc gi¢i thiéu 1a “Huron” Data Sync, xay dung
dwa trén Microsoft Sync Framework va SQL Azure Database, cong nghé nay cho phép dong
b0 dit liéu thong qua cac on-premises DBMS. Nguw¢i str dung va s& hiru dit liéu sé xac dinh
nhirng gi cin dong bo, gidi quyét cac xung dot nhw thé nao,...

SQL Azure giip don gian hoa cong tic ké hoach du phong va trién khai ctia nhiéu CSDL
khac nhau. Trén Azure, 1ap trinh vién khéng con phai cai dat, cu hinh, ning cap, hay va 16i
phan mém may chii CSDL nhw trieéc day. Kha ning sin sang, chiu 16i cao va tdi gidn thao tac



bao tri phan cirng phuc vu CSDL la yéu cAu mdc dinh - tién quyét trong SQL Azure. Lip
trinh vién thanh thao ct phap T-SQL (Transact-SQL), mo hinh dit liéu quan hé trén phién
ban SQL Server hoan toan c6 thé dung lai kj nang nay véi SQL Azure. SQL Azure giup gidm
t0i da chi phi vAn hanh bang tich hop tAp cong cu c¢6 san d€ dong thoi quan ly CSDL tai co s&
va trén dién doan may. Ngoaira, lap trinh vién web cong nghé Microsoft, hay tir cac cong
nghé khac nhw PHP, Java, cé thé st dung cong cu cé tén mi la Houston - mot giao dién web
gon nhe, giao dién than thién dé quan tri, truy vin, cip nhat dir liéu va thiét ké bang trén
SQL Azure. SQL Azure c6 cac chirc nang:

- Phattrién ng dung web dap trng tai truy cip linh hoat (scalable), phtt hop véi cac
doanh nghiép c& nho (< 100 ngwdi) dén trung binh (< 2000 nguwoi, theo tiéu chuin cua
Microsoft).

- Phat trién va ban tng dung d6ng gbéi nhw la dich vu trén nén dién todn dam may.

- Xay dwng nhitng tng dung c& phong ban trong méttap doan lén.

- Théng qua cac chudn mé nhw WCF Service hay RESTful dé€ tdng hop dit liéu tir nhiéu
nguon khac nhau trén dién toan ddm may va cho phép truy cip dir liéu an toan tir nhiéu dia
di€m, thiét bi dién toadn khac nhau.

SQL Azure c6 thé dem lai cacloi ich 1on:

- T8i thiéu quan tri (khdng phai cai dit, va 16i, hay bao tri phan cirng).

- Tw dong chéng 16i, khac phuc sw ¢6 - t8i da tinh sdn sang.

- Pon gidn hda cong tac lap ké hoach dw phong phan cirng, phadn mém khi trién khai
nhiéu CSDL khac nhau.

- Co dan linh hoat tuy bién theo nhu ciu s dung thwec té.
- C6 thé dat & nhiéu dia diém khac nhau trén thé gi¢i d€ rat ngan tuyén truy cip.

— Tich hop san v&i cac cong cu phé bién SQL Server va Visual Studio. Ngoaira cé giao
dién web cho caclap trinh vién st dung cong nghé khdng phai Microsoft truy van téi.

- H6 tro T-SQL trén md hinh twong tw v&i dit liéu quan hé truyén thdng.
Apps Fabric
Windows Azure platform AppFabric cung cap dich vu co s& ha tAing dwa trén dam may.

Windows Azure platform AppFabric cung cap co s& ha ting dwa trén ddm may dwoc st
dung bé&irng dung ddm may va &wng dung on-premise.
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Hinh 4.7. Windows Azure Platform AppFabric
Cac thanh phan cia Windows Azure platform AppFabric:

- Service Bus: Muc tiéu cta Service Bus la cho phép &rng dung expose cac endpoint c6
thé dwoc truy xudt b&i cac rtng dung khac. Moi exposed endpoint dwgc gan mot URL Client
st dung URI nay dé xac dinh vi tri va truy xuatdich vu. Service Bus ciing xtr Iy viéc chuyén
déi dia chi mang va vwot qua twdong Itra ma khéng can mé port méi dé expose ng dung.

- Access Control: Dich vu nay cho phép trng dung client chirng thyc chinh né va cung
cdp mot rng dung server véi thong tin xac thwe. May chii sau d6 c6 thé str dung théng tin
nay dé quyétdinh nhirng gi tng dung nay dwgc phép lam.

Cac dich vu nay c6 thé dwoc st dung trong nhiéu cach khac nhau nhw sau:

Gid sit mot doanh nghiép mudn cho phan mém dwoc truy cap béi cac doitac thwong
mai dén mot trong cic rng dung ctiia n6. N6 cd thé expose cac chirc nidng cia tng dung qua
dich vu Web: SOAP hodc REST, sau d6 dang ky cac endpoint ctia ho véi Service Bus. Cac doi
tac thwong mai c6 thé str dung Service Bus dé tim cic endpoint nay va truy xuit cac dich vu.

Mot rng dung chay Windows Azure c6 thé truy xudtdir liéu lwu trir trong co s& dir liéu
on-premise. D& 1am dwoc diéu nay, c6 thé gidi quyét bang cach tao mot service truy xuat dir
liéu, sau do6 expose service nay qua Service Bus.

Hay twdng twong mot doanh nghiép expose nhiéu dich vu rng dung cho cac doi tac kinh
doanh ctia minh. Néu nhitng dich vu d6 dwoc expose bang cach stt dung REST, rng dung c6
thé dwa vao cac Access Control dé€ xac thwc va cung cip thong tin nhan dang cho mdi tng
dung khach hang. Thay vi duy tri théng tin n6i bd vé tirng tng dung d6i tac thwong mai,
théng tin nay cé thé dwoclwu trir trong dich vu Access Control.



4.3. S DUNG DICH VU HA TANG IAAS

Trong cic nha cung cip laaS, Amazon luén dirng dau trong gan nhw moi bang xép hang.
Néu SalesForce la cong ty di dau ctia SaaS thi c6 thé coi Amazon la cong ty dau tién dwa ra
mod hinh laaS. Pién toan dam miy clia Amazon cung cdp mdt loat cac lwa chon. Ttr cung cip
khong gian lwu trir tri gid mot vai xu mot thang dén cho thué siéu may tinh véi gia 5.000
USD/mot gio. Amazon dang tip trung vao phan khuc cac khach hang doanh nghiép bang
viéc b6 sung nhiéu tinh ndng bdo mit hon cho ddm may ctia minh va tuyén dung nhan vién
ban hang doanh nghiép.

Hai hang lén trong cong nghé 1a Microsoft va Google cling dang bat dau di vao cung cip
[aa$ sau khi da thanh cong v&i PaaS qua Microsoft Azure va Google App Engine. Microsoft
vira mé rong Azure vao thi trweong [aaS va tham chi con cho phép ngu¢i dung chay Linux
trén ddm may ctia minh v&imirc gia hira hen sé thap hon Amazon. Bén canh dd, Microsoft
cling cung cip ratnhiéu cac ®ng dung doanh nghiép trén ddm miy ctia minh tir co sé& dir
liéu SQL Server dén Microsoft Office 365. Google da ratthanh cong véi cac irng dung trong
SaaS va Google App Engine trong PaaS thi gitta nam 2012 cling tung ra dich vu laaS ctia
riéng minh la Google Compute Engine.

Ngoaira con cé cic tén tudi khdc nhw IBM, Rackspace v&i cong nghé dam may
OpenStack; Citrix va Apache v&i CloudStack.

Trong mot s& bang x&p hang cac dich vu Iaa$, du theo tiéu chi ndo thi Amazon ciing dan
dau. Piéu dé cho thiy vi thé ciia Amazon trong linh vic dién todn ddm may, cu thé 1a laaS.
Ngoaira, c6 thé thay rat nhiéu tén tudi lén nita nhw Microsoft, Google, HP, AT&T,
Rackspace.

Néidén [aaS1a n6i dén ha tAing phan cirng, cac nha cung cap dich vu IaaS thong thwong
sé dwa ra nhirng dich vu: cung cip may ao - tir may tinh ciu hinh théng thwong nhat dén
cac may chud chuyén biét, cung cdp dung lwong lwu trir cho cdc may ao, cac dia chi IP, cac
dam may riéng,... Cac dich vu nay c6 thé dwoc cung cip riéng1é hodc dwoc cung cip cung
nhau theo tirng gobi dich vu. Dwéi diy sé liét ké motsé chirc nang ctia cac dich vu cung cip
bdilaaS.

Lwu triv: Cung cip lwu trix lién tuc cho cidc may do. Dung lwong lwu triv thwong ton tai
doclap véithoi gian séng clia may do. Dung lwong lwu trit thwdng mang tinh sdn sang cao,
do tin cly cao, c6 thé dwoc sir dung nhw phan viing khéi ddong mot may 4o hodc gan lién véi
mot may do nhw mdt thiét bi lwu trit tiéu chuin. Khi dwoc st dung nhw mét phan viung khéi
dong, cdc may do c6 thé dwoc dirng lai va sau d6 khéi dong lai, cho phép chi phai tra cho cac
tai nguyén lwu triv stt dung trong khi duy tri trang thai cia may ao. Vé&inhitng doanh nghiép
muén lwu trir véi dd bén cao, cdc nha cung cap sé cung cip kha ndng tao ra ban sao tai
nhirng thoi di€ém nhitdinh cda dir liéu, sau d6 chung dwoc lwu triv va tw dong sao chép trén
nhiéu noi khac trong ddm may. Nhitng ban sao c6 thé dwoc str dung nhw 1a diém khéi dau
cho mot khoilwu trit méiva cé thé bao vé dir liéu cia doanh nghiép cho dé bén lau dai.
Doanh nghiép cling c6 thé dé dang chia sé cic ban sao nay. C6 hailoai dung lwong Ivu trir



thwong dwgc cdc nha cung cap [aaS dwa rala dung lwgng tiéu chuin va dung lwgng IOPS.
Dung lwong tiéu chuin cung cip chi philwu tri hiéu qua rat phu hop cho cac ng dung véi
cacyéu cau giao tiép dir liéu vira phai. Dung lwgng IOPS dwoc dung cho cac yéu cau hiéu
suat cao hodc cac rng dung nhu co sé dir liéu.

Mady do da dia diém: Mot s6 nha cung cip laaS cung cip kha ning dit may 4o tai nhiéu
dia diém. Do cac dia diém dwoc thiét ké va cai dat riéng biét nén chiing dwoc cach ly khoi
nhirng 16i/hdong. V&imay do da dia diém riéng biét, tng dung dwoc bao vé khoildi/hong
clia mot dia di€ém duy nh4tvéi may 4o da dia di€ém riéng biét, tng dung tranh dwoc cac16i
hay hong hoc gy ra béi mot dia diém duy nhat.

Dia chi IP mém déo: 1a dich vu cung cip dia chi IP tinh nhwng dwgc thiét ké riéng cho
dién todn ddam may d€ dam bao tinh ning dong. Mot dia chi IP mém déo sé& gan voi tai
khoan cia doanh nghiép chtt khéng phai véi may do dwoc thué.

Khach hang kiém soat dia chi dé cho dén khi khéng st dung dich vu nita. Tuy nhién,
khong giong nhw dia chi IP tinh truyén thong, dia chi [P mém déo st dung ky thuit anh xa
lai cho phép anh xa tir dia chi IP cong cdng cia khach hang t&i bit ky may chid do nao. Thay
vi ch¢ doi vao mot ki thuat vién dir liéu d€ cu hinh lai hoac thay thé may chi cia ban, hoic
cho doi DNS d€ tuyén truyén cho tit ca cac khach hang cua ban, dia chi IP mém déo cho
phép khach hang gidi quyétkhi vin dé/16i xay ra bang cach nhanh chéng 4nh xa lai dia chi
IP d6 t&éi may do thay thé.

Ddam mady riéng do: Dich vu dam may riéng do cung cip cho doanh nghiép mot dam
mAy riéng nam trong ddm may ctia nha cung cip laa$S trong mdt mang 4o do khach hang
quyét dinh. Doanh nghiép hoan toan kiém soat méi trweong mang do, bao gom lwa chon cac
dai dia chi IP cuariéng ho, tao ra cAc mang con, ciu hinh bang dinh tuyén va cdng mang.
Doanh nghiép cling c6 thé tao ra motkét ndi bang mang riéng do (VPN) giita trung tAm dir
liéu ctia cong ty véi ddm may riéng do va tin dung dién toan ddm miy nhw mot phan mé
rong cua trung tam dir liéu ctia cong ty.

Vé&i dam may riéng 4o, doanh nghiép cé thé:

- Cho thué rng dung web co ban nhwng dwoc bdo mit qua motlép bo sung cia dam
may.

- C6 thé cho thué tng dung web da tAng v&i cdc may chi web, may chid &ng dung, may
cht co sé dit liéu.

- Cho thué ciac tng dung web mé rong dwoc trén may két ndi téi trung tim di liéu cua
doanh nghiép.

- M@ rong hé thong mang, rng dung cOng tic sang ddm may.

- Khoiphuc dir liéu khi tham hoa xay ra véi trung tam dit liéu.



Cum tinh todn hiéu ndng cao (High Performance Computing Clusters): Khach hang
c6 nhu cdu cin khoilwgng cong viéc tinh todn phirc tap nhw cac bai toan 14p trinh song song
giao ti€p nhiéu, hodc v&i cac rng dung nhay cdm v&i hiéu sudt mang, c6 thé st dung dich vu
nay dé dat dwoc hiéu nang tinh todn cao va mang lwéi hoat dong 6n dinh nhwng lai tin
dung cac tinh dan hoi, linh hoatva lgi thé vé chi phi cia dién todn dam may. V&i cac dich vu
cung cap tinh toan phin cum, tinh todn phin cum dung GPU va tinh todn phin cum b nhé
cao da dwoc thiét ké dac biét dé cung cip kha nang mang hiéu nang cao va cé thé dwoclap
trinh dwa ra thanh cac cum - cho phép cac trng dung c6 dwoc hiéu sudt mang c6 do tré thap
can thiét cho giao tiép gitta cac luong.

Dich vu tinh todn GPU: Khach hang doi héi kha nang hoat dong song song cao sé dwoc
hwdng loi tir cac dich vu tinh toan GPU, trong dé cung cap quyén truy cip vao cac GPU tirng
1én dén 1.53616i CUDA va 4 GB b6 nh& video. V&i cac phién ban driver méinhat, cic GPU
ho tro cho OpenGL, DirectX, CUDA, OpenCL va SDK GRID. Dich vu tinh toan GPU rat ly
twdng cho cac wng dung d6 hoa 3D, bao gom ca tro choi trwec tuyén va tinh toan khoilwong
cong viéc, bao gom ca hda hoc tinh toan, mo hinh tai chinh, thiét ké ky thuat.

Cdc dich vu ddc biét

- May ch truy xuat dir liéu vao ra mirc cao: Dich vu nay cé thé cung cap cho khach
hang v¢i ti 1é vao/ra ngau nhién trén 100.000 IOPS. Dich vu nay dwoc ho tro bdi cong nghé
0 dia thé dac (Solid State Disk - SSD), rat phtt hop cho khach hang can hiéu suit cao va co
s& dir liéu quan hé NoSQL.

— Xudtnhap may 4o (VM): cho phép ban dé dang nhap kh4u hinh &nh may 4o tir moi
trweong hién tai vao mot ddm mAay méi va xudt khiu ching tré lai bat cit lic nao. Bang cach
nhap cidc may 4o di sdn sang d€ sir dung trong ddm may, doanh nghiép vira c6 thé tin dung
cac khodn diu tw hién tai trong cadc mdy 4o vira cé thé dap &rng bdo méit, quan ly ciu hinh,...
Twong tw, khach hang c6 thé xuit cic may chi do dé€ sau nay cé thé dung lai bat ¢ ldc nao.

Cdc dich vu hé tro

Ngoaira, cAc nha cung cap laa$ ciing c6 cac dich vu hd tro cho cac dich vu chinh liét ké
O trén:

- Gidm sat: 1a mot dich vu web cung cip gidm sat d6i véi cdc ngudn tai nguyén dién toan
dam may va cac #ng dung. Dich vu giam sat cung cip kha nang hién thi viéc sir dung tai
nguyén, hiéu suidthoat dong va tong nhu ciu mo hinh, bao gom ca so liéu nhw str dung CPU,
6 dia doc va viét, lvu lwong mang. Khach hang cé thé nhin dwoc s6 liéu thong ké, xem d6
thi, va thiét 1ap hé thong bao dong cho dir liéu sé liéu cia minh.

- Co dan tw dong: cho phép doanh nghiép tw dong thay d6i quy mé ha ting ting 1én
hodc gidm xudng tuy theo diéu kién xac dinh trwdc. V&i Auto Scaling, doanh nghiép c6 thé
dam bdo rang ha ting phan clrng dang st dung c6 kha ning ting quy mo lién tuc khi c6 nhu
ciu dé duy tri hiéu suat trong khi quy mo6 xuéng tw dong theo nhu cau dé gidm thiéu chi phi.



Co dan tw dong theo quy mo dic biét rat thich hop cho cac rng dung chay thay déi theo thoi
gian ngin han nhw hang gio, hang ngay, hodc hang tuin.

- Can bang tadi mém déo: dich vu nay tw dong phan phdiluu lwong rng dung dén cac
may 4o trén ddm may. Diéu nay cho phép dat dwoc kha ning chiu 16i 1&6n hon trong cac tng
dung ctia doanh nghiép, chiing lién tuc cung cip sd lwgng tai cong suit cAn bang can thiét
dé dap &ng véilwu lwong truy cap ing dung dén. CaAn bang tdi mém déo phat hién cac may
chi bi qua tai va tw dong dinh tuyén lai lwu lwgng truy cip dén cadc may chu khée manh chiu
dwoc tai cao cho dén khi cac may chi qua tai d3 dwoc khoi phuc. Co thé ciu hinh cho phép
can bing tdi mém déo trong mot khu s&n c6 hodc qua nhiéu khu vierc cho phut hgp hon véi
hiéu suit ng dung.

- Mang ting cwong: cho phép dat dwgc hiéu nang truyén géi tin cao hon mot cach dang

ké dé lam giam tai cia mang. Tinh ning nay sir dung mot mang lwéi méi ngdn xép do cung
cip hiéu suitvao ral/0 cao hon va st dung CPU thdp hon so véi may chi truyén thong.

4.4.CAU HOI VA BAI TAP

1. Néu cac dic diém giéng/khac gitra cac phdn mém trén ddm may nhw Google App
Suits va cac phdn mém truyén thong.

2. Tim hi€u md hinh Saa$S &rng dung cho doanh nghiép. Ly mot trong cac cong cu
dién hinh Salesforce minh hoa. Tim hiéu vé san phdm ctua MISA - doanh nghiép
Viét Nam d€ minh hoa (MISA CRM, MISA HRM).

3. Tim hiéu va so sdnh Windows Azure v&éi mot s6 nha cung cip PaaS khac nhw
Amazon Webservices va Google App Engine.

4. Tim hi€u thém vé Windows Azure va néu ro vai tro cta: Blob, Table, Queues.
5. Néucac diac diém trong st dung dich vu nén tang.

6. Néu cac diac diém trong st dung dich vu phan mém.

7. Néu cac dic diém trong str dung dich vu IaasS.

8. Tim hiéu thém vé Microsoft Office 365 va mo ta hiéu qua trong st dung dich vu
[aaS.





